Chapter 5
Decentralized
Applications and
Distributed Ledger
Framework

V. Hemamalini
https://orcid.org/0000-0001-8237-031X

SRM Institute of Science and Technology, Kattankulathur, India

M. Jeyaselvi
https://orcid.org/0000-0003-3386-5177

SRM Institute of Science and Technology, Kattankulathur, India

Amit Kumar Tyagi
https://orcid.org/0000-0003-2657-8700

National Forensic Sciences University, Gandhinagar, India

Shabnam Kumari
https://orcid.org/0009-0001-5442-3020

SRM Institute of Science and Technology, Kattankulathur, India

ABSTRACT

Decentralized Applications (dApps) and Distributed Ledger Frameworks (DLFs)
represent critical advancements in the realm of blockchain technology, promising
enhanced security, transparency, and efficiency. Decentralized Applications, le-
veraging the inherent properties of blockchain, operate without central control,
offering users greater autonomy and reducing reliance on intermediaries. These
applications span various domains, from finance and supply chain management
to gaming and social networks, demonstrating the versatility and transformative
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potential of dApps. Distributed Ledger Frameworks, encompassing both blockchain
and non-blockchain-based systems, provide the underlying architecture for these
applications. DLFs ensure data integrity, immutability, and consensus across dis-
tributed nodes, fostering a trustless environment where participants can transact
securely. Key frameworks like Ethereum, Hyperledger, and Corda offer diverse
features tailored to different use cases, ranging from public, permissionless networks
to private, permissioned systems.

1. INTRODUCTION
1.1 Decentralized Applications

Decentralized Applications (DApps) represent a new paradigm in software
development, leveraging the power of decentralized networks, most commonly
blockchains. In contrast to traditional applications that depend on centralized servers,
DApps embrace the inherent qualities of blockchain technology, providing benefits
like enhanced transparency, immutability, and security. At the heart of DApps are
smart contracts—self-executing agreements where the terms are directly encoded.
These smart contracts automate and enforce agreements, eliminating the need for
intermediaries, and resulting in more efficient and fraud-resistant applications. Key
characteristics that define decentralized applications include (refer figure 1):

e  Decentralization: DApps leverage the power of decentralized networks, usu-
ally blockchains, to distribute application data and processes across many
nodes. This inherent decentralization gets rid of a central point of weakness,
improving both security and the ability to withstand disruptions.

e  Transparency: The transparency of blockchain technology enables all DApp
participants to view and verify transactions and data, fostering trust and ac-
countability through independent verification of the application's integrity.

e  Immutability: Once data is recorded on a blockchain, it becomes virtually
impossible to modify or alter it retroactively. This characteristic guarantees
the integrity of the application's data and offers a reliable, auditable history
of transactions.

e  Tokenization: Decentralized applications (DApps) frequently employ tokens
to facilitate value exchange within their platforms. These tokens can symbol-
ize a range of digital or physical assets, allowing for seamless transactions.
They also serve to incentivize users and encourage active participation in the
application's ecosystem.
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