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ABSTRACT

This chapter explores strategies for enhancing the resilience of Cyber-​Physical 
Systems (CPS) through safe and data-​driven control mechanisms. As CPS become 
increasingly reliant on artificial intelligence (AI) and machine learning (ML) for 
real-​time decision-​making, ensuring system safety, security, and reliability becomes 
a critical challenge. The chapter examines various AI-​powered control techniques, 
including Model Predictive Control (MPC), reinforcement learning, and anomaly 
detection, to optimize system performance while mitigating risks such as adversar-
ial attacks, biases, and unpredictability. Additionally, it highlights the role of edge 
computing and distributed control architectures in reducing latency and improving 
fault tolerance. The chapter also addresses cybersecurity threats that impact CPS, 
including data breaches, cyberattacks, and network vulnerabilities.

INTRODUCTION

Cyber-​Physical Systems (CPS) fuse computational procedures with operational 
procedures. Physical parts function with software programs in these systems which 
experience system behaviour control through real-​world actions as well as computer-​
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based choices. CPS appears as autonomous vehicles, smart grids, industrial robots, 
medical devices along with Internet of Things (IoT) networks and additional critical 
examples. Technological systems are becoming prevalent, so their design methods 
and system maintenance directly impact the operational safety of both physical ele-
ments and mathematical components (Aghazadeh Ardebili & Andronie, 2025). CPS 
describes the necessity of establishing secure control mechanisms as its essential 
security focus point. The real-​time operation of CPS includes physical components 
meeting complex algorithms which normally function without significant human 
control. Such tight physical-​cyber integration leads to higher failure probabilities 
together with various possible malicious threat situations. In 2010 Stuxnet malware 
delivered a direct assault on the supervisory control and data acquisition (SCADA) 
system that operated Iranian uranium enrichment centrifuges. The malicious soft-
ware controlled physical equipment operations discreetly as part of standard system 
activities. The incident demonstrated the harmful consequences of unsecure CPS 
environments because unidentified system failures could lead to monetary damages 
and threaten human existence (Gao et al., 2023). Protecting people from such risks 
becomes absolutely essential for achieving safe operations in CPS. Safety-​critical 
environments represent many of the physical elements found in CPS operations 
including health services and transport systems and industrial production facilities. 
Catastrophic results emerge from all security failures and breaches in these critical 
operational environments. Consider autonomous vehicles, for instance. Autonomous 
vehicles adopting faulty control systems could generate incidents which lead to 
vehicle accidents along with injuries and death of occupants. A vehicle needs its 
communication systems with traffic control along with navigation to be protected 
against cyber threats (Aghazadeh Ardebili & Andronie, 2025).

Safety and security needs in CPS control systems can be achieved through care-
ful implementation of cybersecurity protocols as well as fault-​tolerant algorithms 
alongside real-​time monitoring systems. The technical development of these systems 
should protect against malicious cyber threats together with protecting against unin-
tentional failures stemming from system overload or environmental conditions (Gao 
et al., 2023). Data-​driven methodologies show promise as a method of enhancing 
system resilience while increasing robustness in CPS designs. The development of 
CPS depends on non-​stop data acquisition which combines sensor analytics with 
cyber system analysis to anticipate system evolutions through monitoring capabilities. 
Machine learning algorithms together with statistical methods and big data analytics 
enable data-​driven methods to detect potential threats as well as system failures and 
performance anomalies and warn about catastrophic events before their occurrence. 
The early alert system allows operators to conduct maintenance operations before 
breakdowns emerge thus improving system operational reliability while ensuring 
safety measures (Aghazadeh Ardebili & Andronie, 2025). Data-​driven techniques 



 

 

24 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/enhancing-cyber-physical-system-

resilience-with-safe-data-driven-control-strategies/390830

Related Content

Case Study of Agile Security Engineering: Building Identity Management for

a Government Agency
Kalle Rindell, Sami Hyrynsalmiand Ville Leppänen (2017). International Journal of

Secure Software Engineering (pp. 43-57).

www.irma-international.org/article/case-study-of-agile-security-engineering/179643

Downsizing the Semantic Gap in Contextual Image Retrieval System Using

Superintend Gross Silhouette Descriptor: Superintend Gross Silhouette

Descriptor
Girija G. Chiddarwarand S.Phani Kumar (2020). International Journal of Software

Innovation (pp. 1-20).

www.irma-international.org/article/downsizing-the-semantic-gap-in-contextual-image-retrieval-

system-using-superintend-gross-silhouette-descriptor/262095

Adapting Agile Practices to Mobile Apps Development
Alberto Heredia, Javier Garcia-Guzman, Roberto Esteban-Santiagoand Antonio de

Amescua (2014). Agile Estimation Techniques and Innovative Approaches to

Software Process Improvement (pp. 63-82).

www.irma-international.org/chapter/adapting-agile-practices-to-mobile-apps-

development/100271

Using Business Value Models to Elicit Services Conducting Business

Transactions
Tharaka Ilayperumaand Jelena Zdravkovic (2015). Handbook of Research on

Innovations in Systems and Software Engineering (pp. 98-124).

www.irma-international.org/chapter/using-business-value-models-to-elicit-services-conducting-

business-transactions/117921

http://www.igi-global.com/chapter/enhancing-cyber-physical-system-resilience-with-safe-data-driven-control-strategies/390830
http://www.igi-global.com/chapter/enhancing-cyber-physical-system-resilience-with-safe-data-driven-control-strategies/390830
http://www.igi-global.com/chapter/enhancing-cyber-physical-system-resilience-with-safe-data-driven-control-strategies/390830
http://www.irma-international.org/article/case-study-of-agile-security-engineering/179643
http://www.irma-international.org/article/downsizing-the-semantic-gap-in-contextual-image-retrieval-system-using-superintend-gross-silhouette-descriptor/262095
http://www.irma-international.org/article/downsizing-the-semantic-gap-in-contextual-image-retrieval-system-using-superintend-gross-silhouette-descriptor/262095
http://www.irma-international.org/chapter/adapting-agile-practices-to-mobile-apps-development/100271
http://www.irma-international.org/chapter/adapting-agile-practices-to-mobile-apps-development/100271
http://www.irma-international.org/chapter/using-business-value-models-to-elicit-services-conducting-business-transactions/117921
http://www.irma-international.org/chapter/using-business-value-models-to-elicit-services-conducting-business-transactions/117921


A Bibliometric Analysis of Artificial Intelligence Applications in Global Higher

Education
Ming Liand Mohd Isa Rohayati (2025). International Journal of Information System

Modeling and Design (pp. 1-24).

www.irma-international.org/article/a-bibliometric-analysis-of-artificial-intelligence-applications-in-

global-higher-education/365913

http://www.irma-international.org/article/a-bibliometric-analysis-of-artificial-intelligence-applications-in-global-higher-education/365913
http://www.irma-international.org/article/a-bibliometric-analysis-of-artificial-intelligence-applications-in-global-higher-education/365913

