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ABSTRACT

This chapter delves into the evolving landscape of Advanced Persistent Threats
(APT) from both an attack and detection perspective. It begins by reviewing the
definition and characteristics of APTs, providing an overview of the various attack
models developed over time. Building upon this foundation, the chapter introduces
a comprehensive APT lifecycle model, which is divided into four distinct stages:
information gathering, intrusion implementation, internal network attacks, and data
exfiltration. For each of these stages, the chapter surveys research from the past five
vears, highlighting the latest advancements in both attack strategies and detection
techniques. Finally, the chapter examines the dynamic interplay between attack
and defense technologies, pointing out the challenges faced by both attackers and
defenders. It concludes by discussing the rapid advancements in APT tactics and
defenses, offering insights into the future directions for research and development
in the field of cybersecurity and APT detection.
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1. INTRODUCTION

The pervasive digitization of societal infrastructure—spanning industrial au-
tomation, healthcare, finance, and personal computing—has intensified the attack
surface for cyber threats. In parallel, the growing sophistication of threat actors, often
equipped with nation-state-level capabilities, demands structured frameworks to
systematically understand, detect, and mitigate cyber attacks. The MITRE ATT&CK
Framework, a curated knowledge base of adversary tactics and techniques based on
real-world observations, has become a de facto standard for threat modeling. While
several studies have applied the MITRE ATT&CK Framework in cybersecurity
analysis, the existing literature remains fragmented—often focusing on isolated
domains (e.g., malware detection, network intrusion, IoT threats) or limited to either
attack or defense strategies. Moreover, there is a lack of integrative lifecycle-based
models that unify both adversarial techniques and corresponding detection methods
within a coherent analytical structure.

This chapter addresses these gaps by proposing a comprehensive, lifecycle-
oriented model of cybersecurity grounded in the MITRE ATT&CK Framework.
It provides a dual-perspective analysis that systematically correlates attack vectors
with detection methodologies, offering a structured synthesis of recent academic
research and real-world threat cases. The novelty of this work lies in:

e  Developing a cyber attack-detection lifecycle model that maps adversarial
techniques to corresponding detection phases, using MITRE ATT&CK as a
foundational taxonomy.

e  Conducting a cross-domain synthesis that bridges traditional attack surfaces
(e.g., web, malware) with emerging areas such as Al-based attacks, IoT vul-
nerabilities, and GNN-enabled defense systems.

e Integrating case-based evidence (e.g., Stuxnet, iOS O-click attacks) with
state-of-the-art detection techniques to demonstrate the real-world applica-
bility and evolving nature of cyber threats.

e  Highlighting research trends and gaps through bibliometric analysis of lead-
ing security venues (IEEE S&P, USENIX, NDSS, ACM CCS), with a focus
on studies from the last five years.

The proposed lifecycle model segments the cyber attack process into preparation,
execution, and persistence phases, each mapped to corresponding ATT&CK tactics
and techniques. Parallel to this, detection methods are categorized based on their
temporal applicability and technological basis (e.g., anomaly detection, GNNSs, threat
intelligence correlation). This structure facilitates comparative analysis, enabling
the assessment of coverage gaps and overlaps across detection approaches.
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