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ABSTRACT

Human vulnerabilities contribute to organizational data breaches across various sectors. Between 
2013 and 2024, despite emerging technology and innovations in cybersecurity defenses, recurring 
patterns such as poor communication, leadership lapses, and decision-making under pressure remain 
central to the causation of cybersecurity breaches. Using the Dirty Dozen human error framework, the 
study identifies systemic behavioral risks often overlooked in cybersecurity governance. The authors 
propose the Human-Centric Risk Assessment Framework (HuCRAF) to fill this void. HuCRAF 
offers six thematic pillars and six assessment stages to embed behavioral risk into cybersecurity 
governance. The findings support a shift toward a behavior-informed cybersecurity strategy and a 
platform for future studies to enhance HuCRAF through decision modeling and algorithmic risk 
discovery. The recommendations include adopting HuCRAF, measuring security culture, conducting 
breach simulations, and managing legacy systems.
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INTRODUCTION

Today, data breaches have become increasingly alarming, impacting millions of individuals 
and compromising the critical infrastructure of both small businesses and large organizations 
worldwide (Purplesec, 2024). While technical vulnerabilities are often blamed as the root cause of 
many cybersecurity incidents, growing evidence suggests that human and organizational decisions 
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are often the underlying cause (Cybernews, 2022; Desolda et al., 2021; Malomo et al., 2024). This 
study’s cross-sectoral observations—including airlines and transportation, healthcare, finance, social 
media, gaming, and digital retail platforms—reveal an unsettling problem: from health insurance 
providers to online fitness apps, and from government regulatory bodies to e-commerce giants, the 
exposure of sensitive personal, financial, and medical data has occurred with regularity (Cybernews, 
2022; Purplesec, 2024).

One of the essential insights emerging from this study’s analysis is the consistent role of 
unintentional human error, often characterized in the aviation and safety industries as the Dirty 
Dozen. These factors include lack of communication, complacency, distraction, lack of knowledge, 
fatigue, pressure, lack of teamwork, stress, poor norms, lack of resources, lack of assertiveness, and 
lack of awareness (Malomo et al., 2024; Mellema, 2018). These human factors have manifested in 
several breach scenarios, including cloud misconfigurations, insecure application programming 
interfaces (APIs, which allow software systems to communicate), credential stuffing, and legacy 
system exploitation. Notably, these are not isolated behaviors, but systemic issues embedded within 
organizational culture and operational workflows (Cybernews, 2022; Jeimy & Cano, 2019; Malomo 
et al., 2024; Purplesec, 2024).

The prevalence of these factors is even more troubling when examined in conjunction with 
the nature and sensitivity of the compromised data. Across multiple incidents, organizations have 
failed to adequately safeguard highly sensitive data, including complete payment card information, 
Social Security numbers, passport details, health insurance data, and sensitive behavioral profiles. 
In the airline, healthcare, and credit reporting sectors, for example, breaches have frequently exposed 
passengers’ travel itineraries, confidential medical records, and complete financial profiles. These 
types of data are highly valuable to threat actors and can be devastating to affected individuals 
when compromised (Card-Connect, 2023; CUInsight, 2024; European Data Protection Board, 
2021; Forbes, 2012; Strategic Risk, 2019; StrongDM, 2025; The HIPAA Journal, 2019; UK Tech 
News, 2021). Additionally, the digital transformation and rapid expansion of services in sectors 
such as app-based platforms, mobile services, and cloud storage have exacerbated the problem. As 
organizations rush to deploy new features and expand their reach to broader audiences, security often 
becomes an afterthought. The use of third-party APIs, under-tested backend environments, and poorly 
configured cloud platforms has caused many vulnerabilities. Cases of unauthorized access due to 
poor authentication, insecure database storage, and inadequate internal controls are recurrent themes 
(Cascio & Montealegre, 2016; Li et al., 2016; Malomo et al., 2018).

In parallel, internal governance and organizational culture within risk management programs have 
not evolved in line with the expanding threat landscape. Many small and large business enterprises 
still operate in silos, where information technology departments remain disconnected from executive 
leadership and legal teams. Under tremendous pressure to deliver results, decision-makers may ignore 
security warnings, delay critical updates, or underfund cybersecurity training. This pressure-driven 
environment often normalizes risk, leading to a lower prioritization of known vulnerabilities until 
they are inevitably exploited (Hubbard, 2020). Human mistakes do not just happen before a breach; 
they also shape how the situation is handled afterward. Delays in detection and public disclosure, as 
usually seen in multiple high-profile cases, are caused by unclear roles, fear of reputational damage, or 
indecisiveness within the legal community. The lack of communication during these critical windows 
can exacerbate the impact of a breach, erode public confidence and trust, and result in regulatory fines 
or litigation (Cybernews, 2022; Desolda et al., 2021; Malomo et al., 2024). Even as cyber threats 
grow more sophisticated in terms of tactics, techniques, and procedures, such as advanced persistent 
threats, human behavior tends to be the most vulnerable point of entry for cybercriminals to attack. 
The findings in this study suggest a growing need to approach cybersecurity through a socio-technical 
lens, acknowledging the interaction between technology, human cognition, organizational dynamics, 
and leadership accountability. Building on these observations, this study examines representative 
breaches through the lens of human factor theory, demonstrating that cybersecurity failures are not 
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