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ABSTRACT

This chapter provides a comprehensive overview of the evolution of smart cities, 
tracing their roots from the Web2.0 era to the emerging Web3.0 ecosystem. It delves 
into the historical development of IoT-​enabled smart devices and the enabling 
communication technologies that underpin their functionality. The chapter explores 
the layered architecture of smart cities, comprising application, transmission, and 
sensing layers, and identifies the associated security challenges at each level. A 
particular focus is placed on IoT-​enabled smart device authentication, examining 
the state-​of-​the-​art authentication models, including single-​factor, two-​factor, and 
multi-​factor authentication. The chapter delves into the specifics of multi-​factor 
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authentication, discussing biometrics, token-​based, certificate-​based, hardware 
security module, and trusted platform module approaches. By understanding these 
concepts, readers will gain insights into the intricate workings of smart cities and 
the critical role of security in ensuring their resilience and reliability.

INTRODUCTION

In the context of Web3, a decentralized smart city is an innovative urban con-
cept that utilizes blockchain technology to enhance city operations and improve the 
quality of life for its residents. By leveraging decentralized technologies such as 
blockchain, smart contracts, and decentralized applications (dApps), a decentralized 
smart city can offer greater transparency, security, and efficiency in managing urban 
resources such as energy, water, and waste. An exponential number of smart devices 
connecting to the internet with every passing day results in a network of low-​powered 
devices that communicate with each other. For the smart city, it is inevitable to refer 
to a ubiquitous computing system, as it develops a system where all the connecting 
devices can communicate with each other through the miner, making it possible 
to create a device-​to-​device (D2D) or a machine-​to-​machine (M2M) network 
(Cisco, 2020). One of the key benefits of a decentralized smart city in the context 
of Web3 is the ability to create a more decentralized and democratized system of 
governance. By utilizing decentralized voting systems, residents can have a greater 
say in how their city is run, ensuring a more equitable and democratic approach to 
urban development. Another important aspect of a decentralized smart city in the 
context of Web3 is the increased security and privacy of citizen data. By utilizing 
decentralized data storage and management systems, residents can have greater 
control over their data, ensuring that it is not exploited or misused by government 
or private entities. Here Internet-​of-​Things (IoT referred to as a network of low-​
powered smart devices that communicate with each other through mining machines 
or servers, etc.) has an important role in realizing the smart city concept as these 
devices play an important role in every domain. They make the edge of the network 
where real-​time data collection is carried out in cyber and physical space. It can 
also be defined as a system in which things, people, processes, and data connect to 
the internet and each other (Cisco, 2020). It requires merging other technologies to 
make a ubiquitous computing system. Due to the ease of carrying out day-​to-​day 
activities, IoT-​enabled smart devices have become an integral part of cyber-​physical 
systems (CPS/s) in which they operate such as energy management, medical, retail, 
transport, manufacturing, etc. (Hussain et al., 2020). These CPSs may eventually 
be operating in a smart city realizing the concept of a smart plant. Furthermore, a 
decentralized smart city in the context of Web3 can enable greater innovation and 
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