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ABSTRACT

This chapter critically examines the legal framework governing child safety in India’s 
digital landscape. It analyzes the IT Act, 2000, POCSO Act, 2012 and the DPDP Act, 
2023, highlighting their relevance in combating cyber threats faced by children. It 
also discusses implementation gaps, lack of digital literacy and enforcement issues. 
Further, drawing insights from global practices. Thereafter, chapter emphasizes the 
importance of multi-​stakeholder collaboration and proactive regulatory reforms to 
ensure a safe digital environment for minors.
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INTRODUCTION

In today’s world, digital technology is a big part of everyday life and has a strong 
effect on young people (UNICEF, 2017). The digital age has changed how children 
learn, play, and interact with others. With just one click, they can access endless 
information and entertainment. However, while this sounds exciting, it also comes 
with many risks (Sonia Livingstone et al. 2014). Children are exposed to online 
dangers like inappropriate content, cyberbullying and cyber-​grooming, which can 
harm their innocence and safety (NCRB, 2022). Although the internet is a great 
tool for learning and growth, it can also be a place of danger and misuse (UNODC 
2015,). In India, where there is a large population of young people and internet use 
is growing fast, online child safety has become a serious concern (IAMAI & Niel-
sen, 2023). Balancing traditional values with the rapid growth of digital technology 
is a big challenge. Many Indian children are not fully prepared to deal with online 
threats. The country’s diverse culture and unequal access to digital education make 
the problem worse. India must not only protect its young internet users but also teach 
them how to use the internet safely and wisely (Save the Children, 2021).

To create a safe and healthy online environment for children, parents, teachers, 
lawmakers, and the children themselves need to work together. Moreover, online 
sexual abuse and exploitation of children in India have become more common over 
time. This problem has grown worse due to the increased use of technology and the 
internet in everyday life (UNICEF India, 2023). The COVID-​19 pandemic made 
things even harder, as children started spending more time online without enough 
supervision or protection. These conditions have made children more exposed to 
danger. Today’s children face new types of online challenges that go beyond tra-
ditional bullying, especially as more of their lives are spent in the digital world. 
A harmful form of bullying known as cyberbullying is becoming more common, 
especially among teenagers. Unlike face-​to-​face bullying, cyberbullying takes 
place through digital platforms. It includes harmful actions such as doxing (sharing 
someone's private information without permission), spreading lies, posting mean 
or insulting comments on social media and sending threatening messages. Because 
online bullies can hide their identity and are physically distant, they often feel more 
confident, which can make things worse for the victims. Cyberbullying can cause 
serious mental health problems like depression, anxiety, self-​harm, or even suicidal 
thoughts (Hinduja et al., 2014). This is a serious issue that needs a complete and 
careful approach to solve. It is equally important to stop cyberbullying before it hap-
pens and to help the victims recover. Another big online threat is grooming, where 
predators use the internet to gain the trust of children by pretending to be friends 
or kind adults. They do this through social media, chat rooms, online games and 
similar platforms, slowly building emotional bonds with children to take advantage 



 

 

26 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/safeguarding-childrens-rights-in-the-

digital-age/386103

Related Content

Advances in Digital Forensics Frameworks and Tools: A Comparative Insight

and Ranking
Muhammad Abulaishand Nur Al Hasan Haldar (2018). International Journal of Digital

Crime and Forensics (pp. 95-119).

www.irma-international.org/article/advances-in-digital-forensics-frameworks-and-tools/201538

An Adaptive JPEG Steganographic Scheme Based on the Block Entropy of

DCT Coefficients
Chang Wang, Jiangqun Ni, Chuntao Wangand Ruiyu Zhang (2013). Emerging Digital

Forensics Applications for Crime Detection, Prevention, and Security (pp. 77-91).

www.irma-international.org/chapter/adaptive-jpeg-steganographic-scheme-based/75665

Optimization-Driven Kernel and Deep Convolutional Neural Network for

Multi-View Face Video Super Resolution
Amar B. Deshmukhand N. Usha Rani (2020). International Journal of Digital Crime

and Forensics (pp. 77-95).

www.irma-international.org/article/optimization-driven-kernel-and-deep-convolutional-neural-

network-for-multi-view-face-video-super-resolution/252869

Watermark-Only Security Attack on DM-QIM Watermarking: Vulnerability to

Guided Key Guessing
B. R. Matamand David Lowe (2010). International Journal of Digital Crime and

Forensics (pp. 64-87).

www.irma-international.org/article/watermark-only-security-attack-qim/43555

The General Theory of Crime and Computer Hacking: Low Self-Control

Hackers?
Adam M. Bosslerand George W. Burruss (2011). Corporate Hacking and Technology-

Driven Crime: Social Dynamics and Implications  (pp. 38-67).

www.irma-international.org/chapter/general-theory-crime-computer-hacking/46419

http://www.igi-global.com/chapter/safeguarding-childrens-rights-in-the-digital-age/386103
http://www.igi-global.com/chapter/safeguarding-childrens-rights-in-the-digital-age/386103
http://www.igi-global.com/chapter/safeguarding-childrens-rights-in-the-digital-age/386103
http://www.irma-international.org/article/advances-in-digital-forensics-frameworks-and-tools/201538
http://www.irma-international.org/chapter/adaptive-jpeg-steganographic-scheme-based/75665
http://www.irma-international.org/article/optimization-driven-kernel-and-deep-convolutional-neural-network-for-multi-view-face-video-super-resolution/252869
http://www.irma-international.org/article/optimization-driven-kernel-and-deep-convolutional-neural-network-for-multi-view-face-video-super-resolution/252869
http://www.irma-international.org/article/watermark-only-security-attack-qim/43555
http://www.irma-international.org/chapter/general-theory-crime-computer-hacking/46419

