Chapter 10
Cybersecurity Laws

and Child Protection:
Strengthening Digital
Safety Frameworks

Andi Asrifan
https://orcid.org/0000-0002-9934-6129

Universitas Negeri Makassar, Indonesia

ABSTRACT

Cybersafety for childrenis a global priority as they use technology more. Cybersecurity
regulations and child protection are changing, and this chapter discusses digital
safety concerns and solutions. It emphasizes legislative reforms, digital literacy,
and responsible technology development to address increasing cyber hazards
such as online exploitation, cyberbullying, identity theft, and Al-driven risks. The
chapter also examines parents, educators, and technology corporations’ roles in
digital security. To reduce hazards and improve online child safety, it emphasizes
international cooperation and ethical Al deployment. By adopting comprehensive
regulations, proactive education, and improved cybersecurity solutions, stakeholders
may establish a safer digital ecosystem for future generations, allowing children to
benefit from digital breakthroughs while remaining cyber-safe.

DOI: 10.4018/979-8-3373-5132-2.ch010

Copyright © 2026, IGI Global Scientific Publishing. Copying or distributing in print or electronic forms without written permission of IGI Global Scientific Publishing is prohibited.

219



INTRODUCTION TO CYBERSECURITY
AND CHILD PROTECTION

Understanding Cybersecurity in the Digital Age

Digital technology have transformed communication, education, and entertainment
in the 21st century (Ong & Annamalai, 2024; Singh, 2021). The internet is essential
for worldwide communication, infinite information, and virtual experiences. Despite
these benefits, cybersecurity threats have skyrocketed, heightening online safety
worries, especially for children. Cybersecurity encompasses procedures, technology,
and policies that safeguard networks, devices, and data from unauthorized access,
cyberattacks, and exploitation.

Smartphones, social media, and Al have transformed the digital world (Kumar
et al., 2024; Tran, 2025). These advances provide convenience, learning, and so-
cial engagement, but also enormous risks. Digital natives grow up with internet
interactions. However, their lack of understanding and digital literacy puts children
vulnerable to cyberbullying, online grooming, identity theft, and improper content.
Without strong cybersecurity, children's online safety is at stake.

Governments, organizations, and tech firms realize these issues' urgency. Cyber-
security laws and regulations reduce hazards, ensure digital safety, and encourage
responsible online activity. However, many legislative frameworks struggle to keep
up with rapid technology improvements, leaving child protection loopholes. Cyberse-
curity measures must adapt to new threats and protect youngsters online (Li, 2024).

Cybersecurity is a social, ethical, and technological issue. To make the internet
safer, governments, educators, parents, and technology companies must work to-
gether. Digital literacy, parental controls, and ethical Al development are essential
for children's online safety (Bani¢ & Orehovacki, 2024; Berson et al., 2024). To
teach kids how to use the internet responsibly, schools must teach cybersecurity.

Building complete kid protection procedures starts with understanding cybersecu-
rity in the digital age. Rapid technological growth requires proactive steps to protect
young users from online risks, allowing them to benefit from digital advancements
without risking their safety and well-being (Jang & Ko, 2023; Paat & Markham,
2021). This chapter lays the groundwork for cybersecurity regulations and digital
safety policies to protect children in the ever-changing cyber ecosystem.

The Growing Risks to Children Online
As digital technology grows more integrated into daily life, children face online

hazards that jeopardize their safety, privacy, and well-being (Perez et al., 2021;
Ognibene et al., 2023). The internet has many educational and social benefits, but
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