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ABSTRACT

Attacks by malevolent software developers have increased in tandem with the grow-
ing popularity of cell phones. This study examines several techniques these assail-
ants employ and recommends more effective ones. Android phones are especially 
susceptible to these attacks since network traffic analysis isn't taken into account 
sufficiently in today's detection techniques. In this article, a rule-​based classifier—a 
cutting-​edge technique—that can reliably identify more than 90% of hazardous traffic 
is introduced. Malicious apps are becoming more and more prevalent due to the 
expanding black market and the increasing number of applications that are acces-
sible. To identify questionable activity, the suggested system automatically collects 
and examines applications from reputable retailers or unofficial marketplaces. The 
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research provides a clear picture of how the platform has changed over time and 
how well various detection techniques work. It also compares several techniques 
for Android malware detection.

1. INTRODUCTION

Due to their widespread use, cell phones are also a popular target for online 
criminals. Smartphones are increasingly being utilized for personal data storage 
and corporate transactions, which makes them susceptible to malware assaults. 
Because consumers frequently lack the time to carefully consider every program 
they download from websites or app stores, malicious developers find it simpler 
to target mobile devices. Malware may take many different forms, such as trojans, 
spyware, viruses, and phishing programs. Phishing apps imitate genuine apps, but 
their main goal is to get login passwords and sensitive data for fraudulent financial 
transactions(Arora et al., 2014). While viruses attach themselves to executable 
files and proliferate, Trojans pose as trustworthy applications to obtain illegal ac-
cess to machines. Google's Android has surpassed previous smartphone systems 
like Symbian to become the most widely used. The proliferation of feature-​rich 
apps in online marketplaces is partly responsible for the exponential increase in 
Android malware. Although legitimate software stores like Google Play have cer-
tain anti-​malware features, their main security feature is permissions, which isn't 
always reliable(Zaheer et al., 2022). The problem is made worse by third-​party app 
marketplaces, which permit software deployment without strict security controls. 
Attackers use a variety of strategies, such as update assaults, drive-​by downloads, 
and repackaging, to target cellphones. Malware makers, in particular, frequently 
repackage programs, including dangerous code, into them before redistributing them 
through official and unofficial shops. Because certain Android viruses can collect 
personal data and send it to distant locations, they are very harmful. It is critical to 
address the threat posed by Android malware.

This study presents a system for remotely identifying Android malware that 
frequently connects to a remote server to transmit sensitive information or is con-
trolled by a server. More reliable methods for identifying Android malware may be 
created by applying rule-​based classifier development and network traffic feature 
analysis(Wang et al., 2019). App usage is on the rise as a result of the many activities 
that smartphone users partake in, including messaging, calling, social networking, 
and online surfing. The unauthorized third-​party markets known as Black markets 
and legitimate app stores like Google Play and the App Store have both experienced 
explosive development. However, hackers may easily spread dangerous software 
in these stores because there are no code reviews or security checks in place. 



 

 

18 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/detecting-and-analyzing-malware-in-

android-mobile-devices-through-network-traffic-

monitoring/385473

Related Content

The Role of mHealth in Improving Health and Medication Management
 (2021). Design and Quality Considerations for Developing Mobile Apps for

Medication Management: Emerging Research and Opportunities  (pp. 32-50).

www.irma-international.org/chapter/the-role-of-mhealth-in-improving-health-and-medication-

management/256717

An Investigation into Permissions Requested by Mobile Banking on Android

Platform
Latifa Er-Rajyand M. Ahmed El Kiram (2021). Research Anthology on Securing

Mobile Technologies and Applications (pp. 745-766).

www.irma-international.org/chapter/an-investigation-into-permissions-requested-by-mobile-

banking-on-android-platform/277172

Game-Based Learning and Gamification
Tanya Shakyaand Nikita Joshi (2026). Cutting-Edge Mobile Applications for Higher

Education (pp. 137-168).

www.irma-international.org/chapter/game-based-learning-and-gamification/403130

Identification of Cryptographic Vulnerability and Malware Detection in

Android
Anjali Kumawat, Anil Kumar Sharmaand Sunita Kumawat (2021). Research

Anthology on Securing Mobile Technologies and Applications (pp. 58-74).

www.irma-international.org/chapter/identification-of-cryptographic-vulnerability-and-malware-

detection-in-android/277134

Analysis of a Mobile Payment Scenario: Key Issues and Perspectives
Iviane Ramos de Luna, Francisco Montoro-Ríos, Myriam Martínez-Fiestasand Luis-

Alberto Casado-Aranda (2020). Impact of Mobile Services on Business Development

and E-Commerce (pp. 22-47).

www.irma-international.org/chapter/analysis-of-a-mobile-payment-scenario/238245

http://www.igi-global.com/chapter/detecting-and-analyzing-malware-in-android-mobile-devices-through-network-traffic-monitoring/385473
http://www.igi-global.com/chapter/detecting-and-analyzing-malware-in-android-mobile-devices-through-network-traffic-monitoring/385473
http://www.igi-global.com/chapter/detecting-and-analyzing-malware-in-android-mobile-devices-through-network-traffic-monitoring/385473
http://www.igi-global.com/chapter/detecting-and-analyzing-malware-in-android-mobile-devices-through-network-traffic-monitoring/385473
http://www.irma-international.org/chapter/the-role-of-mhealth-in-improving-health-and-medication-management/256717
http://www.irma-international.org/chapter/the-role-of-mhealth-in-improving-health-and-medication-management/256717
http://www.irma-international.org/chapter/an-investigation-into-permissions-requested-by-mobile-banking-on-android-platform/277172
http://www.irma-international.org/chapter/an-investigation-into-permissions-requested-by-mobile-banking-on-android-platform/277172
http://www.irma-international.org/chapter/game-based-learning-and-gamification/403130
http://www.irma-international.org/chapter/identification-of-cryptographic-vulnerability-and-malware-detection-in-android/277134
http://www.irma-international.org/chapter/identification-of-cryptographic-vulnerability-and-malware-detection-in-android/277134
http://www.irma-international.org/chapter/analysis-of-a-mobile-payment-scenario/238245

