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ABSTRACT

With the rise of IoT devices in smart homes, child safety has emerged as a key issue 
for modern parents. This study proposes CA-​SHIELD (Context-​Aware Smart Home 
IoT Enforcement for Limiting Danger), a dynamic access control framework that 
adapts based on user identity, activity context, and risk level. Evaluated using the 
2024 REALHome Dataset, which includes over 45,000 hours of smart home data 
from 20 family households, CA-​SHIELD employs a hybrid approach—merging 
rule-​based logic with LSTM-​powered context recognition. The system effectively 
identifies unsafe access attempts with 95.2% accuracy and reduces children's 
risky interactions with IoT devices by 92.8%, all without disrupting daily routines. 
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Compared to traditional role-​based models, CA-​SHIELD improves precision by 
18.5% and overall control effectiveness by 21.3%, highlighting its potential as a 
robust safety layer in child-​focused smart environments.

1. INTRODUCTION

The rapid advancement of Internet of Things (IoT) (Li and Wu,2022) technologies 
has transformed traditional homes into interconnected, intelligent environments—
commonly referred to as smart homes. These environments are equipped with smart 
locks, voice assistants, surveillance systems, thermostats, and kitchen appliances, all 
of which can be remotely accessed and controlled. While these innovations improve 
convenience and energy efficiency (Rawat et al., 2025), they also introduce new 
challenges, particularly in ensuring the safety of children within these connected 
spaces.

Recent reports indicate a 36% increase in child-​related incidents (Khanpara et al., 
2023) involving smart devices (Rajavat et al., 2024) over the last three years (IoTSec 
Analytics, 2024). For example, cases where children unintentionally unlocked smart 
doors, accessed kitchen appliances, or altered home security settings have raised 
serious concerns among parents and security experts (Rawat and Rajavat,2024a). A 
notable case in 2023 involved a five-​year-​old in California who managed to control the 
home's smart oven using a voice assistant, triggering a near-​fire event—highlighting 
the urgent need for context-​aware access controls.

Current access control mechanisms in smart homes are largely static or role-​
based, failing to adapt to real-​time contextual (Mishra et al., 2024) cues such as user 
behavior, time of day, or environmental risk levels. To address these limitations, we 
propose CA-​SHIELD (Context-​Aware Smart Home IoT Enforcement for Limiting 
Danger) (Alqahtani et al., 2022)—an adaptive access control system designed to 
enhance child safety in smart home environments. CA-​SHIELD leverages context 
recognition powered by Long Short-​Term Memory (LSTM) (Sikder et al., 2022) 
neural networks, combined with a rules-​based inference engine to make dynamic 
access decisions.

The system is trained and validated using the REALHome 2024 dataset (Alqahtani 
et al., 2025) (Burakgazi et al., 2023), a newly released real-​time smart home dataset 
comprising over 45,000 hours of IoT interactions collected from 20 family house-
holds. This dataset includes detailed annotations of user identity, location, activity, 
and device usage logs. Through this, CA-​SHIELD achieves an access prediction 
accuracy of 95.2%, successfully preventing over 92% of unsafe device interactions 
initiated by children (Mao and Chang, 2023) (Doghramachi and Ameen,2021). These 



 

 

20 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/smart-homes-smarter-parenting/384746

Related Content

Defining Mass Shootings
 (2021). Examining Gun Regulations, Warning Behaviors, and Policies to Prevent

Mass Shootings (pp. 1-18).

www.irma-international.org/chapter/defining-mass-shootings/270965

China's “Grand Strategy” Interests in Africa
Nika Chitadze (2025). Implications, Prospects, and Challenges in China’s Global

South Strategy (pp. 431-460).

www.irma-international.org/chapter/chinas-grand-strategy-interests-in-africa/382005

A Model Proposal for Local Governments to Increase Citizen Involvement in

the Age of Information Society and E-Government: Crowdsourcing
Ceray Aldemirand Eyüp en (2021). Handbook of Research on Global Challenges for

Improving Public Services and Government Operations (pp. 172-190).

www.irma-international.org/chapter/a-model-proposal-for-local-governments-to-increase-citizen-

involvement-in-the-age-of-information-society-and-e-government/266102

A Hybrid Classification Algorithm and Its Application on Four Real-World

Data Sets
Lamiaa M. El bakrawyand Abeer S. Desuky (2023). Advanced Bioinspiration Methods

for Healthcare Standards, Policies, and Reform (pp. 121-142).

www.irma-international.org/chapter/a-hybrid-classification-algorithm-and-its-application-on-four-

real-world-data-sets/316789

STEM Education in MENA Region: Preparing Educators for the Future
Ahmad Qablan, Patil Maradian, Hosam R. I. Badawyand Hesham R. I. Badawy

(2026). Building a Unified Teacher Licensing System: Policies, Education Reforms,

and Cultural Integration  (pp. 305-352).

www.irma-international.org/chapter/stem-education-in-mena-region/386445

http://www.igi-global.com/chapter/smart-homes-smarter-parenting/384746
http://www.igi-global.com/chapter/smart-homes-smarter-parenting/384746
http://www.irma-international.org/chapter/defining-mass-shootings/270965
http://www.irma-international.org/chapter/chinas-grand-strategy-interests-in-africa/382005
http://www.irma-international.org/chapter/a-model-proposal-for-local-governments-to-increase-citizen-involvement-in-the-age-of-information-society-and-e-government/266102
http://www.irma-international.org/chapter/a-model-proposal-for-local-governments-to-increase-citizen-involvement-in-the-age-of-information-society-and-e-government/266102
http://www.irma-international.org/chapter/a-hybrid-classification-algorithm-and-its-application-on-four-real-world-data-sets/316789
http://www.irma-international.org/chapter/a-hybrid-classification-algorithm-and-its-application-on-four-real-world-data-sets/316789
http://www.irma-international.org/chapter/stem-education-in-mena-region/386445

