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ABSTRACT

This study introduces an Al-based consent framework designed to strengthen pa-
rental control in digital gaming while supporting child autonomy. Using data from
the 2023 Video Game Behavior Dataset—comprising over 10,000 interactions
from popular online multiplayer games—the approach applies Natural Language
Processing and Transformer models (e.g., BERT, GPT-4) to detect harmful content,
offer context-aware feedback to parents, and adjust controls based on a child’s
behavior and maturity. The system empowers children to make supervised digital
decisions through a real-time consent model. Evaluation reveals a 98.45% accuracy
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in harmful content detection with a 2.7% false-positive rate. The consent feature
showed 92% parental satisfaction and led to a 20% rise in positive child engagement,
all while maintaining safety. These results suggest Al-driven tools can effectively
balance digital safety and child independence in gaming environments.

1. INTRODUCTION

The rapid integration of digital gaming into the lives of children and adolescents
has introduced a new set of challenges for parents aiming to balance safety with
autonomy in online environments. With the increasing prevalence of online multi-
player games, concerns about exposure to harmful content, cyberbullying, and digital
addiction are more pronounced than ever. As a result, there is a growing need for
advanced tools that allow parents to implement effective control mechanisms while
preserving their child’s autonomy in the digital space. Traditional parental controls,
such as manual content filtering or time restrictions, often fail to address the com-
plexity of modern gaming environments and the evolving behaviors of young users.

This study introduces an innovative Al-driven (Dhawan et al.,2025) consent
mechanism designed to enhance parental control in digital gaming environments
while maintaining the child’s autonomy. By leveraging cutting-edge Natural Lan-
guage Processing (NLP) (Bhardwaj et al., 2024) techniques and Transformer-based
models like BERT and GPT-4, the proposed framework enables real-time content
moderation, context-aware feedback, and adaptive control settings. These models are
fine-tuned using the Video Game Behavior Dataset (Rismayanti, 2024) (D'Angelo
et al., 2024) (Wang et al., 2024) (Sree et al., 2024) (Faraz et al., 2022) (Hughes et
al.,2019), which includes over 10,000 user interactions from a wide range of popular
online multiplayer games. The dataset features gameplay data, chat logs, and in-
game decisions, which provide rich insights into player behaviors and interactions.

The approach combines real-time monitoring and machine learning algorithms
to detect harmful content, such as cyberbullying (Mascari et al.,2025) (Nahar et
al.,2023) and inappropriate language, while offering parents the flexibility to adjust
control settings according to the child’s gaming patterns and maturity level. One
of the key innovations of this system is its ability to implement a consent-driven
framework (Pithawa et al., 2023), allowing children to make certain decisions about
their gaming experience under parental guidance. This dynamic approach is based
on a child’s individual behavior patterns and learning progress, allowing for a per-
sonalized balance between autonomy and safety.

In preliminary evaluations, the system demonstrated an impressive detection
accuracy of 98.45% for harmful content with a false-positive rate of just 2.7%.
Furthermore, the user satisfaction rate among parents was 92%, highlighting the
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