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ABSTRACT

As children engage more with digital platforms, they face increasing risks such as
cyberbullying, exposure to inappropriate content, and online grooming. Cases like
Meta’s 2023 investigation into the exploitation of minors highlight the pressing
need for stronger online safety tools. This study proposes an Al-based parental
control framework that goes beyond basic keyword filtering. Leveraging Natural
Language Processing (NLP) and Transformer-based models like BERT and GPT-
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4, the system enables real-time detection of harmful content and adaptive mod-
eration. Trained using the 2023 Cyberbullying Detection Dataset and YouTube'’s
Open Content Moderation Dataset, the model effectively classifies and responds
to harmful interactions on social media and messaging platforms. Testing showed
an 89% accuracy rate in identifying harmful content and a 40% boost in real-time
intervention over traditional tools. The study underscores the promise of AI-driven
safety solutions while stressing ethical use and balanced regulation to protect both
privacy and well-being.

1. INTRODUCTION

The rapid growth of internet access among children (Roth et al., 2025) has trans-
formed the way they learn, communicate, and entertain themselves. However, this
digital immersion comes with escalating risks, including cyberbullying (Rawat et al.,
2025), online grooming, exposure to explicit content, and exploitation. As of 2024,
over 62% of children aged 8—16 access the internet daily without supervision, with
38% encountering inappropriate or harmful content at least once per month (Statista,
2024). Alarming events such as Meta’s 2023 investigation (Humphry et al., 2025)
revealed that its platforms failed to adequately restrict harmful content targeting
minors in over 70% of flagged instances, prompting global calls for advanced digital
safety (Bhardwaj et al., 2024) (Nahar et al.,2023) (Dhawan et al.,2025) frameworks.

Traditional parental control systems—centered on keyword filtering, manual
content blocking (Qu et al., 2025), and screen time management—are increasingly
ineffective against today’s evolving online threats. These systems lack adaptability,
contextual understanding, and real-time responsiveness, limiting their ability to
address dynamic digital interactions. In response, researchers and developers are
turning to Artificial Intelligence (Al) (Rajavat et al., 2024) and Natural Language
Processing (NLP) (Mascari et al.,2025) (Pithawa et al., 2023) to create more intel-
ligent, context-aware parental control tools.Modern Al-driven frameworks leverage
transformer-based models, such as BERT (Bidirectional Encoder Representations
from Transformers) and GPT-4 (Rawat and Rajavat,2024a), which are capable of
processing vastamounts of text data, understanding context, and detecting potentially
harmful (Mishra et al., 2024) interactions in real time. These tools are complement-
ed by machine learning classifiers (Rawat and Rajavat,2024b), sentiment analysis
engines, and deep neural networks for behavior prediction and content moderation.
This study employs datasets including the 2023 Cyberbullying Detection Dataset
(Philipo et al., 2024), containing over 50,000 labeled instances of abusive language
and harassment, and YouTube’s Open Content Moderation Dataset (2023) (AlDahoul
et al.,2024), with over 1.2 million user comments annotated for harmful content

372



22 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/enhancing-digital-safety/384743

Related Content

Competitive Edge Building in Business: An Approach Through Ethical
Marketing Practices

Charul Chaturvediand Debesh Mishra (2024). Research Anthology on Business Law,
Policy, and Social Responsibility (pp. 184-197).
www.irma-international.org/chapter/competitive-edge-building-business/335702

Enriching Organisational Knowledge of Corporate Social Responsibility From
the Traditional African-Nigerian and Islamic Religion Perspectives

Lukman Raimiand Abdussalam Aljadani (2024). Research Anthology on Business
Law, Policy, and Social Responsibility (pp. 488-502).

www.irma-international.org/chapter/enriching-organisational-knowledge-of-corporate-social-

responsibility-from-the-traditional-african-nigerian-and-islamic-religion-perspectives/335718

The Influence of Culture on Innovation and CSR Practices

Carla Marisa Magalhdes (2024). Research Anthology on Business Law, Policy, and
Social Responsibility (pp. 1678-1701).
www.irma-international.org/chapter/the-influence-of-culture-on-innovation-and-csr-
practices/335790

Using Al to Improve the Supply of Digital Government Solutions

R. Dilip, M. G. Manasa, L. Chandrashekhar, H. M. Nethravathi, N. Tejashwini, K. B.
AnilKumarand Sabyasachi Pramanik (2025). Planning Tools for Policy, Leadership,
and Management of Education Systems (pp. 155-184).
www.irma-international.org/chapter/using-ai-to-improve-the-supply-of-digital-government-
solutions/360160

Ethics of Retailers and Consumer Behavior in E-Commerce: Context of
Developing Country With Roles of Trust and Commitment

Zhi Yang, Quang Van Ngoand Chung Xuan Thi Nguyen (2024). Research Anthology
on Business Law, Policy, and Social Responsibility (pp. 703-724).
www.irma-international.org/chapter/ethics-of-retailers-and-consumer-behavior-in-e-
commerce/335730



http://www.igi-global.com/chapter/enhancing-digital-safety/384743
http://www.igi-global.com/chapter/enhancing-digital-safety/384743
http://www.irma-international.org/chapter/competitive-edge-building-business/335702
http://www.irma-international.org/chapter/enriching-organisational-knowledge-of-corporate-social-responsibility-from-the-traditional-african-nigerian-and-islamic-religion-perspectives/335718
http://www.irma-international.org/chapter/enriching-organisational-knowledge-of-corporate-social-responsibility-from-the-traditional-african-nigerian-and-islamic-religion-perspectives/335718
http://www.irma-international.org/chapter/the-influence-of-culture-on-innovation-and-csr-practices/335790
http://www.irma-international.org/chapter/the-influence-of-culture-on-innovation-and-csr-practices/335790
http://www.irma-international.org/chapter/using-ai-to-improve-the-supply-of-digital-government-solutions/360160
http://www.irma-international.org/chapter/using-ai-to-improve-the-supply-of-digital-government-solutions/360160
http://www.irma-international.org/chapter/ethics-of-retailers-and-consumer-behavior-in-e-commerce/335730
http://www.irma-international.org/chapter/ethics-of-retailers-and-consumer-behavior-in-e-commerce/335730

