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ABSTRACT

With increasing digital exposure, safeguarding children online is more important
than ever. This research introduces an Al-driven framework, ChildGuard-CNN,
designed to detect and prevent harmful online content targeting children. The system
combines Word2Vec embeddings with a Convolutional Neural Network (CNN) to
analyze and classify digital content. Training and validation were conducted using
two public datasets: the 2023 Cyberbullying Detection Dataset (45,000+ social media
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posts) and the YouTube Open Dataset for Content Moderation (60,000 instances
of metadata flagged for safety concerns). Word2Vec transforms text into semantic
vectors, which are processed by the CNN for feature extraction and classification.
The model achieved 95.37% accuracy, with 94.89% precision, 95.78% recall, and
a 95.33% F1-score. It also supports real-time detection with an average processing
time of 1.3 seconds. Future improvements aim to enhance multilingual support and
broaden platform compatibility for greater reach and effectiveness.

1. INTRODUCTION

With the rapid expansion of digital ecosystems (Krutzinna, 2024), children are
increasingly exposed to a broad spectrum of online risks, including cyberbullying,
exposure to explicit content, online grooming, and psychological manipulation.
Reports by UNICEF (2024) and the Internet Watch Foundation (IWF) highlight
that over 60% of children aged 9—17 have encountered harmful or inappropriate
content online. Additionally, cyberbullying incidents (Rawat et al., 2025) surged
by 25% globally between 2021 and 2023, signaling an urgent need for intelligent
digital safety frameworks.

Traditional parental control systems—relying on keyword filtering and manual
settings (Faraz et al., 2024)—are no longer sufficient to handle the dynamic, con-
textual, and often concealed nature of harmful content. The advent of Artificial
Intelligence (AI) (Singh and Nambiar,2024) and Machine Learning (ML) (Bhardwaj
etal., 2024) offers a transformative shift in content moderation and child protection
strategies. Recent advancements in Natural Language Processing (NLP) (Dhawan
et al.,2025) (Rajavat et al., 2024), particularly context-aware embeddings, neural
classifiers, and sentiment analysis (Mascari et al.,2025), have shown strong potential
for real-time risk detection (Nahar et al.,2023) (Pithawa et al., 2023).

1.1 Secure Guidelines for Kids to Protect from Cybercrime
(Singh and Nambiar,2024) (Faraz et al., 2024)

With children's internet usage rising by 75% over the last five years (Statista,
2024), the threat of cybercrime targeting young users is at an all-time high. Research
shows that 1 in 3 internet users worldwide is under 18 (UNICEF, 2023). Therefore,
teaching kids’ cybersecurity essentials is more important than ever. Here are es-
sential secure guidelines.

a) Never Share Personal Information (0% Public Disclosure) (Rawat and
Rajavat,2024a)
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