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ABSTRACT

The Internet of Things (IoT) refers to the widespread use of smart objects connect-
ed to the internet. This innovative technology serves as the foundation for various 
intelligent gadgets, including smartphones, smart homes, and electric equipment. 
Furthermore, these devices are uniquely identified and automatically connected to 
the network. RPL emphasizes security due to the nature of objects and their restric-
tions, which might pose weaknesses for cyber-​attacks. It is crucial to identify and 
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assess all potential assaults on this protocol, including the rank attack, which can 
significantly impact network performance and energy usage. The impact of rank 
assaults on the proactive IoT routing protocol, Low Power Lossy Network (RPL), 
is discussed in this study. It emphasizes the necessity of addressing these attacks 
concerning different scenarios preserving topology, avoiding communication delays, 
and reducing throughput. The proposed solution significantly decreases the impact 
of a decreased rank attack on network performance.

I. INTRODUCTION

A special attack in the RPL standard is the Decreased Rank Attack, which uses 
the rank property to produce a topology that is only partially sub-​optimized (Ghaleb, 
2023). A hostile actor announces a fictitious lower-​rank value to trick nodes into 
choosing the attacker as their preferred parent on the path to the root. Although it 
isn't harmful in theory it can harm a network even more when combined with other 
attacks like selective forwarding or bypass attacks The RPL Decreased Rank attack 
is assessed in this paper, and a Secure Objective Function (Sec-​OF) is suggested 
to stop malevolent players from starting attacks. A significant threat to the RPL 
protocol inside the IoT 6LowPAN communication standard is the Decreased Rank 
attack (Aljaidi, 2023).

In addition to analyzing four mitigation and detection strategies, this work suggests 
modifying TRAIL to compute the downward trip time (DTT) for nodes. It presents 
a potential exploit utilizing nonlinear objective functions (NOFs) (Tolsma, 2021). 
There are three primary categories of rank attacks: worst-​parent, raised rank, and 
decreased rank. Additionally, the article presents a potential vulnerability that might 
lead to network loops, let neighbors select a less-​than-​ideal parent, and deceive a 
node's rank Although TRAIL does not stop decreasing rank attacks, it does guarantee 
a path from the root that increases in rank monotonically. It is less complicated for 
devices with limited resources and defends against higher-​rank attacks than VeRA 
(Boudouaia, 2020).
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