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ABSTRACT

The authenticity and the orientation of information in social media require designing
a complex information system to analyze the artifacts that may cause a positive or
negative impact on the peace order of the global societal structure. Social cyber
security is a new paradigm that is gaining momentum worldwide; every country is
investing in capacity-building measures, R&D, and strategies to combat the men-
ace of the problem caused by the abundance of manipulative information. Societal
cyber security has become a multi-million-dollar market because economic change
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has monetized data, and it is a top priority for every government to ensure that the
digital society is secure and safe. Therefore, it is pertinent to find a framework that
can help detect information that can negatively impact society at large. In this paper,
we are using machine learning techniques for classification in a fusion dataset of
manipulative information that has been concatenated with the benchmark dataset.
The subclasses are real news without hate speech, real news with hate speech, fake
news with hate speech, and fake news without hate speech. The application of this
framework is to be used to mitigate the threat to society through the widespread use
of manipulative information and help society to be resilient against such threats.

1 INTRODUCTION

Society is embracing the Digital infrastructure in its day-to-day activities with
more positive outcomes. The dependence on information by individuals is in-
creasing, this change has led to the shift to new emerging trends of cyber-attacks.
Traditionally the sophistication of cyber-attacks was based on evolving techniques
to target the technical systems causing loss and damage to ICT infrastructure but
now the damages are more oriented towards damaging the social structure without
compromising the technical system. The motive behind this shift could be linked
with the abundance of information available, the ease of generating manipulative
information & its widespread propagation, the potential of high-magnitude loss, and
high valued stakeholders. In 2007, Estonia was at a standstill, fifty-eight websites
were offline at once, an outrageous act that is linked with the disputed relocation of
the Soviet-era Brownz Soldier monument. Though this has increased the preparedness
level of Estonia but was seen as a whistle-blower to the international community
to understand the ramifications of it and to bootstrap the efforts of preparing them
for such innovative methods of invasive and non-invasive methods of technological
destruction. Cyberspace has been used as a platform for crime against society, and
the variety of such crimes is enormous from individual to group, from Organization
to Government. Every stakeholder is a victim, and the impact is quite diverse. The
recent trend of crime is the use of social media platforms as a launching pad against
the Government in different forms e.g. destabilizing the law & order, Narratives
against the government, using it to steal classified information about the nation, etc.
Information in Cyberspace is witnessing exponential growth and monitoring the
correctness of the information is practically not possible. The ease of publishing or
uploading information in social media has not only led to the growth of the creation
of digital content but has also led to the increase of manipulative content like fake
news, content of hatred, and other disturbing content that harms society at large. It
has been observed that one of the reasons for the successful operation of large-scale
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