
Copyright © 2025, IGI Global Scientific Publishing. Copying or distributing in print or electronic forms without written permission of IGI Global Scientific Publishing is prohibited.

1

Chapter 1
The New Frontline:

AI and Social Media in 
Information Warfare

Anjali Dixit
 https://​orcid​.org/​0009​-​​0003​-​​7364​-​​0404

SRM University, India

ABSTRACT

The convergence of artificial intelligence (AI) and social media has led to a new 
age of information warfare, marked by the rapid dissemination, manipulation, and 
strategic orchestration of information to impact public opinion on a global scale. 
This research delves into the complicated connection between these technologies 
and their profound implications for contemporary conflicts. AI serves as a robust 
instrument in the hands of information warriors. Its applications extend to the 
creation of hyper realistic deepfakes to manipulate public perception, the analysis 
of vast datasets to measure sentiment and target specific crowd, the automation of 
propaganda dissemination through bot networks, and the surveillance of online 
task to identify potential targets for influence operations. Social media platforms, 
characterized by immense user bases, real-​time engagement, and viral potential, 
have surfaced as the primary battlegrounds for these information wars.

INTRODUCTION

Warfare has undergone dramatic changes throughout history, evolving from 
primitive conflicts between nomadic tribes to complex, technologically advanced 
conflicts. This evolution has been driven by a number of factors, including tech-
nological advancements, social change, and shifts in the geopolitical landscape. In 
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recent decades, the nature of warfare has changed once again, with information-​
centric warfare emerging as a dominant paradigm.

Information warfare is a strategic tool that involves using information and com-
munication technology to attack, disrupt or manipulate an adversary's information 
systems, infrastructure or decision-​making processes. It is a growing concern due to 
the increasing reliance on digital technology and the Internet. Information warfare 
can be used to undermine military capabilities, influence public opinion, destabilise 
governments and gain competitive advantage. Addressing the challenges posed 
by information warfare requires a multi-​faceted approach, including improving 
cybersecurity, developing counter-​propaganda strategies, building resilience and 
international cooperation.

The role of AI in modern conflict dynamics is growing very fast. It can be used 
for autonomous weapon systems, cyber warfare, intelligence analysis and logistics. 
However, its use also raises ethical concerns, such as the potential for bias, discrim-
ination and loss of human control. It is essential to ensure that AI is developed and 
used responsibly to promote peace and security.

Social media platforms have emerged as a key tool in modern AI driven infor-
mation warfare, capable of influencing public opinion, undermining democratic 
processes, and destabilizing governments. By disseminating misinformation, 
launching cyberattacks, and recruiting supporters, malicious actors can exploit the 
reach and accessibility of these platforms to achieve their objectives.

A comprehensive approach is necessary to mitigate the risks associated with social 
media in AI driven information warfare. This includes enhancing digital literacy, 
improving cybersecurity, strengthening international cooperation, and developing 
effective counter-​propaganda strategies. By addressing these challenges, nations can 
better protect their national security and promote democratic values ​​in the digital age.

UNDERSTANDING CONCEPTS

● 	 ARTIFICIAL INTELLIGENCE -​ John McCarthy (1927–2011) is called 
the “father of artificial intelligence”. He was an American computer and 
cognitive scientist, he made significant contributions to both Artificial 
Intelligence and computer science.
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