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ABSTRACT

Water quality deterioration has become increasingly severe recently due to various

factors. Pollution, climate change, and population growth all contribute to this is-
sue. Contaminants such as microorganisms, heavy metals, and excessive nitrogen
and phosphorous disrupt water pH levels, posing significant health risks. Despite
advancements in loT for maintaining pH balance through chlorine and fluoride
addition after disinfection, security threats like distributed denial of service attacks,
data manipulation, and session hijacking affect water treatment plant operations.
This compromises water safety, leading to health problems and reduced life ex-
pectancy. To address these challenges, we propose integrating Al and blockchain
technology into water treatment plant management. Our method utilizes a standard
dataset on water quality parameters such as pH and total hardness to classify water
as potable or non-potable.
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INTRODUCTION

Water quality degradation has become increasingly critical due to multiple fac-
tors in recent years. Pollution, climate change, and population growth all contrib-
ute to this issue. Contaminants like microorganisms, heavy metals, and excessive
nitrogen and phosphorous disrupt water pH levels, posing significant health risks.
Despite advancements in the Internet of Things (IoT) enabling pH balance through
chlorine and fluoride addition after disinfection, various security concerns such
as distributed denial of service attacks, data manipulation, and session hijacking
affect water treatment plant operations. This compromises water safety, leading to
health issues and reduced life expectancy. To tackle these challenges, we propose
integrating artificial intelligence (Al) and blockchain technology into water treatment
plant management. Our approach uses a standard water quality dataset featuring
parameters like pH and total hardness for binary classification of water as potable
or non-potable. Al classifiers such as stochastic gradient descent (SGDC), decision
tree (DT), Naive Bayes (NB), K-nearest neighbors (KNN), and logistic regression
(LR) are employed. Additionally, an InterPlanetary File System (IPFS)-based public
blockchain is implemented to safeguard against data manipulation attacks, securely
storing potable water samples in an immutable ledger. Evaluations include metrics
like confusion matrix analysis, learning curve assessment, training accuracy, and
blockchain scalability. Notably, the DT model performs best, achieving 99.41%
accuracy and supporting 120 data transactions for scalability.

The motivation for our proposed approach is driven by several key factors:

1. Streamlining Water Profiling: Accurately profiling water is crucial for ensur-
ing operational efficiency and delivering clean water. To simplify and enhance
this process while maintaining safety, various approaches such as numerical
modeling, IoT-based solutions, and Al-driven automation have been explored
and implemented.

2. Limitations of Numerical Modeling: Previous studies have predominantly
focused on numerical modeling for water treatment applications. However,
these approaches often lack automation, which can lead to human errors and
biases. Moreover, applying numerical optimization on resource-constrained
smart sensors can degrade the performance of smart grid environments. This
limitation motivated us to seek more accurate and automated methodologies,
particularly leveraging Al

3. Machine Learning for Water Quality Forecasting: Recent research has suc-
cessfully applied machine learning techniques to forecast water quality with
improved accuracy and reduced human biases. However, a significant drawback
is the vulnerability of predicted data to tampering attacks. This gap prompted

262



22 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/an-optimal-method-of-assessing-the-

quality-of-water-using-integrated-ai-and-blockchain-
methodology/370444

Related Content

Nowcasting Various Forms of Precipitation Using Improvised Random Forest
Classifier

Ashritha Pillyand C. Kishor Kumar Reddy (2024). Advanced Geospatial Practices in
Natural Environment Resource Management (pp. 87-108).

www.irma-international.org/chapter/nowcasting-various-forms-of-precipitation-using-improvised-

random-forest-classifier/342212

Imbalances in the Cadastre and Land Book: Impediment to the Economic
Development of Agriculture and Rural Area Overall

Ramona Dobre (2017). Natural Resources Management: Concepts, Methodologies,
Tools, and Applications (pp. 1147-1156).

www.irma-international.org/chapter/imbalances-in-the-cadastre-and-land-book/165340

Applying Ecohydrology to Promote a Nature-Based Solution: To Improve
Quality of Life and Ecosystem Health in Luanda Bay, Angola

Maria Alexandra Anica Teodosio, Silvana Faria, Vania Baptistaand Eric Wolanski
(2024). Scientific Innovations for Coastal Resource Management (pp. 199-228).
www.irma-international.org/chapter/applying-ecohydrology-to-promote-a-nature-based-
solution/354929

Protected Agriculture: A Climate Change Adaptation for Food and Nutrition
Security

Janet Lawrence, Leslie Simpsonand Adanna Piggott (2017). Natural Resources
Management: Concepts, Methodologies, Tools, and Applications (pp. 140-158).
www.irma-international.org/chapter/protected-agriculture/165289

Soil, Water, and Agricultural Adaptations
Gaius D. Eudoxieand Mark Wuddivira (2017). Natural Resources Management:
Concepts, Methodologies, Tools, and Applications (pp. 739-757).

www.irma-international.org/chapter/soil-water-and-agricultural-adaptations/165318



http://www.igi-global.com/chapter/an-optimal-method-of-assessing-the-quality-of-water-using-integrated-ai-and-blockchain-methodology/370444
http://www.igi-global.com/chapter/an-optimal-method-of-assessing-the-quality-of-water-using-integrated-ai-and-blockchain-methodology/370444
http://www.igi-global.com/chapter/an-optimal-method-of-assessing-the-quality-of-water-using-integrated-ai-and-blockchain-methodology/370444
http://www.igi-global.com/chapter/an-optimal-method-of-assessing-the-quality-of-water-using-integrated-ai-and-blockchain-methodology/370444
http://www.irma-international.org/chapter/nowcasting-various-forms-of-precipitation-using-improvised-random-forest-classifier/342212
http://www.irma-international.org/chapter/nowcasting-various-forms-of-precipitation-using-improvised-random-forest-classifier/342212
http://www.irma-international.org/chapter/imbalances-in-the-cadastre-and-land-book/165340
http://www.irma-international.org/chapter/applying-ecohydrology-to-promote-a-nature-based-solution/354929
http://www.irma-international.org/chapter/applying-ecohydrology-to-promote-a-nature-based-solution/354929
http://www.irma-international.org/chapter/protected-agriculture/165289
http://www.irma-international.org/chapter/soil-water-and-agricultural-adaptations/165318

