Chapter 18
Data Cooperatives
to Strengthen Digital

Citizenship:
Opportunities and Risks

Silvio Andrae
https://orcid.org/0000-0002-8586-7812

Independent Researcher, Germany

ABSTRACT

This chapter explores the concept of data cooperatives as an innovative organi-
zational form in the modern data economy. Data cooperatives enable citizens to
collectively manage, control, and use their data to achieve collective benefits. The
chapter highlights the definition and principles of data cooperatives, their central
functions, and the necessary technical and organizational infrastructure for their
implementation. It shows how data cooperatives can help strengthen digital citi-
zenship, promote innovation, and enable a fairer distribution of the benefits of data
use. The challenges and limitations of this model are also discussed. The practical
implementation of data cooperatives invarious areasisillustrated based on practical
examples. The chapter argues that data cooperatives represent a promising model
for reducing the power asymmetries in the current data economy and for shaping
a fairer, more transparent, and more democratic digital future, thereby instilling a
sense of security and trust in the audience.
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1. INTRODUCTION

Overthe lastdecade, discussion about how to handle data and digital technologies
has evolved. The rapid development of technologies such as artificial intelligence,
big data, and automation has led to the collection and analysis of data becoming
one of the most valuable resources in the digital economy. It is accompanied by
increasing concern about compliance with ethical standards and security when using
these technologies. As a result, the use of digital technologies is increasing inter-
est. In response, 'digital citizenship' has become synonymous with the responsible
use of digital technologies. Specifically, it is about the right to access information,
privacy, and freedom of expression in digital space. These rights are matched by
the responsibility to behave ethically and responsibly in the digital space, e.g., by
respecting others and protecting personal data. Digital citizenship, in this context,
refers to the rights and responsibilities of individuals in the digital space, includ-
ing the right to access information, privacy, and freedom of expression, and the
responsibility to behave ethically and responsibly, such as by respecting others and
protecting personal data. These rights and responsibilities are complemented by
active participation in shaping the digital society, e.g., by helping to design digital
services and participating in digital debates.

The increasing concentration of power and influence among a few major—mainly
global technology companies—makes it more difficult for citizens to use their rights
and duties and participate appropriately. Platforms such as Google, Amazon, or Meta
dominate the market and have access to immense amounts of data collected from
user behavior, social interactions, and other sources. This concentration of power
entails risks. Citizens and smaller organizations often do not influence how their data
is collected or used. Many users are also unaware of how their data is processed or
monetized. Finally, data misuse and surveillance can endanger individual freedoms.

The current data economy raises the question of how to create fairer access
to data and more responsible use of it. New approaches like data cooperatives
are becoming increasingly important in this context. They represent a promising
alternative for reclaiming sovereignty over personal data and strengthening digital
self-determination. The concept of a data cooperative is based on the principles of
collective ownership, democratic governance, and fair data practices. Within co-
operation, citizens pool their data, which is then managed, protected, and used for
negotiations with companies and institutions in the interests of the members. This
empowers citizens, offering them a hopeful alternative in the digital society (Biihler
et al., 2023; Kapoor et al., 2024; Ruijer, 2021; Fink, 2024).

The functions of data cooperative essentially include

1. secure storage and protection against unauthorized access,
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