
Copyright © 2025, IGI Global Scientific Publishing. Copying or distributing in print or electronic forms without written permission of IGI Global Scientific Publishing is prohibited.

249

Chapter 10
Leveraging Digital 

Technologies to Enhance 
Business Resilience in 

Risk Management
Bronson Mutanda

 https://​orcid​.org/​0000​-​​0003​-​​3438​-​​2126
Manicaland State University of Applied Sciences, Zimbabwe

Admire Mtombeni
 https://​orcid​.org/​0009​-​​0000​-​​2439​-​​302X

Manicaland State University of Applied Sciences, Zimbabwe

Julius Tapera
 https://​orcid​.org/​0000​-​​0002​-​​7558​-​​6232
Lupane State University, Zimbabwe

Rahabhi Mashapure
 https://​orcid​.org/​0009​-​​0002​-​​6526​-​​9169

Chinhoyi University of Technology, Zimbabwe

Purity Hamunakwadi
 https://​orcid​.org/​0000​-​​0003​-​​2940​-​​4036

Nelson Mandela University, South Africa

ABSTRACT

In today's fast-​paced and ever-​evolving business landscape, effective risk management 
and pricing strategies have become crucial for organisations to stay competitive and 
maximise profitability. In order to effectively manage risks, identify possible threats, 
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and seize opportunities, businesses need to take a proactive and holistic approach 
to risk management. The current business landscape has left businesses of any size 
or type, anywhere in the world, facing a wide range of risks which could cause them 
long-​term harm, from financial penalty to reputational damage. Through a systematic 
review of the literature, this book chapter delved into the ways in which technology is 
being leveraged to ensure business resilience in risk management, exploring insights 
from different perspectives and providing an in-​depth understanding of the options 
available. This book chapter also proposed strategic approaches to leveraging and 
integrating these technologies and innovations into effective risk management and 
ensure business continuity and resilience.

INTRODUCTION: BACKGROUND OF THE STUDY

Rapid technological progress has given rise to a plethora of innovative solutions 
that are transforming how firms operate and manage risks. Risk management is ‘the 
systematic process of identifying, assessing, and mitigating threats or uncertainties 
that can affect your organization’ (Gibson, 2023). It comprises assessing the prob-
ability and severity of threats, creating strategies to minimise damage and closely 
monitoring how well countermeasures are working. A robust risk management can 
assist to lessen the possibility of losses, but inadequate risk management can have 
negative consequences on people, businesses and the economy (Kenton, 2023). Risk 
management is important since it alerts risk managers of potential threats in their 
workplace, allowing them to take proactive steps to reduce the risks that have been 
identified (Thomas, 2024). Acquiring insights into the likelihood and severity of 
risks assists businesses in distribution of resources more effectively. If businesses 
have knowledge of the risks that affect them, they can make decisions about which 
risks demand the most attention and resources and which ones they can afford to 
ignore. Companies can proactively correct internal weaknesses before they cause 
major challenges by implementing risk management strategies.

As a result of the Fourth Industrial Revolution, management of risks is enhanced 
through digital technologies. According to Biolcheva et al. (2022), Le Coze and 
Antonsen (2023), and Perera et al (2023), in the contemporary business landscape, 
risks are often too complicated and unpredictable for traditional risk management 
strategies to effectively tackle them. Among the main advantages of leveraging 
digital technologies in risk management is the automation of risk assessment pro-
cesses (McGrath, 2023). Digital technology has revolutionized the discipline of risk 
management, allowing businesses to enhance collaboration and communication, 
automate and streamline their processes and enhance the accuracy and effectiveness 
of risk assessments (Thompson, 2023). Modern communication technologies (such 
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