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Chapter 5

Behavioral Biometrics:
A Biosignal Based Approach

Kenneth Revett
University of Westminster, UK

IntroductIon

Behavioral biometrics is an approach to user veri-
fication and/or identification based on the way a 
person interacts with the biometrics device. Some of 
the most prominent instantiations include keystroke 
dynamics, mouse dynamics, signature, voice, gait, 
and odor (Revett, 2008). In order to serve as a bio-
metric, the input must not only be unique, but must 
be convenient, reliable, and difficult to replicate.

The uniqueness of behavioral biometrics refers 
to individual differences in the way people interact 
with the verification device. With respect to signa-
ture verification as an example – how unique are our 
signatures? In part, this depends on how closely one 
looks at a signature. A clerk in a shop may provide 
a quick glance when comparing a signature to that 
written on the back of a credit card. At the other 
extreme, an off-line signature verification system 
may extract several features including pen pressure 
or wavelet transform of a digitized version when 
comparing a signature to a reference exemplar 
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(Coetzer et al., 2004). The question remains - are 
signatures sufficiently unique to provide unequivo-
cal person authentication? The data suggests that 
error rates on the order of 5% or less - depending 
on the verification methodology employed (see 
Kholmatov, 2001 for a comprehensive discussion 
on this topic) are obtainable. Other behavioral 
biometrics produce similar error rates – though 
large variations have been published, depending 
on the exemplar matching approach employed, 
the quality of the data, and the features extracted 
(see Revett, 2008 for details).

Convenience in the context of biometrics is 
intimately related to familiarity in many respects 
– if we are used to entering a password/PIN, then 
this form of user verification in the stricter context 
of biometrics is not prohibitive. Typically, most 
behavioral based biometrics utilize familiar func-
tions and hence convenience is not an issue. For 
instance, gait analysis can be performed in real-
time – for example, while users are approaching a 
gate at an airport. In addition, convenience refers 
to the level of invasiveness of the biometric. One 
may consider a retinal scan as invasive – simply 
because we are not used to engaging in such activi-
ties – even though there is no inherent risk to the 
user. This sense of user acceptability/convenience 
is one of the key factors in the rapid deployment 
of behavioral based biometrics.

The reproducibility factor refers to the trial-to-
trial variation produced by a user when entering 
their biometric verification details. Are signatures 
constant over time, do we type exactly the same 
way, does our voice change with our state of health? 
The obvious answer is that there are variations 
in these behaviors as they are influenced by our 
emotional and/or physical state – which in turn 
influences our physiology/behavior in non-linear 
and potentially complex ways. To date, there 
has been no systematic study within the field of 
behavioral or physiological based biometrics that 
has investigated the issue of inherent variability 
on the resulting accuracy of the biometric. On 
the contrary, most research focuses on trying to 

enhance accuracy by reducing data variability via 
filtering and deploying multiple machine learning 
techniques. Typically, the reproducibility is quanti-
fied by measuring the false acceptance rate (FAR) 
and the false rejection rate (FRR) has yet to be 
solved. Users wish to be authenticate without being 
rejected too frequently (thus minimizing FRR), 
while the possibility of a successful intruder is 
minimized (FAR). The cross-over error rate (CER) 
is defined as the intersection of the FAR/FRR, as a 
function of some authentication threshold. One can 
then equate reproducibility with the value of the 
CER – all other factors being held equal. The last 
factor to consider is the difficulty in replicating a 
user’s authentication details – which is intimately 
related to uniqueness and reliability. For instance, 
a password that is drawn from a dictionary can 
easily be cracked using a dictionary based off-line 
attack. The information content of the biometric 
is critical in terms of discriminating the authentic 
owner from an impostor. The critical issue is the 
depth of the feature space of the biometric: how 
many features can be extracted from the authen-
tication approach? In a noisy environment such 
as voice or signature – the cardinality of the fea-
ture space can compensate for the inherent noise 
levels. Clearly, enhancing the feature space of a 
biometric reduces the success rate of impostors 
(lowers FAR). One approach to augmenting the 
depth of the feature space is combining different 
authentication approaches – the multi-biometric 
approach. For instance, voice and signature, or 
password and voice can be employed together to 
enhance the degrees of freedom for classification 
purposes (see Ross & Jain, 2003). Again, there is 
a trade-off here – the richer the feature space – the 
more one has to remember – or at least the more 
one must practice their biometric details if they 
are behavioral.

In addition to the multi-biometric approach, 
one must consider whether we have exhausted 
the full spectrum of authentication approaches. 
In this chapter, the author proposes that there are 
additional biometric approaches that have not yet 



 

 

18 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/behavioral-biometrics-biosignal-based-

approach/36916

Related Content

On Automated Generation of Keyboard Layout to Reduce Finger-Travel Distance
Amol D. Maliand Nan Yang (2017). International Journal of Monitoring and Surveillance Technologies

Research (pp. 29-43).

www.irma-international.org/article/on-automated-generation-of-keyboard-layout-to-reduce-finger-travel-distance/185800

A Review of Incentive Based Demand Response Methods in Smart Electricity Grids
Vasiliki Chrysikou, Miltiadis Alamaniotisand Lefteri H. Tsoukalas (2015). International Journal of Monitoring

and Surveillance Technologies Research (pp. 62-73).

www.irma-international.org/article/a-review-of-incentive-based-demand-response-methods-in-smart-electricity-

grids/153572

Introduction
Daijin Kimand Jaewon Sung (2009). Automated Face Analysis: Emerging Technologies and Research  (pp.

1-4).

www.irma-international.org/chapter/introduction/5470

Decision Level Fusion
David Zhang, Fengxi Song, Yong Xuand Zhizhen Liang (2009). Advanced Pattern Recognition

Technologies with Applications to Biometrics (pp. 328-348).

www.irma-international.org/chapter/decision-level-fusion/4287

Profile-Based Text Classification for Children with Dyslexia
Chris Litsas, Maria Mastropavlouand Antonios Symvonis (2015). International Journal of Monitoring and

Surveillance Technologies Research (pp. 21-39).

www.irma-international.org/article/profile-based-text-classification-for-children-with-dyslexia/145351

http://www.igi-global.com/chapter/behavioral-biometrics-biosignal-based-approach/36916
http://www.igi-global.com/chapter/behavioral-biometrics-biosignal-based-approach/36916
http://www.irma-international.org/article/on-automated-generation-of-keyboard-layout-to-reduce-finger-travel-distance/185800
http://www.irma-international.org/article/a-review-of-incentive-based-demand-response-methods-in-smart-electricity-grids/153572
http://www.irma-international.org/article/a-review-of-incentive-based-demand-response-methods-in-smart-electricity-grids/153572
http://www.irma-international.org/chapter/introduction/5470
http://www.irma-international.org/chapter/decision-level-fusion/4287
http://www.irma-international.org/article/profile-based-text-classification-for-children-with-dyslexia/145351

