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ABSTRACT

’

This chapter presents multiple methods for recognizing individuals from their “style of action/actions,’
that is, “biometric behavioural characteristics.” Two forms of human recognition can be useful: the
determination that an object is from the class of humans (which is called human detection), and the
determination that an object is a particular individual from this class (which is called individual rec-
ognition). This chapter focuses on the latter problem. For individual recognition, this chapter consid-
ers two different categories. First, individual recognition using “style of single action,” that is, hand
waving and partial gait, and second, individual recognition using “style of doing similar actions” in
video sequences. The “style of single action” and “style of doing similar actions,” that is, behavioural
biometric characteristics, are proposed as a cue to discriminate between two individuals. Nowadays,
multibiometric security systems are available to recognise individuals from video sequences. Those
multibiometric systems are combined with finger print, face, voice, and iris biometrics. This chapter
reports multiple novel behavioural biometric techniques for individual recognition based on “style of
single action” and “style of multiple actions” (i.e., analysing the pattern history of behavioural biomet-
ric motion), which can be additionally combined with finger print, face, voice, and iris biometrics as a
complementary cue to intelligent security systems.
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Individual Identification from Video Based on “Behavioural Biometrics”

INTRODUCTION

A biometric is a unique, measurable character-
istic or trait of a human being for automatically
recognizing or verifying their identity. There are
two types of biometrics that can be used for the
purposes of human identification or verification:
physical biometrics and behavioural biometrics.
Physical biometrics, such as fingerprint and iris,
have already been widely acknowledged and used
in many real applications. Behavioural biometric
is based on an action taken by a person (source:
http://www.authentec.com/technology-biomet-
rics-overview.html - retrieved on 29/08/2008.) and
is generally very hard to copy from one person to
another. It is well known that humans intuitively
use some behavioural characteristics such as “gait”
or “style of action” to recognize each other.

A biometric system is essentially a pattern
recognition system which recognizes a user by
determining the authenticity of a specific physi-
ological or behavioural characteristic possessed
by the user. Several important issues must be
considered in designing a practical biometric
system. They have the principles of acquisition,
feature extraction, matching and decision in com-
mon (see Figure 1).

Depending on the context, a biometric system
can operate eitherin a verification (authentication)
or an identification mode. Verification (4m [ who
I claim I am?) involves confirming or denying a
person’s claimed identity. On the other hand, in
identification, the system has torecognize a person

(Who am [?) from a list of N users in the template
database. Identification is a more challenging
problem because it involves 1: N matching com-
paredto 1:1 matching for verification. This chapter
considers individual identification problem rather
than individual verification problem.

In intelligent security systems, identification
of humans and their activities is generally one of
the most important tasks. Examples of such sys-
tems are intelligent security systems that detect
unknown or suspicious people entering restricted
door entrances or an interface robot that acts as
an interface for taking known users’ commands
and presenting results. Consider a scenario that if
a person needs to go through a security enabled
door then he/she may needs to prove his/her iden-
tity. An intelligent security system should offer
a natural and reliable solution to the problem of
identifying a person based on “who is he/she”
rather than “what he/she knows” (i.e. password)
or “what he/she carries” (i.e. key or ID cards)
(Jain, Bolle & Pankanti, 1999).

As a relatively new technology, behavioural
biometrics help to identify a person’s iden-
tity through some measurable activity patterns,
e.g., speaker recognition (i.e., analyzing vocal
behaviour), signature recognition (i.e., analyz-
ing signature dynamics), gait recognition (i.e.,
analyzing walking patterns), keystroke dynamics
(i.e., analyzing keyboard typing patterns), mouse
dynamics (i.e., analyzing mouse moving patterns),
etc. Recently security systems operate using multi-
biometric techniques, combined with anatomical

Figure 1. Basic structure of behavioural biometrics systems
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