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ABSTRACT

This systematic review investigates online ad fraud detection and brand safety research
from 2011 to 2024. The analysis reveals a continuous battle against click fraud and
its evolving forms. Machine learning has become a cornerstone of detection efforts,
offering superior capabilities compared to traditional methods. The rise of mobile
advertising necessitated the development of specialized solutions to address distinct
user behavior and data patterns on this platform. However, research highlights an
expanding threat landscape beyond click fraud, encompassing impression fraud and
placement fraud. Brand safety concerns have also gained prominence, emphasizing
the importance of protecting brand reputation. The review underscores the need
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for collaboration between researchers and industry professionals to achieve a more
secure and trustworthy online advertising ecosysten.

INTRODUCTION

The digital advertising landscape thrives on a complex ecosystem where adver-
tisers, publishers, and consumers interact to generate and consume valuable content.
However, this intricate web is not without its vulnerabilities. Online ad fraud and
brand safety violations pose significant threats, eroding consumer trust and costing
businesses billions of dollars annually.

The Persistent Threat: Click Fraud Detection and Evolution

Click fraud, the deceptive practice of generating fake clicks on advertisements,
has been a persistent menace since the inception of online advertising. Pioneering
research by Stone-Gross et al. (2011) provided crucial insights into understanding
fraudulentactivities within online ad exchanges. Their work on uncovering the tactics
employed by fraudsters laid the groundwork for developing effective detection meth-
ods. Asclick fraud techniques grew more sophisticated, researchers turned to machine
learning for enhanced detection capabilities. Xu et al. (2014) introduced a machine
learning approach specifically designed to identify click fraud on the advertiser side.
Jiarui et al. (2015) built upon this foundation by investigating methods to identify
crowdsourced click fraud in search advertising. This period (2014-2015) witnessed
a significant shift towards leveraging machine learning algorithms to analyze vast
amounts of data and identify anomalies indicative of fraudulent activity (Crussell
et al., 2014). The rise of mobile advertising presented unique challenges for click
fraud detection. Cho et al. (2015) conducted an empirical study on click fraud in
mobile advertising networks, highlighting its prevalence and distinct characteristics.
Mouawi et al. (2018) addressed this growing threat by proposing a machine learning
approach specifically tailored to detect click fraud within the mobile domain. The
battle against click fraud necessitates constant adaptation and exploration of novel
techniques. Researchers have continued to refine machine learning methods, with
studies like Kanei et al. (2019) focusing on achieving “precise and robust detection
of advertising fraud.”
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