Chapter 5
Nation-State Cyber
Attacks on Critical

Infrastructure:

A Case Study and Analysis
of the 2014 Sony Pictures
Hack by North Korea

Ngozi Tracy Aleke
https://orcid.org/0009-0005-2328-5680

llinois Institute of Technology, USA

Ivan Livingstone Zziwa
llinois Institute of Technology, USA

Kwame Opoku-Appiah
llinois Institute of Technology, USA

ABSTRACT

Inthe 21st century, there has been a great deal of importance ascribed to international
security. A standard procedure used by adversarial states and non-state actors to
propagate their continuous and calculated malicious objectives are cyber offenses
such as cyber-espionage, hacktivism, cyberwar, as well as other cybercriminal
activities (Hwang & Choi, 2021). Even though cyber-attacks were initially thought
to be perpetrated by individuals or privately owned organizations, more and more
attacks are being orchestrated by nation states, other states or even targeted towards
individual organizations. Recent reports have shown that North Korea has an ad-
vance cyber warfare capacity, and a substantial number of its workforce is allegedly
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engaged in the activities of the dark web with a direct support from the government

OVERVIEW OF NATION-STATE SPONSORED CYBERATTACKS

In the 21* century, there has been a great deal of importance ascribed to inter-
national security. A standard procedure used by adversarial states and non-state
actors to propagate their continuous and calculated malicious objectives are cyber
offenses such as cyber-espionage, hacktivism, cyberwar, as well as other cyber-
criminal activities (Hwang & Choi, 2021). Even though cyber-attacks were initially
thought to be perpetrated by individuals or privately owned organizations, more and
more attacks are being orchestrated by nation states, other states or even targeted
towards individual organizations. Recent reports have shown that North Korea has
an advance cyber warfare capacity, and a substantial number of its workforce is
allegedly engaged in the activities of the dark web with a direct support from the
government (Kshetri, 2014).

Even though the general population in North Korea has limited access to advanced
internet infrastructure, the nation has developed a highly skilled cyber arsenal that
it has use to carry out cyberattacks on other nations (Hwang & Choi, 2021). For
example, in 2009, North Korean hackers, using servers in Austria, Germany, Geor-
gia, and the U.S., lunched an attack in South Korea, shutting down computers in the
nation’s presidential palace at Seoul for days. Also on July 4, 2009, North Korea also
targeted U.S. government servers, including the Treasury Department and the Secret
Service. Similarly Distributed Denial of Service (DDoS) attacks in 2011 affected
South Korean government and bank websites. In 2012, a traditional South Korean
newspaper outlet, JoongAng Daily, was hacked. A series of cyberattacks followed
on March 20, 2013, when North Korea launched malware attacks on South Korean
banks and broadcast stations, deactivating 48,000 computers and disabling networks
within the organizations. Despite this, North Korea denied involvement and attempted
to hide their digital footprint. In March 2013, North Korean hackers also targeted
ATMs in Seoul, using malware called Dark Seoul, which was designed to bypass
antivirus software. Similar attacks were reported against South Korea’s presidential
palace, military websites, and U.S. institutions like the Treasury Department and
the Federal Trade Commission (Hwang & Choi, 2021).
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