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ABSTRACT

Social engineering involves stealing secrets. Assaults seek different information
each person. Deception is used to gain passwords, financial data, and viruses. This
spyware may steal passwords, financial data, and computer control. Attackers utilize
social engineering because victim confidence is easier to influence than program
weaknesses. Phishing for a password is easier than cracking it. Fast technical
change has increased social engineering assaults, which target psychology rather
than technology. Hackers utilize many methods to deceive people into disclosing
sensitive information or taking digital security risks. We discuss numerous digital
social engineering attacks in this chapter. Discussing phishing, pretexting, baiting,
quid pro quo, and whaling. We also explore attackers' psychological manipulation
and their massive damage to people and organizations. We emphasize awareness,
education, and training to prevent social engineering assaults and protect crucial
data in the digital era.
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INTRODUCTION TO SOCIAL ENGINEERING

Social engineering refers to malicious actions that take place through human
connections. It uses psychological manipulation to trick users into disclosing sen-
sitive information or making security mistakes. Social engineering attacks happen
in one or more stages. The attacker investigates the target first to gather background
information needed to carry out the assault, such as potential avenues of entry and
faulty security measures. Subsequently, the attacker attempts to gain the target's
confidence by providing triggers for behaviors that breach security standards, such
as exposing private data or granting access to critical resources.

Utilizing human weaknesses is the core of social engineering. We are naturally
curious, fearful, trustworthy, and want to be of service to others. Psychological
manipulation is how attackers trick victims into divulging private information
(Singh, D., et al., 2024), allowing unwanted access, or carrying out destructive
actions. Observation, thorough study, and the capacity to adopt many personas and
circumstances are typically necessary for social engineering to be successful. An
individual or group can use social engineering as a tactic to trick and coerce people
into revealing private information, carrying out certain tasks, or allowing unwanted
access. It frequently uses deceptive and psychologically manipulative methods to
take advantage of human psychology and the propensity to trust others. Social en-
gineering plays on people's innate desire to be helpful, inquisitive, or trustworthy,
as opposed to traditional hacking techniques, which focus on taking advantage of
technological flaws. By using human flaws, social engineering aims to obtain illegal
access or obtain private information for malevolent intentions. Users of businesses'
protected information systems are the target of more social engineering assaults than
ever before, and their ability to withstand these attacks is declining. Machine learning
technologies are taken into consideration as a potential solution to this problem,
and the requirement of creating tools to safeguard businesses (Manoharan, G., et
al., 2024) from social engineering assaults is documented. Here are the findings
from the creation of a software program called a resilience scanner, which assesses
an organization's workforce to see how resilient they are against social engineering
assaults. As demonstrated by Astakhova, L., & Medvedev, [.A. (2021),ithas multiple
uses, including identifying user vulnerability, involving users more in the process of
identifying social engineering attacks and fostering an information security culture
within an organization. It also has potential for future development.
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