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ABSTRACT

When data are breached in a healthcare setting, the risks and threats are borne 
by both the impacted medical institution and its patients/customers. For patients, 
not only is confidential medical information leaked, but their financial data and 
even their health and wellbeing may be jeopardized. Using scenario-​based prob-
lem solving, a case study is presented to explore the elements and dynamics of a 
hospital's breach of medical and financial data and to strategize the organization's 
responses and remediation to an internal cybersecurity incident in accordance with 
laws applicable to both financial and healthcare institutions. Recommendations 
regarding organizational change to address enterprise risk management (ERM), 
an incident response plan, a compliance program, and ethical leadership practices 
are outlined to restore the hospital's reputation and prevent or mitigate further data 
breach incidents.

INTRODUCTION

In just one year, from 2022 to 2023, the number of data breaches globally increased 
by 20% and the number of victims doubled (Madnick, 2024). In the healthcare 
space, data breaches in 2023 hit a new high with over 133 million patient records 
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compromised, more than double the prior year (Bruce, 2024). For the patients of a 
healthcare organization, the exposure carries the compounded threat of having not 
only personal medical information leaked, but also financial data. Such breaches 
require responses and remediation on both fronts, in accordance with laws applica-
ble to financial and healthcare institutions. Additionally, the effort, attention, and 
money that go into addressing healthcare data breaches divert resources from patient 
care, possibly negatively impacting patient outcomes. To address all the necessary 
components of a risk management and response plan for medical institutions, a 
case study of a hospital data breach triggering organizational change is presented, 
analyzed, and discussed in the context of a healthcare facility in need of ethical 
corporate culture, internal compliance, data security, and incident preparedness 
through the introduction of a comprehensive enterprise risk management (“ERM”) 
program. This paper examines (1) the cybersecurity needs of a healthcare organi-
zation, and (2) methods of implementing organizational change to introduce ERM 
and an ethical, compliant culture.

Problem Statement and Background

When data from a healthcare institution are breached, both medical and financial 
information are at risk, resulting in greater possible negative impact on the patients 
and customers and larger damages to the health facility. Medical data breaches could 
result in reduced hospital efficiency and, at worst, loss of life (Lee et al., 2024). 
The time and effort it takes a medical facility to remediate data breaches could 
adversely impact patient care; according to Choi, Johnson, and Lehmann (2019), 
data breach remediation efforts in healthcare institutions were shown to reduce 
time-​to-​electrocardiogram rates and increase myocardial infarction death rates by 
disrupting or delaying healthcare providers' workflows. For many people, visits to 
medical facilities represent a time of vulnerability, fear, or uncertainty as healthcare 
issues, some life-​threatening, are treated; compounding these events with breaches of 
personal data, threats of identity theft or financial loss, and potentially compromised 
levels of care can be devastating on several levels. Healthcare institutions owe an 
extra duty of care to their patients and other stakeholders, beyond medical services, 
to ensure the safety and security of their data through appropriate risk mitigation, 
management, and response programs.
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