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ABSTRACT

In today's technological era, educators need to safeguard the security and privacy of 
their data by employing Computational Intelligence (CI). CI is an aspect of Artificial 
Intelligence (AI) that concentrates on developing algorithms and systems capable 
of solving tough societal problems. Several methodologies informed by biological 
systems and natural events used in CI include Artificial Neural Networks (ANN), 
fuzzy systems, evolutionary computation, and swarm intelligence. Therefore, CI 
systems learn and adapt over time, improving performance through experience 
and interaction with their environment. This versatility and durability render CI 
valuable for various applications, including data analysis, pattern identification, 
control systems, and decision-​making processes. Confidentiality is critical for 
securing sensitive information. CI uses sophisticated computational techniques to 
improve learning experiences, instructional practices, and educational outcomes.
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1. INTRODUCTION

CI is a subclass of AI where algorithms have been devised to imitate human 
information processing and reasoning mechanisms for processing complex and 
uncertain data sources. CI techniques form a set of nature-​inspired computational 
methodologies and techniques developed to address complex real-​world data-​driven 
issues for which mathematical and traditional modeling cannot work due to pro-
cesses' high complexity, uncertainty, and stochastic nature. Fuzzy Logic (FL) and 
Artificial Neural Networks (ANN) form the core CI approaches developed to handle 
this growing class of real-​world problems (Iqbal et al., 2020).

1.1 Computational Intelligence History

CI refers to a collection of techniques employed to imitate human thinking—the 
power to deal with complex problems of the real world (Kumar, Jain, & Singh, 
2021). CI continues to evolve, driven by advances in machine learning (ML), data 
availability, and computational power. Its interdisciplinary nature and ability to solve 
complex problems make it a critical area of research and application across various 
domains. Figure 1 illustrates the history of CI from 1940 to the present.

Figure 1. Computational Intelligence History.



 

 

26 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/security-and-privacy-of-educational-

computational-intelligence/358987

Related Content

Extracting Rules for Decreasing Body Fat Mass Using Various Classifiers

from Daily Lifestyle Habits Data
Sho Ushikubo, Katsutoshi Kanamoriand Hayato Ohwada (2016). International Journal

of Software Science and Computational Intelligence (pp. 54-70).

www.irma-international.org/article/extracting-rules-for-decreasing-body-fat-mass-using-various-

classifiers-from-daily-lifestyle-habits-data/172127

A Proposal of SDN Based Disaster-Aware Smart Routing for Highly-

Available Information Storage Systems and Its Evaluation
Satoru Izumi, Misumi Hata, Hiroyuki Takahira, Mustafa Soylu, Asato Edo, Toru

Abeand Takuo Suganuma (2017). International Journal of Software Science and

Computational Intelligence (pp. 69-83).

www.irma-international.org/article/a-proposal-of-sdn-based-disaster-aware-smart-routing-for-

highly-available-information-storage-systems-and-its-evaluation/175656

A Perturbation Size-Independent Analysis of Robustness in Neural Networks

by Randomized Algorithms
C. Alippi (2003). Computational Intelligence in Control (pp. 22-40).

www.irma-international.org/chapter/perturbation-size-independent-analysis-robustness/6830

Hierarchies of Architectures of Collaborative Computational Intelligence
Witold Pedrycz (2009). International Journal of Software Science and Computational

Intelligence (pp. 18-31).

www.irma-international.org/article/hierarchies-architectures-collaborative-computational-

intelligence/2783

A Formal Knowledge Representation System (FKRS) for the Intelligent

Knowledge Base of a Cognitive Learning Engine
Yousheng Tian, Yingxu Wang, Marina L. Gavrilovaand Guenther Ruhe (2011).

International Journal of Software Science and Computational Intelligence (pp. 1-17).

www.irma-international.org/article/formal-knowledge-representation-system-fkrs/64176

http://www.igi-global.com/chapter/security-and-privacy-of-educational-computational-intelligence/358987
http://www.igi-global.com/chapter/security-and-privacy-of-educational-computational-intelligence/358987
http://www.igi-global.com/chapter/security-and-privacy-of-educational-computational-intelligence/358987
http://www.irma-international.org/article/extracting-rules-for-decreasing-body-fat-mass-using-various-classifiers-from-daily-lifestyle-habits-data/172127
http://www.irma-international.org/article/extracting-rules-for-decreasing-body-fat-mass-using-various-classifiers-from-daily-lifestyle-habits-data/172127
http://www.irma-international.org/article/a-proposal-of-sdn-based-disaster-aware-smart-routing-for-highly-available-information-storage-systems-and-its-evaluation/175656
http://www.irma-international.org/article/a-proposal-of-sdn-based-disaster-aware-smart-routing-for-highly-available-information-storage-systems-and-its-evaluation/175656
http://www.irma-international.org/chapter/perturbation-size-independent-analysis-robustness/6830
http://www.irma-international.org/article/hierarchies-architectures-collaborative-computational-intelligence/2783
http://www.irma-international.org/article/hierarchies-architectures-collaborative-computational-intelligence/2783
http://www.irma-international.org/article/formal-knowledge-representation-system-fkrs/64176

