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ABSTRACT

This paper studies the collection of large-scale log data of information system and puts forward
a dynamic adaptive mechanism for large-scale unified log data collection. Furthermore, we design
and implement our method for pan-government industry safety operation management platform. The
data flow processing architecture based on message queue is adopted to realize the decoupling of log
collection, log processing and log reporting. The traffic peak clipping technology of message queue
is adopted to ensure the safety and reliability of log transmission. According to the characteristics
of log traffic, a design mode supporting dynamic adjustment of consumption group is proposed to
meet the high-performance requirements of the system. The whole system can meet the centralized
analysis, security threat perception and intelligent analysis of various security data. Meanwhile, we
analyzed and compared with the traditional open-source log collection technology, our proposed
method and system has clear advantages.
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INTRODUCTION

Rapid advances in cybertechnology have led to increased information warfare, with theft, breaches,
and attacks on worldwide networks occurring one after another. Network security is a global issue
that is intimately tied to, and as pressing as, the security of the world’s political, economic, and
cultural institutions. Breakdown, network paralysis, virus outbreak, data loss, and leakage are just a
few of the severe consequences of a problem with a big data processing system. When the network’s
security encounters the aforementioned issues, major losses to the integrity of the national information
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system, in particular for the pan-government industry, result. To protect big data, a data-centric
security management system, a security operations and management platform, a professional security
technology team, and a comprehensive security strategy are all required.

In a big data security system, the security operation management platform collects, analyzes,
and commands security information. The platform system is capable of collecting huge amounts
of data in real time, developing a data resolution model that is based on security strategy, centrally
evaluating, recognizing, and issuing intelligent alerts and dynamic predictions. At the same time,
by establishing the incident-handling procedure and working in conjunction with the coordinated
handling mechanism, it is able to deal with unanticipated security issues swiftly (Fan et al., 2021;
Liu et al., 2012; Zhang et al., 2016).

Because different systems use different information formats and accept a variety of transmission
protocols, technical means must be sought to integrate, gather, and preprocess diverse heterogeneous
data sources and integrate them into the safety operation management platform (Huang et al., 2021;
Luo et al., 2018; Wang et al., 2019).

RELATED WORKS

Scholars have conducted a considerable amount of research on log collection, message caching
middleware, data analysis, and so on. Log collection components include Logstash, Flume, and
more. Logstash was developed by Jordan Sissel, an operations engineer at DreamHost, a web hosting
service provider, in 2009, with a minimalist design and a free way of using it (Gu, 2020). Flume, a
log harvesting component invented by Cloudera and donated to the Apache Foundation in 2009, is
capable of harvesting, aggregating, and transmitting massive log messages (BalaAnand et al., 2019).
The most popular message caching middlewares are ActiveMQ, RabbitMQ, and Kafka. ActiveMQ is a
Java virtual machine-based messaging middleware introduced by the Apache Foundation; RabbitMQ
is a message broker middleware that implements advanced message queuing that was introduced
by Rabbit, an American microprocessor company; and Kafka originated from LinkedIn’s data
middleware, which was open-sourced in 2011 after refactoring its code (Georgios et al., 2018). Spark
is a mainstream framework in batch data analytics applications that was developed by the AMPLab
at the University of California, Berkeley, and is a batch computing engine developed specifically for
large-scale data analytics scenarios (Al-Bana et al., 2022).

Log Data Collection and Transmission Technology

Two mainstream log collection and transmission technologies are Logstash and Flume. Logstash
was developed before Flume was. Logstash works between the data source and storage and analysis
tools and is capable of real-time processing of pipeline data (Guo et al., 2018). Logstash’s design
style is simple and standardized, and its data processing process can be divided into varying sources
of data input. Flume was designed and developed by Cloudera, a distributed, highly stable massive
log collection, aggregation, and transmission framework (Wang et al., 2021). Flume is deployed
in the form of Agent, which is divided into Source, Channel and Sink. The function of the Source
component is to collect log content in the form of Events and send it to the pipeline; the purpose of
the Channel component is to solve the problem of a work rate mismatch between Source and Sink;
and the Sink component scans the Event in the pipeline to dock the downstream data cache or data
analysis (Zhao et al., 2020).

Log Data Cache Message Middleware Technology

In the history of log caching messaging middleware development, Kafka has dominated the
messaging middleware. Kafka is a message queue based on a publish/subscribe pattern, because
messaging middleware plays the role of asynchronous communication and traffic peak shaving
(Mountasser et al., 2020). Around 2010, LinkedIn used ActiveMQ for data caching, but at that
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