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A computer exploit exploits a system vulnerability to attack processor architectures including ARM,
AMD, and Intel. The main CPU architectures nowadays are 32-bit (x86) and 64-bit (x86-64, IA64, and
AMDG64). Processor data route width, integer size, and memory address width vary per architecture.

The chapter exploits processor architecture flaws. This study examines ARM and INTEL processor vul-
nerabilities. Modern processors like Intel, AMD, and ARM are vulnerable to Spectre. A malicious ap-
plication can read data from an inaccessible area by breaking inter-process and intra-process isolation.
Hardware and software protection prevents such access (for inter-process isolation). CPU architecture
has a weakness that allows bypassing defences. The hardware fault makes it tough to rectify without
replacing the CPUs. Spectre is a breed of CPU design vulnerability. Security education benefits from

them and the Meltdown issue. In this chapter, the authors executed Spectre and Meltdown on ARM and
INTEL processors to explore their vulnerabilities. The ARM processor was not vulnerable because the
chip was patched, but the INTEL processor was vulnerable and retrieved the information.
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INTRODUCTION

An unsuccessful attempt to obtain illegal access to a computer, computing system, or computer network
that is connected to the internet in order to do damage is referred to as a cyber-attack. Computer systems
can be disabled, disrupted, or controlled by cyberattacks, or the data that is stored within the systems can
be altered, blocked, deleted, manipulated, or stolen without permission (Genkin et al. 2014; 2016a). The
launch of a cyberattack can come from any location and be carried out by any individual or organisation
using any number of different attacks. Cybercriminals and hackers are the terms that are most commonly
used to describe individuals who carry out cyberattacks (Albert et al., 2023). These individuals include
those who have carried out a single attack on their own, leveraging on their knowledge of computers to
create and carry out malicious attacks (Buragadda et al., 2022). When it comes to information technology,
a vulnerability is a flaw that an attacker can take advantage of in order to carry out a successful attack
(Chakravarthi & Venkatesan, 2015a). As a result of defects, features, or human error, they can occur,
and attackers will attempt to exploit any of these vulnerabilities, frequently combining one or more of
them in order to accomplish their ultimate objective (Chakravarthi & Venkatesan, 2015b).

Additionally, cyberattacks have been launched by organisations of computer specialists that are funded
by the government (Cristian Laverde Albarracin et al., 2023). At the same time that they have been
identified as nation-state attackers, they have also been accused of attacking the information technol-
ogy (IT) field infrastructure of other governments and nongovernment entities, such as businesses and
nonprofit organisations, which are also working to secure the data and utilities (Khan & Altayar, 2021).
Cyberattacks are intentionally planned to inflict damage to a system. The advanced silicon chips, which
are available in small form, are gadgets that are designed and developed by people and are complex but
accurate technology. In addition to memory modules and interfacing circuitry, it houses the CPU that has
a higher performance potential (Ganesh et al., 2016). The bulky supercomputers that cost approximately
ten to fifteen million dollars twenty years ago have been rendered obsolete by these sophisticated CPUs
(Jain et al., 2022). On the other hand, the processors that are utilised in embedded applications, such as
mobile phones, personal computers, personal digital assistants, and Internet of Things devices, are more
powerful in terms of performance and ergonomics (Gras et al.,2017).

It is possible for the processors to carry out the task that has been allocated to them by sequentially
executing arithmetic, logic, and control instructions. Instruction Set Architecture is the name given to
both the instruction and the byte-level encoding of the instruction. A variety of processors, including
ARM, Intel, AMD, and IA32, among others (Alzubi et al., 2023). A programme that was compiled in
one type of system will not be able to operate in another type of system since these processors have their
own distinct instruction sets (ISAs) (Oak et al., 2019). On the other hand, distinct processors of varying
models are developed by each manufacturer in response to the various technical breakthroughs and the
requirements of the market (Rao et al., 2023) and also ISA32 is an example of this kind. A conceptual
layer of abstraction is made possible by this ISA for the developers of the compiler (Prasanth et al.,
2023). These developers will be aware of which instructions are allowed to run in different models, as
well as the encoding techniques and other related information (Sholiyi et al., 2017). Furthermore, the
designers will construct the machines that are responsible for carrying out the numerous instructions
(Al-Najdawi et al., 2016).

This perspective will assist us in gaining a deeper comprehension of the inner workings of computers
as well as the technological obstacles that are faced by computer manufacturers (Sudheer et al., 2015).
There is a significant difference between the model of computation that is implied by the ISA and the

190



14 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/analysis-of-cyber-attack-on-processor-

architecture-through-exploiting-vulnerabilities/347686

Related Content

The Use of PBIS in Resolving Ethical Dilemmas Created by Disproportionate Punitive Practice
for Students of Color

Natasha Ferrelland Tricia Crosby-Cooper (2022). Research Anthology on Interventions in Student Behavior
and Misconduct (pp. 141-161).

www.irma-international.org/chapter/the-use-of-pbis-in-resolving-ethical-dilemmas-created-by-disproportionate-punitive-

practice-for-students-of-color/308215

Step 2: How to Get New, High-Quality Pieces of Information
(2021). Decreasing School Violence, Bullying, and Delinquency With Epistemic Inclusion (pp. 97-127).
www.irma-international.org/chapter/step-2/268080

Employing Disability Simulations and Virtual Reality Technology to Foster Cognitive and
Affective Empathy Towards Individuals With Disabilities

Nava R. Silton, Edrex Fontanilla, Marisa Femiaand Kathryn Rouse (2019). Scientific Concepts Behind
Happiness, Kindness, and Empathy in Contemporary Society (pp. 191-207).

www.irma-international.org/chapter/employing-disability-simulations-and-virtual-reality-technology-to-foster-cognitive-

and-affective-empathy-towards-individuals-with-disabilities/208541

Organizational Dynamics Around Sexual Harassment Interventions and Occurrences in Clinical
Training Healthcare Environments

Darrell Norman Burrell, Anton Shufutinsky, Terrence D. Duncan, Delores Springs, Quatavia McLesterand
Rebecka Mozes (2021). Handbook of Research on Multidisciplinary Perspectives on Managerial and
Leadership Psychology (pp. 300-319).
www.irma-international.org/chapter/organizational-dynamics-around-sexual-harassment-interventions-and-occurrences-

in-clinical-training-healthcare-environments/270817

The Role of Family Factors in Internet Addiction Among Children and Adolescents: An Overview
Bahadir Bozoglan (2018). Psychological, Social, and Cultural Aspects of Internet Addiction (pp. 146-168).
www.irma-international.org/chapter/the-role-of-family-factors-in-internet-addiction-among-children-and-
adolescents/193100



http://www.igi-global.com/chapter/analysis-of-cyber-attack-on-processor-architecture-through-exploiting-vulnerabilities/347686
http://www.igi-global.com/chapter/analysis-of-cyber-attack-on-processor-architecture-through-exploiting-vulnerabilities/347686
http://www.irma-international.org/chapter/the-use-of-pbis-in-resolving-ethical-dilemmas-created-by-disproportionate-punitive-practice-for-students-of-color/308215
http://www.irma-international.org/chapter/the-use-of-pbis-in-resolving-ethical-dilemmas-created-by-disproportionate-punitive-practice-for-students-of-color/308215
http://www.irma-international.org/chapter/step-2/268080
http://www.irma-international.org/chapter/employing-disability-simulations-and-virtual-reality-technology-to-foster-cognitive-and-affective-empathy-towards-individuals-with-disabilities/208541
http://www.irma-international.org/chapter/employing-disability-simulations-and-virtual-reality-technology-to-foster-cognitive-and-affective-empathy-towards-individuals-with-disabilities/208541
http://www.irma-international.org/chapter/organizational-dynamics-around-sexual-harassment-interventions-and-occurrences-in-clinical-training-healthcare-environments/270817
http://www.irma-international.org/chapter/organizational-dynamics-around-sexual-harassment-interventions-and-occurrences-in-clinical-training-healthcare-environments/270817
http://www.irma-international.org/chapter/the-role-of-family-factors-in-internet-addiction-among-children-and-adolescents/193100
http://www.irma-international.org/chapter/the-role-of-family-factors-in-internet-addiction-among-children-and-adolescents/193100

