Chapter 1

Business Continuity
Management and
Resilience Challenges

José Carlos Rouco
https://orcid.org/0000-0002-8710-0367

Universidade Lusofona, Portugal

Paula Cristina Nunes Figueiredo
https://orcid.org/0000-0002-5267-546 X

Universidade Lusofona, Portugal

ABSTRACT

VUCA and BANI emphasize the importance of adaptability, resilience, and effective risk management
in today’s complex environments. Business continuity management (BCM) is a holistic framework that
ensures organizations maintain essential functions during disruptive events. Organizational resilience
encompasses operational, financial, strategic, technological, supply chain, and human resource as-
pects, effective leadership, communication, innovation, and continuous improvement are key pillars for
sustaining resilience. This chapter will discuss the challenges and opportunities of business continuity
management and organizational resilience in a time of turbulence. This chapter examines the key issues
around business continuity management and organizational resilience — what it means for organizations,
and the key elements they need to consider if they are looking to increase the ability of their operations
to withstand challenges in their environment.

INTRODUCTION

Volatility, uncertainty, complexity, and ambiguity (VUCA) is a concept that describes the unpredictable
nature of various environments, such as business, military, and emergency management (Ahmad et al.,
2024). It emphasizes the need for adaptability and responsiveness to rapidly changing situations (Stiechm
& Townsend, 2002). Uncertainty, on the other hand, refers to the lack of predictability and the need for
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risk management. Complexity, involving interconnected factors, requires holistic and systemic thinking
to manage the situation. Ambiguity, on the other hand, is characterized by a lack of clarity about the
meaning of events or situations, making informed decisions challenging. It underscores the need for
improved information and intelligence (Bennett & Lemoine, 2014; Marchese et al., 2020; Nteka, 2021;
Taskan et al., 2022).

Brittle, anxious, nonlinear, and incomprehensible (BANI) is a term used to describe the complex and
unpredictable nature of modern challenges in business, crisis management, and organizational adaptation
(Coronado-Maldonado et al., 2023). BANI signifies the fragility of systems, processes, or organizations
to sudden disruptions, emphasizing the need for resilience (Nataliia & Olena, 2023). Anxiety refers to
the heightened stress, tension, and uncertainty experienced during crises or rapidly changing situations,
emphasizing the importance of managing anxiety for effective decision-making. Nonlinearity refers to
the nonlinear relationships within a system, making it difficult to predict outcomes accurately. Incom-
prehensibleness implies a lack of clear understanding or predictability in certain situations or events,
often due to the complexity and interconnectedness of the factors involved (Bundy et al., 2016; Kaplan
& Mikes, 2016; Linnenluecke et al., 2020).

VUCA and BANI are essential concepts in business continuity management and resilience (Galaitsi
etal., 2023). VUCA emphasizes the need for organizations to adapt to complex environments, requiring
agility and flexibility in emergency response strategies. BANI opposes rigid bureaucratic structures,
which can hinder adaptive decision-making in unpredictable situations (Bennett & Lemoine, 2014). To
effectively address these challenges, organizations must adopt a multifaceted approach, implementing
dynamic and resilient organizational structures that enable swift decision-making and coordination while
acknowledging the complex nature of crises. This approach acknowledges the complexity of emergencies
and the need for adaptability and flexibility.

Crisis management in a VUCA and BANI presents several distinct challenges. In a VUCA environ-
ment, rapid changes in market conditions and technology can lead to unforeseen crises (Militar et al.,
2018). In BANI, brittleness implies that systems are susceptible to sudden, catastrophic failure, pos-
ing a significant risk (Stacey, 2011). To address these challenges, organizations need to adopt agile
and adaptive strategies that prioritize resilience, invest in robust communication systems, and develop
contingency plans that account for the volatile and unpredictable nature of crises in VUCA and BANI
contexts (Taskan et al., 2022).

In view of the challenges that VUCA and BANI environments subject organizations to, the following
sections will write about the concepts associated with Business Continuity Management (BCM) and
Organizational Resilience, as well as identify the main lessons learned and best practices.

Business Continuity Management

Business Continuity Management (BCM) is a comprehensive approach that ensures an organization
can continue its essential functions, services, and operations during and after disruptive events or di-
sasters (Galaitsi et al., 2023; Riana et al., 2024). It encompasses planning, risk assessment, prevention,
preparedness, response, recovery, and mitigation strategies (Kurt & Douglas, 2011). BCM is vital for
organizations of all sizes and sectors to minimize downtime, protect assets, and maintain stakeholder
trust (Jacop et al., 2023). There are several approaches to defining BCM, each emphasizing different
aspects of the concept. The primary goal of BCM is to enhance an organization’s resilience and ability
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