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ABSTRACT

Information systems audit is the procedure of gathering and assessing data to 
determine whether an information system protects assets, upholds data integrity, 
successfully reaches organizational goals, effectively uses resources, and reviews 
business continuity plans. In this study, the IS audit framework by ISACA has been 
extended to information systems built on the blockchain technology or to systems 
integrated with a blockchain component. Blockchain is a relatively new technology, 
and its applications are being explored in different fields today. In fact, blockchain 
applications are being explored for improving the IS audit process. As such, the 
authors have explored the principles of audit and the blockchain itself in this chapter.

Auditing the Blockchain
Prabhat Kumar

Thrive Operations LLC, USA

Othniel Lambert
M&T Bank, USA

Sivajit Sreekumar
University at Buffalo, SUNY, USA

Mukesh Ravi Bhatia
Citi, USA

Akash Garg
JP Morgan, USA



148

Auditing the Blockchain
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What is the Blockchain?

The blockchain is a peer-to-peer system of records used to transact value, not limited 
to money, without the need for trusted intermediaries like banks or brokers (Singhal, 
Dhameja, & Panda, 2018). It is a shared, replicated, and permissioned ledger that 
offers features such as consensus, provenance, immutability, and finality (Andolfatto, 
2018). While the concept of a ledger is not new, the implementation of blockchain in 
a decentralized and distributed network is innovative, enabling efficient, verifiable, 
and permanent transactions among multiple parties (Iansiti & Lakhani, 2017). These 
features provide a higher level of security compared to traditional ledgers (Hofmann, 
Wurster, & Böhmecke-Schwafert, 2017).

How Does the Blockchain work?

The blockchain stores transactions in blocks, which are linked together based on 
cryptography rules. The process involves:

a) 	 An active node in the decentralized network generates a transaction request.
b) 	 Other nodes validate the request through a process called mining, where they 

collaboratively solve a computationally intense mathematical problem.
c) 	 The first node or cluster to solve the problem broadcasts the solution to other 

miners for confirmation.
d) 	 Once confirmed, the transaction is added to a block, timestamped, and linked 

to the previous block (Zamani, He, & Phillips, 2018).

Blockchain Use Cases

Blockchain technology has experienced significant growth and is now an integral 
part of various industries, including:

a) 	 Cryptocurrency: Blockchain enables borderless transactions and helps enforce 
regulations against fraudulent activities (Sigalos, 2022).

b) 	 Logistics & Supply Chain (e.g., Maersk): Blockchain integration, like TradeLens, 
addresses regulatory requirements and compliance while serving multiple 
governments and business needs (Jensen, Hedman, & Stefan, 2019).

c) 	 Art (NFTs): Ownership and copyright issues arise with non-fungible tokens, 
questioning who owns them (Chinlund & Gordon, 2021).



 

 

32 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/auditing-the-blockchain/333181

Related Content

Principles for Enhancing Earth System Governance and Sustainable

Development Through Informality
Dumisani Chirambo (2020). International Journal of Entrepreneurship and

Governance in Cognitive Cities (pp. 47-67).

www.irma-international.org/article/principles-for-enhancing-earth-system-governance-and-

sustainable-development-through-informality/261763

The Business Value of IT: A Conceptual Model for Understanding and

Selecting Valuation Methods
A.J. Gilbert Silvius (2011). Enterprise IT Governance, Business Value and

Performance Measurement (pp. 102-111).

www.irma-international.org/chapter/business-value-conceptual-model-understanding/47458

Managing Value-Creation in the Digital Economy: Information Types and E-

Business Models
John C. McIntoshand Keng Siau (2001). Managing Internet and Intranet

Technologies in Organizations: Challenges and Opportunities  (pp. 62-70).

www.irma-international.org/chapter/managing-value-creation-digital-economy/25888

Rethinking the Concept of IT Governance: Interdisciplinary Reflections
Rodrigo Franklin Frogeri, Daniel Jardim Pardini, Ana Maria Pereira Cardoso, Pedro

dos Santos Portugal Júnior, Fabrício Pelloso Piurcoskyand Liz Áurea Prado (2019).

International Journal of IT/Business Alignment and Governance (pp. 53-73).

www.irma-international.org/article/rethinking-the-concept-of-it-governance/250870

How Business Strategy and Technology Impact the Role and the Tasks of

CIOs: An Evolutionary Model
Tomi Dahlberg, Päivi Hokkanenand Mike Newman (2016). International Journal of

IT/Business Alignment and Governance (pp. 1-19).

www.irma-international.org/article/how-business-strategy-and-technology-impact-the-role-and-

the-tasks-of-cios/149644

http://www.igi-global.com/chapter/auditing-the-blockchain/333181
http://www.igi-global.com/chapter/auditing-the-blockchain/333181
http://www.irma-international.org/article/principles-for-enhancing-earth-system-governance-and-sustainable-development-through-informality/261763
http://www.irma-international.org/article/principles-for-enhancing-earth-system-governance-and-sustainable-development-through-informality/261763
http://www.irma-international.org/chapter/business-value-conceptual-model-understanding/47458
http://www.irma-international.org/chapter/managing-value-creation-digital-economy/25888
http://www.irma-international.org/article/rethinking-the-concept-of-it-governance/250870
http://www.irma-international.org/article/how-business-strategy-and-technology-impact-the-role-and-the-tasks-of-cios/149644
http://www.irma-international.org/article/how-business-strategy-and-technology-impact-the-role-and-the-tasks-of-cios/149644

