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ABSTRACT

Ongoing research was conduced on the impact of technology on a law firm
handling tort (civil) cases in the U.S. legal system. The firm used in the study is
heavily involved in mass tort litigation and was the subject of a study previously
reported at the IRMA 2005 International Conference [1]. The current research is
the third of several planned studies on individual law firms and the legal system
usage of technology. Specifically this segment of the research is to determine the
potential implications of the Sarbanes-Oxley Act of 2002 (SOX) and the Health
Insurance Portability and Accountability Act (HIPPA) of 1996 regarding a law
firm ensuring a security repository database for confidential client information
that is subject to the sections of these two acts. All professional firms, especially
law firms, have a legal and ethical obligation to protect clients 'interests including
documents. Both acts have increased the work (data) flow of professional firms
due to increased need for the documentation of singed permission by individuals
to access “sensitive” data from every source.

ORGANIZATION BACKGROUND

Research being conduced is limited to four areas of interest related to tort law
within the category of civil law within the U.S. legal system: (1) to develop an
initial descriptive technology-usage-and-trend benchmark for a single law firm
handling tort (civil) cases in the U.S.; (2) to determine the costs and time cur-
rently known to provide existing professional services in the tort (civil) case area
in the U.S. (cost versus benefit); (3) to use the findings in (1) and (2) as a basis in
expanding the study into a study of representative, comparable firms with similar
practices in the area of tort law; and (4) to collect and analyze data on the nature
of the impact of technology on the U.S. legal system. The law firm in this study
is identified only as the Professional Law Firm (PLF). It was chosen because it
was accessible, and it is heavily involved in mass tort litigation which is one of
the major health and litigation issues in the U.S. This phase is intended to develop
insight into one illustrative intrusion issue that might have legal implications for
a law firm as well as their clients.

REVIEW OF LITERATURE

In the May 2004 issue of Government Technology, the National Consortium for
Justice Information and Statistics or SEARCH recommendations for nine milestones
is presented. These milestones are: (1) Initiate the process and institutionalize
a governance structure, (2) continue planning, (3) develop and use performance
measures, (4) analyze information exchange, (5) adopt or develop standards, (6)
create sound integration architecture, (7) develop the infrastructure, (8) improve
agency and organization applications, and (9) establish interfaces [3].

The Dennis Kennedy.com web site that is immensely popular within the legal
profession describes the complexity of issues facing the legal firm and justice sys-
tem as a whole. Two quotes are worth repeating and allow the researchers to drill
down through the justice system to the level of the law firm and the environment
in which a firm operates. “The courts are very serious about moving to e-filling
and judges want to get attorneys moved to electronic systems.” “Computer
forensics and electronic discovery tools have become standard tools for some of
the best litigators. Increasingly, the evidence you may need exists in the form of
e-mail or never was printed out onto paper.” [4] Additionally, law firms and oth-

ers must ensure their IT efforts are compatible with their clients’ efforts to meet
the changing expectations regarding transparency and accountability in business
processes and corporate accounting designed to improve public confidence in
publicly regulated businesses. [5]

As part of the ongoing research to understand the impact of technology on le-
gal firms and thus on the entire legal system we selected one intrusion tool for
illustrative purposes that if not detected and protected against within the law
firm’s networked system that contains confidential privileged client information
could compromise client corporations under the SOX and HIPPA acts. In short,
the authors wanted to examine the issues related to protecting clients’ interests
(documents, access to documents, etc.) in a law firm that has a legal as well as
ethical obligation to ensure that sensitive client data is well protected. No effort
in this study was made to explore the potential legal implications to a law firm
that fails to adequately protect sensitive data of its clients.

The intrusion tool examined in this segment of the study is the use of port knock-
ing. The networked environment of today requires that information technology
(IT) professionals utilize virus scanning tools, firewalls, network operating system
features to manage the access to a given company’s networked system. Most
of the attention is focused on the use of well-known tools or procedures such as
matching user names to passwords and the use of firewalls to reduce the intru-
sions by hackers.

This third phase of the ongoing study is an attempt to describe the technical is-
sues and the related implications of several approaches (tools) available to those
who wish to enter without authorization into a network and those that use such
approaches for financial gain, illegal activities or for other reasons, areas with
significant fraud prevention and detection implications — in short to compromise
a law firm’s client database. Intrusion tools which may be used by individuals
engaged in fraudulent activities the authors describe how “port knocking” could
be used as an intrusion tool to gain entry into a firm’s network and thus allow
someone to obtain (without authorization) corporate data (client, employee,
financial, etc.) and/or be used by users (having authorized access) to the data
electronically transfer classified or sensitive corporate data to others located
internally and externally to the organization.

In simple terms port knocking refers to the technical interactions between two
computers as one attempts to open a closed port and thus pass through the
second’s firewall. Managerial issues for the IT professional range from the routine
management of the networked system including the firewall (good) to the use
of the port knocking method to pass messages between computers (individuals)
in a manner that bypasses or circumvents the normal network security features
(bad). Port knocking as presented in the Linux Journal is a process for a remote
user to connect to a server when the port (service) is closed and a firewall is in
place. The remote user sends a sequence of requests to the server. All of the
ports are closed and the firewall logs the attempts. Software is in place that moni-
tors the firewall’s logs. When a correct sequence of port attempts are detected
by the software, then a given port will be opened and the remote user can then
access the requested port. This is a form of “a stealthy method of authentication
and information transfer to a networked machine that has no open ports”. Port
knocking also “...can be extended to transmit any type of information encoded
in a port sequence.” [6]
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CASE DESCRIPTION

The law firm [PLF] used as the basis for this case study is considered a specialty
firm that coordinates litigation efforts by legal firms located in thirty-five states
that are involved in class action suits related to health care. The required legal
documents (paperwork) and information change exponentially with the addition
or deletion of new plaintiffs to existing litigation. A concurrent requirement is a
database to permit the firm to manage the required coordination between separate
suits in each separate legal jurisdiction. Thus, a law firm has a need to ensure
that all client data held in repository for pending and past litigation is managed
as if it was held in the client’s own computer system.

Phase I: Strategic Considerations

The PLF at the beginning of the study phase reported that it was studying the
potential that intrusion tools could have on its ability to provide a secure environ-
ment for its clients that find themselves under the guidelines of the sections of the
Sarbanes-Oxley Act of 2002 and the privacy provided by the Health Insurance
Portability and Accountability Act of 1996.

e Professional and non-professional staff (internal) access accountability

¢ Client and other non-firm parties (external) access accountability to reduce
to a zero intrusion level to ensure confidential client data would not be com-
promised.

Phase II: Intrusion Effort Study

The researchers with the assistance of the law firm undertook an effort to demon-
strate the electronic passing of text information between two networked machines
using port knocking to bypass the network monitoring system in place for the
law firm. This implementation did not require a firewall be used by the receiver.
We illustrate this process with a sender (server) and client (receiver-law firm)
software written in Perl. The server took the message, mapped the characters to
predefined ports and sent the message to the client (external party). The client had
the same port mapping information and decodes the message. One very important
aspect is this process is meant to be “invisible” as possible, so the information
was not sent all at once. Rather it was sent over (perhaps) a lengthy period of
time. Thus, monitoring software at the sender’s site will not detect a pattern of
unusual behavior. At most, a stray packet here and there may be detected if the
sender’s organization uses a sniffer program as a component of its monitoring
system since fraudulent activities can occur under the noses of those whose
responsibility it is to prevent.

The PLF strategic planning was delayed due to aftermath of Hurricane Katrina but
remains as a priority for the firm. The PLF has identified an initial set of issues
since its recovery from the impact of Hurricane Katrina that must be included in
the strategic planning and include the following areas of interest by the firm:

¢ Client data retention,

*  Repository database management to ensure potential issues under SOX and
HIPPA coverage for clients are met, and

» Increased intrusion detection

The partner in charge of operations management (POM) at the PLF currently
has the IT staff developing a set of alternatives for consideration by the firm.
These alternatives include, but are not limited to, the use of additional SOX
and HIPPA compliant software guidelines and the development of an additional
intrusion layer of security in the existing network firewall structure. Once the IT
staff presents the alternatives including costing and capabilities to the POM the
professional staff will be given an opportunity to provide input to the partners
that will ultimately make the decision.

There is heightened awareness by the firm that as it moves past the recovery efforts
related to Hurricane Katrina other issues will once again have significant ramifica-
tions on the decisions to be made by the firm. Since many of the court document
repositories have been damaged or destroyed, the recovery effort undertaken by
the courts for filing and maintaining records will shape the opportunities that exist
to fundamentally change the legal system; this will, in turn, impact the direction
individual firms will need to go regarding the filing and processing of tort litiga-
tion. An integral consideration is that of ensuring that law firm practices do not
raise additional liability exposure issues for firm clients.

CONCLUSIONS

Currently the PLF is actively involved in strategic planning that is designed to
allow the firm to address potential SOX and HIPPA issues concurrent to its rep-
resentation of its clients. No specific time-frame was identified by the firm since
the legal system in the area impacted by Hurricane Katrina is still addressing
continuing recovery needs.
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