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ABSTRACT

In this chapter, the authors calculate the accuracy value of machine learning 
models for combined, network, bio-medical data. The result shows that random 
forest has the highest accuracy value 94.17% for combined and 93.19% bio-
medical data. For network data, decision tree classifier provides the highest 
accuracy value which is 94.07% whereas decision tree regression gives the 
highest accuracy value: 94.62% for combined, 92.11% for bio-medical, and 
94.09% for network data.
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Machine Learning-Based Cyber Intrusion Detection System

INTRODUCTION AND BACKGROUNDS

Sensors, the cloud, and many more advanced technologies give a new aspect to the 
healthcare system. Advancements in the area of wireless data collection through 
sensors, data storage, internet, and communication link patients who are far from 
healthcare professionals. Remote monitoring systems enabled the communication 
link between doctors and patients using various types of gadgets such as smart 
watches, smartphones, laptops, and many more devices. These devices are known 
as the internet of things (IoT). If these devices are integrated for medical purposes, 
then it becomes the internet of medical things (IoMT) (Razdan & Sharma, 2021). 
IoMT reduces the visit of the patient and medical professionals can collect the 
data of patients through the internet. Patient details are represented as a medical 
record in a digital format than paper which also knows as electronic health records 
(Dimitrov, 2016) (EHR). Wireless communication is used between the patient 
and server repository to locate the EHR details. EHR data should be secured from 
intruders and attacks while transmitted over communication channels through the 
internet. As IoMT architecture (Toghuj & Turab, 2022) shown in Fig 1 where three 
layers named application, network, and perception, represent the flow of data from 
sensors/actuators to cloud/server. These layers performed the following operations 
on medical data: processed, analyzed, and stored.

To do the computational statistical analysis, machine learning (ML) helped to 
predict intrusion detection for cyber security (Davenport & Kalakota, 2019a). The 
most promising technique is to manage issues of security in healthcare systems for 
attacks (Abouelmehdi et al., 2018). L comprises the rules and methods that can 

Figure 1. IoMT architecture



 

 

13 more pages are available in the full version of this

document, which may be purchased using the "Add to Cart"

button on the publisher's webpage: www.igi-

global.com/chapter/machine-learning-based-cyber-intrusion-

detection-system-for-internet-of-medical-things-attacks-in-

healthcare-environments/328122

Related Content

A Comparative View of Censored and Uncensored Political Discussion: The

Case of Chinese Social Media Users
Qihao Ji (2019). Censorship, Surveillance, and Privacy: Concepts, Methodologies,

Tools, and Applications  (pp. 1439-1453).

www.irma-international.org/chapter/a-comparative-view-of-censored-and-uncensored-political-

discussion/213864

The USA Electrical Grid: Public Perception, Cyber Attacks, and Inclement

Weather
Eugene de Silvaand Eugenie de Silva (2019). National Security: Breakthroughs in

Research and Practice  (pp. 659-672).

www.irma-international.org/chapter/the-usa-electrical-grid/220907

Fourth Generation Warfare and the Challenges in Military-News Media

Relations in India
Ramakrishnan Ramani (2019). National Security: Breakthroughs in Research and

Practice  (pp. 754-772).

www.irma-international.org/chapter/fourth-generation-warfare-and-the-challenges-in-military-

news-media-relations-in-india/220913

Privacy-Preserving Hybrid K-Means
Zhiqiang Gao, Yixiao Sun, Xiaolong Cui, Yutao Wang, Yanyu Duanand Xu An Wang

(2019). Censorship, Surveillance, and Privacy: Concepts, Methodologies, Tools, and

Applications  (pp. 1009-1026).

www.irma-international.org/chapter/privacy-preserving-hybrid-k-means/213841

http://www.igi-global.com/chapter/machine-learning-based-cyber-intrusion-detection-system-for-internet-of-medical-things-attacks-in-healthcare-environments/328122
http://www.igi-global.com/chapter/machine-learning-based-cyber-intrusion-detection-system-for-internet-of-medical-things-attacks-in-healthcare-environments/328122
http://www.igi-global.com/chapter/machine-learning-based-cyber-intrusion-detection-system-for-internet-of-medical-things-attacks-in-healthcare-environments/328122
http://www.igi-global.com/chapter/machine-learning-based-cyber-intrusion-detection-system-for-internet-of-medical-things-attacks-in-healthcare-environments/328122
http://www.irma-international.org/chapter/a-comparative-view-of-censored-and-uncensored-political-discussion/213864
http://www.irma-international.org/chapter/a-comparative-view-of-censored-and-uncensored-political-discussion/213864
http://www.irma-international.org/chapter/the-usa-electrical-grid/220907
http://www.irma-international.org/chapter/fourth-generation-warfare-and-the-challenges-in-military-news-media-relations-in-india/220913
http://www.irma-international.org/chapter/fourth-generation-warfare-and-the-challenges-in-military-news-media-relations-in-india/220913
http://www.irma-international.org/chapter/privacy-preserving-hybrid-k-means/213841


Semantic Based Annotation for Surveillance Big Data Using Domain

Knowledge
Feng Xieand Zheng Xu (2019). Censorship, Surveillance, and Privacy: Concepts,

Methodologies, Tools, and Applications  (pp. 660-674).

www.irma-international.org/chapter/semantic-based-annotation-for-surveillance-big-data-using-

domain-knowledge/213826

http://www.irma-international.org/chapter/semantic-based-annotation-for-surveillance-big-data-using-domain-knowledge/213826
http://www.irma-international.org/chapter/semantic-based-annotation-for-surveillance-big-data-using-domain-knowledge/213826

