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ABSTRACT
 Virtual Private Networks (VPNs) provide an inexpensive and scalable
solution for the transfer of sensitive data through an unsecured network
by creating a “tunnel” from sender to receiver. One of the most popular
protocols for creating VPNs is the IPSec protocol suite, where secure key
negotiation and exchange must be done first, before any encryption of
data can take place. This article examines the latest VPN technologies
focusing on one of the factors that have an effect on VPN performance
and scalability, namely security key management. A new aggregation
key exchange approach compatible to current technologies is proposed
for improving the key exchange performance in large VPN systems. The
new approach represents a trade-off between performance and security.
A simulation model based on the Network Simulator (ns) was developed
for this new approach. Simulation experiments for various scenarios
were conducted and their results were compared to the traditional key
exchange scheme.

INTRODUCTION
The Internet, as a global public network, provides an ideal backbone

for data communication due to its low-cost and ubiquitous access. Many
companies and agencies are using Virtual Private Networks (VPN) to
build secure networks over the Internet for their private use. A VPN is
formally defined as a class of services using a shared network to emulate
the characteristics of a private network, expressed in terms of require-
ments for performance, reliability, security and quality of service [11].

VPN solutions are designed to deal with these requirements. Using
special tunneling protocols and effective encryption procedures, data
integrity and privacy is achieved in point-to-point connections. IPSec
is a popular protocol for building secure VPNs over the Internet that
assure data integrity, authentication, and privacy [7]. IPSec uses a
variety of protocol exchanges and encapsulations at tunnel endpoints
to authenticate and encrypt user data packets forwarded accross the
public Internet [12].

Although VPN technologies over the Internet are very promising,
many specialists have serious concerns with the scalability and security
of these techniques [1]. The scalability implications affect the following
aspects: memory used to maintain per-VPN or per-site state, processing
power, and management load.

This article focuses only on one of the factors that affect the VPN
performance and scalability, namely security key management. Al-
though the latency of encryption and decryption may be felt by the end
user as the most expensive operations related to a secure communica-
tion,  the management of a very large number of security keys (as is bound
to happen when the number of VPNs and sites per VPN increase) will put
a high load on the network nodes responsible for it. While encryption/
decryption are performed at the user’s end, key management is concen-
trated in some network nodes, adding to their load and raising the
potential for node bottleneck. Moreover, for a high-security level it is
recommended that the keys be replaced very often (the extreme case
being a new key for every message exchanged). Considering, for

example, that the process of negotiating a new key takes in IPSec from
three to six messages [7],  frequent key replacement may have a strong
impact on the traffic levels in the network.

A new Aggregation Approach for key exchange, compatible with
current technologies, is proposed in the paper for improving the key
exchange performance in large VPN systems. The new approach
represents a trade-off between performance and security. A simulation
model based on the Network Simulator (ns) [5] was developed for the
proposed approach. Simulation experiments for various scenarios were
conducted and their results were compared to the traditional key
exchange scheme.

This paper is organized as follows: Section 2 presents the most
common IP-based VPN models, Section 3 describes the proposed
aggregation approach, Section 4 analyzes the security implications,
Section 5 discusses the simulation model and its results, and Section 6
presents the conclusions.

VPN MODELS
A typical VPN consists of a number of geographically dispersed

customer sites, which are attached to Customer Edge (CE) devices and
communicate with each other via a shared public network. Each CE is
directly connected to a Provider Edge (PE) device. In terms of size, a
reasonable estimate for the number of PE in a public network is 50, where
each PE can support on average 500 CEs [1]. The general strategy used
in today’s VPN models is to concentrate the VPN intelligence at the
edges of the core network, leaving the core network elements unaffected
[1]. The VPN deployed today are classified as customer premises
equipment-based (CE-to-CE-based) and network-based VPN (also
known as PE-to-PE-based) [1], as illustrated in Figure 1.a and 1.b,
respectively.

In CE-to-CE VPN, all the VPN routing and tunnel setup are
implemented and maintained by the customer equipment (a.k.a. VPN
gateway). The provider has no knowledge of a customer’s VPN routing
or addressing scheme, and sees only normal IP packets traveling through
the shared network [12]. The drawback of this VPN model is the
expensive and heavy management load on the customer gateway. It gives
relative poor performance on key negotiation and exchange, especially
for large networks. However, it gives strong protection of inter-site
traffic through the Internet [1].

With PE-to-PE VPN, customer routers need not implement VPN
specific functions like tunneling. Customer sites are connected to a
Provider’s Edge (PE) device through a CE. All the secure tunnels are
established between PEs. A PE will be responsible for information
exchange and encryption/ decryption. A significant disadvantage is the
unprotected link between CE and PE.

In this paper we assume that the IPSec protocol suite is used for
realizing secure communication in different VPN models. IPSec is
designed to provide interoperable, high quality, cryptographically-based
security for IPv4 and IPv6. It offers data authentication, protection
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against replay (integrity), and algorithms for encryption/ decryption
(confidentiality). These services are provided at the IP layer, to protect
the IP and upper layer protocols. IPSec is comprised of three basic
protocols: IKE, AH and ESP. We are interested especially in the Internet
Key Exchange (IKE) protocol, which allows communicating parties to
negotiate methods of secure communication.

AGGREGATION APPROACH  FOR KEY EXCHANGE
A new approach to key management, named Aggregation Ap-

proach for Key Exchange, is proposed in this section for the network-
based IP VPN. First of all, we assume that asymmetric encryption is used.
With this scheme, each user can generate a public/private key pair
[4][8]. The sender and the recipient exchange only the public keys over
the public Internet, and each holds its own private key. The sender uses
the peer’s public key to encrypt the data and forward the packet to the
recipient; the recipient uses his own private key to decrypt the data when
he receives the packet.

In network-based IP VPNs, the provider edge (PE) router is the
entity able to manage all key negotiations on behalf of the users
associated with it. As illustrated in Figure 1.c, a group of users of VPN1
are located at different sites and are connected to PE1 through the
gateways CE1, CE2, and CE3,  and to PE2 though CE5. When any of
the users in CE1, CE2, and CE3 initiates a VPN communication to users
in CE5, the two provider edge devices, PE1 and PE2, will negotiate,
generate the public/private key pairs, and exchange the public keys and
other information, such as the encryption and authentication algo-
rithm, for this communication. This is done by using the IKE protocol,
which has two phases: in phase one a secure channel is set up between
two PE peers, and in phase two the public/private key pairs are
negotiated, generated, and the public keys exchanged [7].

In the proposed Aggregation Approach, two PE peers will establish
an encrypted tunnel between themselves by executing IKE phase one,
and then will execute one or more phase two in order to exchange the
keys and assign them to the connected gateways. The following
alternatives are possible:

a) Strong aggregation/lower security level: use the same public/
private key pair for all VPNs connected to a PE. For example,
in Figure 1.c, PE1 shares the same key pair with CE1, CE2, CE3
and CE4.

b) Medium aggregation/better security level: a key pair is shared
only among the CEs representing the same VPN. The PE peers
will execute a new IKE phase two for each VPN connected to
them. For example, in Figure 1.c, PE1 will share a key pair with
CE1, CE2, CE3, and another key pair with CE4. It is also possible
to define security groups (divide the VPN users at a site in different

groups) and have an IKE phase two key exchange for each pair
of groups. The security implications of these alternatives are
discussed in the next section.

In the proposed Aggregation Approach, the security-related re-
sponsibilities are divided between PE and CE. While the PEs have the
responsibility to setup secure channels and to negotiate and exchange
security keys and other necessary information, the CEs are responsible
for the actual encryption and decryption of data, by using the keys
assigned by the corresponding PE. In this way, the proposed approach
reduces the management load by maintaining fewer secure channels and
by managing fewer security keys, without compromising too much the
end-to-end protection of user data.

Assume that a public network has p=50 PEs, and each PE supports
on average c=500 CEs [1]. In the “traditional” key management
approach, the number of CE-to-CE secure channels that need to be
created is cp(cp-1)/2 (almost 315 million), and the number of public keys
need to be exchanged  is cp(cp-1) (almost 625 million). On the other
hand, in the proposed Aggregation Approach the number of PE-to-PE
tunnels is significantly reduced to only p(p-1)/2 =1225 according to the
previous estimate, and the number of keys exchanged to p(p-1)=2450.

However, the advantage of exchanging less information over the
public network comes at a price in terms of  security capabilities, as
discussed in the next section.

SECURITY ANALYSIS
We identify here some of the security weaknesses of the Aggrega-

tion Approach for PE-to-PE VPN, discuss how these weaknesses can be
overcome, and give some additional ways of improving security.

Since the link between CE and PE is unprotected, it is possible that,
when the public/private key pair is transmitted by the PE to the CE, the
keys may be compromised on this link. This will threaten the entire set
of traffic flows within the secure channel between the respective PEs.

We propose the following way around this: a) prior to key
transmission, each CE attached to a PE requests a certificate from the
PE and the CE-PE pair then sets up a secure channel between themselves
using SSL [3], b) the PE then encrypts the public and private keys using
the SSL session key for transmission to each CE. Note that the PE will
use a different session key corresponding to each CE. Also, the public
key transmitted by the PE to the CE in the certificate for SSL setup is
the PE’s public key for encrypting data meant for the PE itself, with the
certificate supplied by some central CA (Certification Authority).  In
this way, a PE can securely transmit its generated public/private key pair
to each CE that is required to share them.

For a given PE with CEs that represent different VPNs, users of
these different VPNs may be able to eavesdrop on one another depending
on how the PE generated public/private key pair is shared among the CEs.
There are 3 cases: a) the key pair is shared among CEs representing
different VPNs, b) a key pair is shared only among CEs representing the
same VPN, as a new key pair is generated for each different VPN (this
can be done with new second phases of IKE), and c) combinations of a)
and b), i.e. some different VPNs share the same key pair, others have
their own distinct key pair. Case b) is similar to the CE-to-CE VPN model
and gives the same level of security, since users of the same VPN are in
a trusted environment and can use the same key pair. However, case b)
still gives a performance enhancement over the CE-to-CE type since
only 1 key pair is generated for different CEs of the same VPN as opposed
to a new key-pair for each CE as in the CE-to-CE type of VPN. Case a)
and to some extent, case c), are the problem cases for they allow users
of different VPNs to eavesdrop on one another and this should definitely
not be allowed as it goes against the very idea of having a VPN in the
first place. To this we have no clean solution. It truly is a security-
performance trade-off: we can have more security as in case b) but at the
cost of performance (more key pairs have to be generated and more key
exchanges need to take place). We can, however, lessen the seriousness
of this weakness, by postulating that when the same key pair is shared
among CEs representing different VPNs, the users of these different
VPNs all belong to a trust community and they can share the same key
pair. This can happen in real life, for example, where users from different

Figure 1. VPN Models
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enterprises belong to a trust community for the purpose of collaborating
on a common project.

Another security weakness is that an attacker can compromise the
CE, the PE, or the link between the CE and PE (man in the middle attack)
and redirect the packets to other destinations. This type of attack is not
particular to the Aggregation Approach for PE-to-PE VPNs, but
Internet routers and links are susceptible as well. One defense against
these attacks is to use a form of onion routing [10] and encrypt the
address of the receiver in the inner most layer of an onion, which is then
covered with multiple layers of encryption where each layer only defines
the next hop in a hop-by-hop routing scheme. Each node that receives
the onion would decrypt its corresponding layer to discover the next hop
in the route. The last node in the route decrypts the receiver’s address.
Under such a scheme, an attacker would find it next to impossible to
redirect packets. Of course, the use of such a scheme incurs overhead and
we arrive once more at the security-performance tradeoff.

To complete this security analysis, we point out two additional
ways to improve security for our Aggregation Approach PE-to-PE VPN.
The first way is to allow for groups of users to be grouped into
communities of trust within which they can share the same key pair. A
grouping would be done for various purposes and needs, such as for the
purpose of collaboration. The PE would generate a different key pair for
use by each group. This offers flexibility in that a group could be very
large, where security needs are low, to very small, where security needs
are high. We could even have groups of one person each for even greater
security. A second way to improve security is to allow users to set up
IPSec secure channels to their communication partners through the PE-
PE secure tunnel. This can be done quite easily as IPSec comes with MS
Windows 2000, for example. In this way, there is a high security double
layer of encryption traversing the PE-PE secure tunnel. Similar multi-
level encryption schemes can be defined, but again at the cost of
performance.

SIMULATION MODEL
A simulation model for the traditional and aggregation approach

(case a) for key exchange has been designed and implemented by using
the Network Simulator (ns) [5].   The simulation analysis took into
account the effect on key management performance of three key
experimental factors: network size, node connectivity degree and
lifetime of a secure channel.

The network topology used in the simulation experiments follows
the “transit-stub” model and was generated with the tool GT-ITM
(Georgia Tech Inter-network Topology Model), embedded within the ns
package [2]. The parameters of a topology are the network size, and the
connectivity degree (defined as the average probability of connection
between two nodes). Six random network topologies were generated,
characterized by three sizes (52, 108 and 150 nodes) and two connec-
tivity degrees (low at 2.68 and high at 3.69). The lifetime of a secure
channel was measured by the number of single communication sessions

aggregated into the same channel, rather than in time units. After a
certain number of sessions have been aggregated, the channel is consid-
ered no longer secure, and it is torn down and re-established if needed.
The lifetime values used in the simulation experiments were 5, 10 and
30. The traffic generator chosen for the simulation experiments is
attached randomly to the nodes in the “stub” domain, and generates
traffic according to an exponential “on” and “off” distribution: packets
are sent at a fixed rate in every “on” period and no packets are sent during
the “off” period. The numerical values used for the traffic generator
were 500 ms for the mean duration of the “on” and “off” periods, and
100Kbps arrival rate in the “on” period.  The simulation results were
obtained with confidence intervals of 4% of the mean or better at 98%
confidence level.

Figure 2 gives the average key exchange time for both the
traditional and aggregation approaches, for different network sizes and
connectivity degrees. In these cases, the keys were considered valid until
the communication session was completed. The following can be
concluded:

• The average key exchange completion time is reduced signifi-
cantly when the aggregation approach is applied. In the cases
shown in the figure, the improvement is of approximately 60%.

• For the same network size, raising the connectivity degree
improves the key exchange and negotiation time. This effect is
stronger in larger networks.

Figure 3 show the effect of tunnel lifetime on key exchange
performance for different network sizes. As expected, the overhead of
executing the key negotiation and exchange is larger when the tunnel
lifetime is shorter. Also, higher connectivity degrees lead to lower key
exchange times. From the figure it can be seen that the frequency of
changes in tunnel lifetime has a higher impact in larger networks.

CONCLUSIONS
This paper studied the trade-off beteen performance and security

for the key negotiation and exchange in IPSec-based VPN networks. A
new Aggregation Approach for Key Exchange was proposed in order to
improve the key exchange performance in large VPN systems. The
security implication of the new approach were discussed. A simulation
model based on the Network Simulator (ns) was developed, and simula-
tion experiments for various scenarios were conducted and analyzed.

This is a performance and security trade-off solution targeted at
improving the performance of secure key exchange. Depending on the
customer’s request, different levels of performance and security may be
engineered into the VPN design as needed.
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