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ABSTRACT

The importance of the study of the cryptography feelsin one moment in
that the electronic trade grows exponentially in Internet and it is done neces-
sary a middle of protecting the data that freely in Internet. This document
offers a general vision of network security softwares and related methods for
the professionals of network security of the present time. The approached topical
principal will be: protection of networks through the cryptography and cryp-
tographic softwares. We will present an abbreviation historical notes of the
cryptography making a comparison with the systems of the present time.

INTRODUCTION

After September 11, 2001, the world understood that it lived under con-
stant threat of some attack type. The concern with this new reality surpassed
the governments’ ambit and financial institutions and it also reached the orga-
nizations that noticed the significant increase of the threats and of the vulner-
ability the one that is exposed, mainly in what refers the discharge vulnerabil-
ity of the digital atmosphere.

The need to protect your assets and to assure the continuity of the opera-
tions, it has been taking the companies they develop a system of administra-
tion of information security to implement controls based on analyses of the
risks to the business and in legal and compatible requirements with the nature
of your activity.

For your time, the users of information systems were more alert and cau-
tious in the hour of accomplishing operations on-line.

In agreement with Médulo consulting (Médulo, 2002) of 547 Brazilian
companiesinterviewees, 72% of those companies suffered some attack typeto
October of 2002. Of those, 19% had inferior loss the US$ 15 thousand, 8%
had losses between US$ 15,000 and US$ 400,000 and 1% above US$ 400,000.

Another study of Gartner Group (Barbosa, 2002) showed that swindle
them in stores on-line in 2001 they arrived to 700 million dollars.

For Santos (2002), one of the problems for the lack of safety of the com-
panies, is the system administrators' unpreparedness that not always they are
willing to install all the “patchs’ and updatings that appear every day. The
speed with that the technology moves forward and the easy access to the
“hackware” in Internet is another added difficulty.

CRYPTOGRAPHY: ASEVERYTHING BEGAN

Before introducing to the study of the cryptography, we will have a fast
vision on the history of the cryptography.

In agreement with Terada (2000), the cryptography flows of the words
Greek “kriptd” that it means “hidden” and “logos’ that means “word.” Soon
cryptography means hidden word.

The cryptography, in agreement with Burnett (2002) it is so old when the
writing but it is not known for sure in that time the cryptography became used
for ends of safety; what is known for sureit is that the cryptography began to

be used for military ends. A classic example and one of the oldest crypto-
graphic systems documented (Carvalho, 2002), it is Caesar’s System, of the
Roman emperor Julios Caesar. The system consisted of substituting a letter of
the alphabet for an another in such a way that this substitution relationship
was fixed; in this case the key ch is a whole number between 0 and 25 and
each letter L it was encrypted using the following equation:

L’=(L+Ch) mod 26

and for decrypt it is had:
L=(L"-Ch) mod 26

This cryptography method is known as system of substitution word by
word and it is shown extremely simple given that only have a maximum of 26
possible keys; although extremely fragile it was used with success during the
empire.

Asthe Cryptography Works Today

The cryptography today is the half more used for the sending of secret
information through insecure communication lines (Carval ho, 2001). Your use
is going of safe e-mails to protocols of safety. Several techniques exist to use
the cryptography efficiently but the key cryptography is one of the more used.
For Terada (2000), key secretes of cryptography it is a mechanism that seeks
to maintain the safety of what it was encrypted and of the user’s only knowl-
edge. It works as an additional protection to the cryptography.

According to Burnett (2002), one problem of this system isin the choice
of the key that if it goes very easy or of easy deduction, it doesn’t increase
safety any and the algorithm will be easily “broken.”

In agreement with Terada (2000), the systems of key cryptography are
divided and, systems of symmetrical and asymmetric key; symmetrical when
it uses the same key for encrypt and decrypt; asymmetric when the key that
was used for encrypt is not necessarily made necessary for decrypt.

The cryptography of stronger symmetrical key today, meetsin the level
of 128 hits.

For understanding ends, we will see how the cryptography key works.
See an example below with a key with three bits:

000 001 010 011 100 101 110 111

now, adding one more hit, we see that the number of possible keys is bent:
0000 0001 0010 0011 0100 0101 0110 0111
1000 1001 1010 1011 1100 1101 1110 1111

Breaks and Attacksin Cryptography
Severa ways exist of breaking the cryptography. The algorithm can be
attacked or to attack the cryptography key. For break of cryptography key, one
of the attacks more used it is the attack of rude force.
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Table 1. A worse scenery than the worst of the situations: How long an attack
of rude force would take with relationship to the several key sizes (Burnett,
2002)

Bits 1% of the space of the key 50% of the space of the key
56  1second 1 minute

57  2seconds 2 minutes

58 4 seconds 4 minutes

64 4.2 minutes 4.2 hours

72  17.9 hours 44.8 days

80  190.9 days 314 years

90 535 years 321 centuries

108  140.000 millennia 8 million of millennia

128 146 billion of millennia 8 trillion of millennia

In agreement with Burnett (2002), a method of attack of rude force con-
sists of trying all the possible keys until that the correct is identified. To pro-
ceed, avery simple algorithm of attack of rude force:

/* Algorithm of Rude Force * /

1. Begin

ayY =0

b.1:=0;

c. Read (k);

d. While (Y <> K) of the

LY =1 +1;

e. Write (* TheKeyis: ", Y);

2. end.

That method takes along time in normal computers but computers exist
created exclusively to break cryptographic systems. One of them isDeepCrack.
A computer of the American government capable to test one hillion keys a
second (Terada, 2000).

For Burnett (2002), essentially 50% of the key are researched before
being broken. To proceed, we have atable with aworse scenery than the worst
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of the situations with relationship at the time of an attack of rude force would
take with relationship to the several sizes of the keys (see Table 1).

In fact, thetechnology of cryptography key has been advancing in asuch
way that is very unlikely that hackers get to break an alone key.

In recent challenge proposed by RSA Securities, they were necessary
four years and more than 331 thousand computers working daily to decipher
the secret key RC5-64 of 64 hits. In agreement with Alexandre Cagnoni, gen-
eral manager of RSA Security in Brazil, RC5-64 has combinations of 18 mil-
lion of trillion of keys. An alone hacker or in small group it would take many
years the plus, or even some decades, to get to find the correct key. (Santos,
2002).

CONCLUSIONS

The security datain computers network it has been critical factor in the
executives of IT calendar in thewholeworld. In fact, the technology has been
moving forward to wide steps and it doesn’t get to be the largest problem. Asit
was seen, network’s administrators' unpreparedness is that causes the largest
index of attacks with success in the nets of computers; it doesn’t advance to
place an algorithm with key of 512 hitsif the used key issomething like 123456.

Infact, it is quite unlikely that the size of symmetrical key surpasses the
512 bits; what generates a size of such big key that she cannot list in that
document.

However the cryptography is not and nor it should be the only middle of
maintaining secret data; it isjust atool as several other existent ones.

Is the alert so that the cryptography community and of safety of the in-
formation it announcestelling your researches and the flaws found in the cryp-
tography algorithms. The success of those tools depends of as they are ex-
plored.
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