I DEAGROUPPUBLISHING

= 6P =F

701 E. Chocolate Avenue, Suite 200, Hershey PA 17033, USA

ITP4581

Tel: 717/533-8845; Fax 717/533-8661; URL-http://www.idea-group.com

NETWORK RISK ASSESSMENT
FOR SYSTEMS CHANGE

Philip JIrving, Principal Lecturer. philip.irving@sunderland.ac.uk
Helen M Edwards, Professor (Software Engineering). helen.edwards@sunderland.ac.uk
University of Sunderland, School of Computing and Technology, David Goldman Informatics Centre
St. Peter’'s Campus, SUNDERLAND, SR6 0DD. UK., Tel: +44 (0)191 5152408, Fax: +44 (0)191 5152781

ABSTRACT

Risk assessment for systems implementation (or change) normally
focuses on the software development aspects of the process or user
interactions with a system. However, there is an important connection
between the software system and the network upon which it runs. Changes
to one can have significant impact on the other. The need to consider
this interaction is presented and the lack of available literature to sup-
port this activity is outlined. Examples are given to illustrate the effect
of failing to evaluate networks within the risk assessment of systems
change.

INTRODUCTION

Many risk assessment methods consider computer systems to be
complex socio-technical systems: and thus they provide mechanisms
for assessing the interaction between, for instance, the users and the
software. However, the fact that such systems are frequently composed
of sub-systems often seems to be overlooked. Whereas, changes to a
sub-system needs to analysed not only in isolation, but aso in terms if
the impact on the whole. One sub-system that we believe is frequently
overlooked in terms of its importance in terms of complexity of sys-
tems change is the network. However, corporate networks are, perhaps,
the single most important subsystem of all: for data (often mission
critical) flows through the network like blood flows through the human
body. Moreover, just as the body suffers if blood ceases to flow, so the
organisation may cease to function if the data doesn't reach its destina-
tion. Two examples seek to illustrate this point: consider a bank where
the cash machines take half an hour per transaction, or a company
trading on-line that takes 40 minutes for a customer to pass through the
checkout. In either case, the software systems may function correctly,
but the outcome “falls short of what was expected” (Kontio, 1997).
The failure may, in such cases, be a result of ineffective networks (rather
than faulty software) and issues outside the boundary set by the software
project manager.

In this paper we seek to draw attention to the need for effective
research into relevant risk assessment and mitigation practices for cop-
ing with systems changes in networked environments. To present our
argument we outline the lack of existing literature, provide a summary
of the consequences of network failures, discuss the impact of systems
change on networks and network changes on systems before drawing the
conclusion that further work is required in the area.

LITERATUREREVIEW
Network Risks in Systems Change

For any researcher investigating a problem area an initial task is
the review of relevant literature. In this case the required literature
would be both general risk literature and specific work on risk assess-
ment for networks. Such literature was indeed acquired. However, the
search for “network risk assessment” returned papers focusing simply
on the aspect of security risks. This is undoubtedly an important con-
cern, for example vulnerabilities in the area of security can lead to theft,

fraud, data loss or even a Denia of Service (DoS) attack (Brooke, 2000;
Myerson 1999). However, this is not the only area of risk in the net-
worked environment: for example, preventing effective use of a net-
work will also deny the users the services which they require. Thus a
software project which causes a network to under perform will also lead
to the serious situation of a DoS, yet no evidence of such research has
been uncovered in literature surveys conducted by the authors. It was
considered that a literature search of network design would also be useful
in identifying risk assessment strategies for networks: but again, in prac-
tice, that also produced little of relevance to software development and
change. The authors and a masters project student have carried out
extensive searches using the digital library of the IEEE and ACM,
ScienceDirect, Web of Science, Google and other search engines and
have only been able to retrieve network risk assessment research cover-
ing security, results of these searches are reported in Velde (2002) and
Irving (2002).

This absence of a literature review perhaps indicates a large gap in
current risk thinking. Risk doesn’t just apply to the development/change
process, it applies to implementation of that process. Most authors in
computing will recognise that failure to correctly specify the design will
cause many problems in implementation; yet none seem to be consider-
ing risks arising from, for example, failure to review the network.

Consequences of Network Failures

It can be argued that failure to consider network failure is as dam-
aging as failure to consider design problems: if the design of the project
is flawed then the product may be totally unusable or require extensive
re-working. Whereas, where the underlying network is incapable of sup-
porting the project then project implementation may well bring down
the entire network and all the mission and safety critical systems, which
operate upon it. Indeed surveys in 1994 (Disaster Recovery Planning,

1994) in the US highlighted the following effects of computer outage:

1. The average company will lose 2-3% of gross sales within 8 days of a
sustained computer outage.

2. The average company that experiences a computer outage lasting 10
days will never fully recover. 50% will be out of business within 5
years.

3. The chances of surviving a disaster affecting the corporate data pro-
cessing centre are less that 7 in 100. The chances of experiencing such
a disaster are 1 in 100.

This survey shows the effects of a sustained computer outage across

a sample of 100 companies in the US. The companies in the survey

ranged from sole traders to multi-national organisations. Whilst the

authors recognise that in terms of a 2002 paper this information is
dated, few would argue that the stakes (and the risks), given the preva-
lence of the internet, are now much higher.

Network failure can also lead to data loss, Cipriano (1994) re-

ported that “Among companies that experience severe data loss, 43%

never reopen and 90% go out of business within 2 years”. Indeed the
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authors have personal experience of companies that would be unlikely
to survive more than a week if they lost their network.

NETWORK RISK ASSESSMENT DISCUSSION

Given the impact of network failure it might be expected that
project managers would take this into account in their risk assessment.
However, the limited evidence accrued thus far, from the literature and
in discussion with practitioners, suggests that this factor is rarely consid-
ered. Perhaps this confirms Keil et al’s assertion that “project manag-
ers believe they can control these risks” (Keil et al,1998). It is a fact
that networks, although rapidly developing still lag behind computing
power in terms of speed (Irving 2003); thus the effects of failure to give
appropriate consideration to the network are irreversible. There may be
no mitigation path available: a network cannot be simply “upgraded”,
this needs to be a planned change. Change here is another long project
in which a careful analysis must be undertaken to determine the effects
of the change to all systems. Obviously this can seriously delay the
implementation of the project.

The problem is further compounded in many organisations where
network management staff are often completely divorced from systems
developersment—staff: and are guite-often—dunder_er-eomptetely-different
management. But, rationally we can see that- most applications devel-
oped are dependent upon the network. Moreover, changes made to the
network will affect what the software development team are producing.
Therefore, to make progress we need to assess risk within a network
context from two perspectives:

i. System changes that affect networks
ii. Network changes that affect systems

The latter perspective should be the domain of the networking
team, the former the domain of the development team. However, just as
Kontio (1997) advocates a close working relationship with the users,
the authors would advocate a close working relationship between the
teams.

Systems Change: Impact on Networks

There are many situations in which a change to the software or the
system will affect the operation of the network. Whilst in some cases,
the network may be able to be upgraded and cope with the change, there
are other instances where the network cannot be upgraded. As a means
of demonstrating such points, there follows an example of a project in
which risk assessment of systems change/implementation failed to
recognise the impact of the changes to the network. A simple illustra-
tive bandwidth example is given below (Figure 1). This illustrates the
failure of the software developers to take into account the abilities of
the company’s current network, which in turn leads to the system being
unusable. More details and further examples can be found at (Irving,

Figure 1. Bandwidth example

Company 1 is a medium sized highly profitable organisation based
in a listed Victorian building. Four years ago, they spent a large
amount of money having a network installed and a networked
sales order system developed. Whilst this software helped them to
be successful, it is now found to be constraining their growth and
they contracted a software consultancy to develop new software.
As they are due to move to purpose built premises in one year
they wish to spend very little money on the current building. The
new system was much improved resulting in an increase in the
amount of data to be shipped on the network. Thorough testing
was undertaken on the consultant’s premises and the software
approved. Upon implementation at company premises, the per-
formance of the software was so poor that it immediately had to
be withdrawn. The first analysis of the problem showed that the
PCs were less powerful however, a suggested upgrade failed to
improve performance. The root cause of the problem was that
the network bandwidth could not support the requirements of the
new software.
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2002).

For this example changing the network architecture was out of the
question because of the huge costs imposed by constraints of the build-
ing. Therefore, the new software could not be used. Risk assessment for
the network had not been undertaken resulting in catastrophic conse-
quences for the project.

Network Change: Impact on Systems
Just as the software project manager should consider how the soft-
ware changes will affect the network, so the network team should con-
sider the problems that a network change can make to software and its
users._This illustrates that the network and development teams need to
maintain regular contact. An example case study can be found at (Irv-
ing, 2002).

CONCLUSIONS

Most risk assessment methods define a boundary for the system
being changed: however, computer systems almost always comprise of
sub-systems which need to integrate successfully with the other systems.
Unfortunately the risk assessment methods that have been analysed by
the authors fail to adequately recognise the impact that the network and
software components of a systems can have on one another. This paper
has highlighted the need to investigate this aspect of systems change
further. The authors are in the early stages of a research project which
will both gather empirical data from practitioners and evaluate existing
risk assessment and mitigation approaches in order to develop an ap-
proach that reflects the interconnection that exists between systems
and networks.
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