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INTRODUCTION

Information security systems have to meet two logical criteria to be ef-
fective. First the protection must be complete, in the sense that the response
should address the entire problem (e.g., everything that requires assurance is
secured). And second the safeguards have to be uniform. That is, there should
be an organization-wide commitment to security. The first principle is estab-
lished through a systematic implementation strategy. The second requires the
organization to define substantive policies, roles and responsibilities, educate
employees and describe and enforce accountability. The problem is that this
effort takes time and precious resources.

Nevertheless there are very real and substantive consequences if the se-
curity protection scheme is inconsistent. For example, a secure network with-
out policies to control the people who operate it can be breached no matter
how sophisticated the technology employed. One recent illustration of how
that exact scenario played out is the national database, which was raided by
four inside employees for the credit information of 30,000 individuals. That
information was sold to an identity theft ring, which subsequently used it to
commit massive credit card fraud.

As a matter of fact there are actually very few breaches of corporate
information security that directly involve the technology. Specifically, seventy
two percent of the serious losses recorded by the FBI in 2001 originated from
the actions of inside people rather than hackers (CSI 2002). Which under-
scores the principle that, no matter how robust the encryption scheme, there
areno practical safeguards unless everybody involved understandswhat consti-
tutes a violation and what the consequences are for committing one. So, the
correct response in nearly three-quarters of the cases last year should have
been a systematic set of organizational control procedures, not a more sophis-
ticated firewall.

THE THREE BUILDING BLOCKSOF A SYSTEMATIC
SOLUTION

Which conveniently leads us to the theme of this paper. Control objec-
tive based security frameworks are constructed around three high-level prin-
ciples. Figure Oneitemizesthese and illustratestheir relationship to each other.

Figure One: Fundamental Components of Information Assurance
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The first principle is standard best practice. This term just denotes the
fact that the collective body of knowledge of the profession can be tapped for
expert advice about the best way to respond to a practical concern. When best
practices are formally recorded and conveyed as a set of recommendationsthis
iscaled a “standard”. Standards are disseminated by acknowledged and au-
thoritative entities.

The second principle is governance. This is the generic organizing and
control function that underwrites any form of proper management. Where that
governance applies directly to the supervision of the organization's informa-
tion assets it is specificaly termed “information governance’. The informa-
tion governance function seamlessly integrates every aspect of information
and technical assurance into a single coherent and continuously evolving re-
sponse. In that respect substantive information governance is attained through
a tangible, organization-wide system of rationa policies, and their attendant
control objectives. Figure Two outlines that.

The process focuses specifically on establishing an integrated and docu-
mented set of policies, which are aimed at ensuring that the complete set of
information assets is fully secured. These must be sufficiently detailed to a-
low employees in the entire organization to understand how to establish tan-
gible control over their applicable operational activities.

Since that implies a comprehensive set of components that have to be
related, there is an implicit requirement for some sort of infrastructure. Which
brings usto the final principle, organizational infrastructure. Therole of infra-
structure is to make two intangible concepts real. Figure Three portrays that.

An infrastructure is nothing more than the particular embodiment of the
concepts of best practice and information governance in a given organization.
Itisalways documented in an explicit and traceable way. Tangibility isthe key
attribute. Accordingly, security infrastructures are implemented by the delib-
erate deployment of a set of rationaly derived relationships and processes,
embodied as a specific framework of control objectives. Operationally, a secu-
rity infrastructure forges a specific link between the overall business strategy
and information security requirements. Thisisillustrated in Figure Four.

Figure Two: Levels of Information Management
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Figure Three: Relationship of the Concepts of Best
Practice and Governance to Infrastructure

Figure Four: The Relationship between Strategic
Planning and Security Infrastructure
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The Three Standard Models

There are three globally accepted frameworks that embody these three
principlesin a security infrastructure. These are COBIT (ISACA, 2002) 1SO/
IEC 15408: (IS0, 1997) and BS 7799 (BSI, 2000). Each has a dlightly differ-
ent orientation but they all convey acomplete conceptual model, with the nec-
essary actions spelled out through a distinctive set of control objectives. These
control objectives are nothing more than the explicit definition of the desired
result or purpose to be achieved by the security element they are attached to.
Accordingly, the aggregate set of control objectives provides a concrete and
detailed picture of the security solution that each of these standards represents.

COBIT

COBIT supports the development of clear policies and procedures that
enforce operational control over IT. It was devel oped out of 41 primary sources,
which is important since legitimacy is an essentia requirement of any best
practice standard. COBIT assumes that effective security control is based on
four domains labeled: 1) planning and organization, 2) acquisition and imple-
mentation 3) delivery and support and 4) monitoring. Each of these domains
is further defined by a set of 34 high-level control objectives, which embody
318 itemized control objectives. Figure Five outlines that structure:

Figure Five: The COBIT Hierarchy of Control Statements
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We are going to employ the first of these domains (planning and organi-
zation) to illustrate this model. The planning and organization domain (PO)
contains eleven of the 34 high-level control objectives, which essentialy rep-
resent the topics that must be specifically addressed as part of the security
assurance for that domain. These eleven are:

PO1 Define a strategic IT plan

PO2 Define the information architecture

PO3 Determine the technological direction

PO4 Define the IT organization and relationships
PO5 Manage the IT investment

PO6 Communicate management aims and direction
PO7 Manage human resources

PO8 Ensure compliance with external requirements
PO9 Assess risks

PO10 Manage projects

PO11 Manage quality

Since these are topics rather than explicit procedure specifications their
precise implementation is essentially unclear at this level. Therefore each is
further elaborated by 95 explicit control objectives. A number of these are
aigned to every high level objective but there is never any less than one for
each. Overdl there are 318 control objectives in the COBIT model. These
provide the real value since they specify in very precise terms what must be
doneto satisfy its general purposes. We are going to use thefirst control objec-
tive PO 1.1 (IT as part of short and long range planning) to demonstrate the
level of specificity that this offers. That objective elaborates, the high-level
control objective POL1 (define a strategic IT plan) which is part of the Plan-
ning and Organization (PO) Domain. This objective simply specifies that IT
must be included as part of the long- and short-range business planning pro-
cess. The steps that are required to satisfy this objective are itemized within
the body of the description (from COBIT, 3 Edition):

PO 1.11T aspart of long- and short-range planning
Senior management is responsible for developing and implementing
long- and short-range plans that fulfill the organization’s mission and
goals. In this respect, senior management should ensure that IT is-
sues as well as opportunities are adequately assessed and reflected in
the organization’s long- and short-range plans. IT long- and short-
range plans should be developed to help ensure that the use of IT is
aligned with the mission and business strategies of the organization.

It cannot be stressed enough that the COBIT framework embodies 317
other statements of this type. As such, it should be clear that it offers very
detailed guidance about the actions that must be taken to secure an IT func-
tion. The next model at is similar in its focus but it allows the organization to
integrate security requirements into any information technology product or
process.

Example: Establishing I nfor mation Security through | SO/I EC 15408

The goal of ISO/IEC 15408:1997 is to embed detailed information secu-
rity requirements into the functional specifications of any IT product, system,
or process. There are three parts to this standard. Each describes the imple-
mentation process for security controls that can be used to describe the behav-
ior of agiven Target of Evaluation (TOE). These control objectives are cap-
tured in a generic reusable Protection Profile (PP), which is then specifically
tailored for a given product as a Security Target (ST). Figure Six illustrates
this:

Figure Sx: Implementation of a
15408 Protection Profile
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Implementation revolves around the formul ation of areusable Protection
Profile (PP), which in essence is the general set of selected security objectives
for the organization. The PP allows an organization to create a global set of
security requirements (Note: consumers can also employ a PP to specify IT
security features to prospective suppliers). Operationally this profile is speci-
fied top-down, through the involvement of stakeholders. However, asthe draw-
ing illustrates the actual implementation of the security function is bottom-up
because the explicit form of the security for any given instance is tailored to
each security target.

These security objectives are then tailored into the specific functional,
assurance and environmental requirements for any given security target. The
security target (ST) expresses the particular security requirements of a given
product as well as the security functions to be evaluated. Where the STs are
represented as a definition of outcomes for assessment it is called a target of
evaluation (TOE). Targets of Evaluation (TOEs) are composed of security ob-
jectives and assessment criteria specified in the standard.

The final model adds the policy dimension to the control objective con-
cept. Because of that, it is the only one that builds a formal and permanent
organization-wide information security management system (ISMS).

Example: Establishing Information Assurance through 1SO/IEC 17799

The International Organization for Standardization (1SO) created 1SO/
IEC 17799:2000 as the means to implement a comprehensive and persistent
information security management system (ISMS). It touches on every aspect
of IT security. It forces companies through a step-by-step assessment of their
business needs and appropriate responsibilities with respect to security. It cen-
ters on developing a set of rational policies, which are designed to ensure that
every aspect of the company’s information resources will be secured.

The information security management system isformulated based on ten
security domains containing 127 high-level Control Objectives. The complete
set of these control objectives is assumed to describe and embody all aspects
of security for information and IT. By developing concrete responses to each
of the high level objectives, the manager can ensure that a capable I T control
systemisin placefor any type of organization at any level of security desired.

This originates from arisk assessment. Management uses this approach
to map where the organization is in relation to the best-practice ideal defined
by the Standard. Figure Seven describes that process.

ISO/IEC 17799 bases the security solution on comprehensive definition
of palicies, roles and responsibilities. This approach creates a complete and
systematic enterprise governance response rather than a specificaly IT ori-
ented one. As we said earlier, the primary criterion for judging the effective-
ness of a security solution is whether it is complete. This model provides as-
surance that the entire enterprise will be completely, correctly (with respect to
best practice) and effectively secured, which might make it the most attractive
of the three popular control objective based approaches discussed here.

Figure Seven: Sample Process for Implementing 17799
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SUMMARY AND A SHORT CONCLUSION

Information assets are more difficult to account for and control than con-
ventional physical assets. That is, because IT work involves the production of
virtual, highly dynamic products, which makes it hard to know WHAT to se-
cure let alone how to do it properly. This has been such a universal and perva-
sive problem that the logical response was appropriately best practice models
that can provide the comprehensive basis for information security assurance.

The International Standards Organization (1SO) has devel oped two for-
mal reference models (1SO/IEC 15408 and | SO/IEC 17799) and the Informa-
tion Systems Audit and Control Association/Foundation (ISACA/F) has pro-
vided another (COBIT). These frameworks serve both asafundamental check-
list for itemizing the elements involved in assuring a virtual asset aswell asa
foundation for building common understanding of the mechanisms required
for security assurance.

Thisishighly advantageous because, notwithstanding theissue of whether
technology can ever fully confront all of the issues associated with informa-
tion security, agovernance solution is more easily understood and accepted by
the non-technical managers who oversee the bulk of the company’swork. Fur-
thermore security governance can be implemented without involving expen-
sive technology, which means that it is less likely to involve capital invest-
ment. Finally it creates a comprehensive and consistent policy and procedure
framework, which communicates and coordinates security assurance proce-
dures corporation-wide. And since all of these are built through a definition
processthey can be altered in arational and systematic fashion to meet changes
in the original situation. Given the challenges of an uncertain age, a detailed
governance based audit and control infrastructure built from expert advice
and capable of serving asthe basisfor reliable and comprehensive information
security protection, is an invaluable asset.
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