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ABSTRACT

Information security prevents unauthorized access to using, disclosing, altering, inspecting, recording, 
or destroying information. Information security programs are designed to achieve three main goals: 
confidentiality, integrity, and availability of information. The study highlights awareness and perceptions 
of information security among postgraduate students. To make everyone aware of the opportunities and 
difficulties that exist in today’s threat landscape, modify risk behaviour, and develop or strengthen a 
secure corporate culture, information security awareness training is required to be effective. This paper 
aims to assess information security awareness among Postgraduates of Mangalore University. A survey 
was conducted, and appropriate tools and technologies were used to collect and interpret the data. Based 
on the results, suggestions for information security among postgraduate students were made.

INTRODUCTION

In today’s world, the Internet is considered a necessary part of our daily lives, and the number of people 
who use it is increasing at an alarming rate. As information and communication technology has advanced 
and the proliferation of low-cost and simple-to-use devices, more data has been produced, and more 
information has been used. Information security is required to protect confidential information. Infor-
mation Security (IS)-related events continue to occur even though security logs have been established. 
Because of this, it is critical to increasing students’ understanding of ethical and unethical perceptions 
of information technology in today’s society, particularly in the classroom. Information security refers 
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to keeping information secret to prevent it from being used or read by someone with malicious intent 
and extorting information from sources without authorization. Traditionally, the difficulty that arises 
from the inability to transfer data to those who have received formal education has been viewed as the 
opposite. They safeguard the community’s interests and the fundamental amenities that society requires 
and possesses in such areas. When a society expands, the exchange of information becomes increasingly 
necessary. Information security was initially intended to protect only written and oral communication, 
but it became necessary to keep the general public away from readily available information as time went 
on. As a result, information was kept confidential to protect the community from harm.

INFORMATION SECURITY

Over the past few years, technological advancements in information technology (IT) have heightened 
concerns about the risks to data that can result from a lack of IT security. These dangers include, among 
other things, being exposed to viruses and malware as well as attacks on network systems and services. 
Furthermore, insufficient IT security can jeopardize data confidentiality, integrity, and availability by 
allowing unauthorized access to sensitive information, leading to severe consequences. For this reason, 
it is critical to ensure that personal information about individuals is protected and secured at all times in 
a secure environment. When discussing processes and methods that have been established and imple-
mented to protect confidential information from being altered, disrupted, or destroyed and from being 
subjected to an investigation, it is customary to bring up the subject of information security. It contains 
information, particularly electronic data that can be used or consulted without the owner’s permission. 
Therefore, it is a type of intellectual property. Even though it is solely concerned with the processes 
used to protect data, information security is an essential component of cyber security. In information 
security, the term refers to a subset of cyber security, a more important concept. Information security is 
at the heart of all our activities regarding information technology security. Protecting the confidentiality, 
integrity, and availability of information is important to ensure information is not compromised when 
critical concerns arise. It is not only natural disasters that are a cause for concern, but also computer/
server failures and similar problems. As a result, there has been significant growth and development 
in information security. People, Software, and services interact in a complex environment known as 
cyberspace. This is made possible by the widespread availability of information and communication 
technology (ICT) devices and networks worldwide. As a result of India’s rapid growth in the information 
technology sector, ambitious plans for rapid social change and inclusive growth, as well as the coun-
try’s prominent position in the global information technology market, it ensures that proper attention is 
paid to creating a secure computing environment and confidence in electronic transactions, Software, 
services, devices, and networks have emerged as one of the country’s most compelling priorities. This 
kind of concentration makes it possible to develop an excellent cyber security ecosystem in the country 
that is compatible with the globally connected environment. However, the cyberspace environment is 
prone to various intentional or unintentional disasters, artificial or natural. Therefore, as cyber-attacks 
increase in volume and sophistication, there is a greater need to protect personal information, sensitive 
corporate information, national security, and critical infrastructure. Because of the plethora of devices 
available today, it is now impossible to imagine a time when you did not have access to relevant infor-
mation. However, information access security has surpassed the accessibility of information itself. The 
first thing we do is check our phones from the moment we wake up. Then, we connect to the internet, 



 

 

15 more pages are available in the full version of this document, which may

be purchased using the "Add to Cart" button on the publisher's webpage:

www.igi-global.com/chapter/information-security-awareness-among-

postgraduate-students/316585

Related Content

Internet of Things Testing Framework, Automation, Challenges, Solutions and Practices: A

Connected Approach for IoT Applications
 Karthick G. S.and  Pankajavalli P. B. (2022). Research Anthology on Cross-Disciplinary Designs and

Applications of Automation (pp. 571-601).

www.irma-international.org/chapter/internet-of-things-testing-framework-automation-challenges-solutions-and-

practices/291655

Workplace Social Support and Attitude toward Enterprise Resource Planning System: A

Perspective of Organizational Change
Paul Chou (2021). Research Anthology on Digital Transformation, Organizational Change, and the Impact

of Remote Work (pp. 1405-1426).

www.irma-international.org/chapter/workplace-social-support-and-attitude-toward-enterprise-resource-planning-

system/270356

Demystifying Corporate Restructuring Strategy Through Digital Transformation: Lessons

Learned From the Banking Sector of Zimbabwe
Mufaro Dzingirai (2021). Emerging Challenges, Solutions, and Best Practices for Digital Enterprise

Transformation (pp. 164-181).

www.irma-international.org/chapter/demystifying-corporate-restructuring-strategy-through-digital-transformation/275706

The Transformation of Payments Industry: The European Regulatory Perspective
Yasmin Ahmed Mahgoub (2021). Influence of FinTech on Management Transformation (pp. 121-139).

www.irma-international.org/chapter/the-transformation-of-payments-industry/265835

I&CT in the Public Administrations: From E-Government to E-Democracy Through Digital

Reporting
Ubaldo Comite (2022). Handbook of Research on Applying Emerging Technologies Across Multiple

Disciplines (pp. 55-77).

www.irma-international.org/chapter/ict-in-the-public-administrations/301309

http://www.igi-global.com/chapter/information-security-awareness-among-postgraduate-students/316585
http://www.igi-global.com/chapter/information-security-awareness-among-postgraduate-students/316585
http://www.irma-international.org/chapter/internet-of-things-testing-framework-automation-challenges-solutions-and-practices/291655
http://www.irma-international.org/chapter/internet-of-things-testing-framework-automation-challenges-solutions-and-practices/291655
http://www.irma-international.org/chapter/workplace-social-support-and-attitude-toward-enterprise-resource-planning-system/270356
http://www.irma-international.org/chapter/workplace-social-support-and-attitude-toward-enterprise-resource-planning-system/270356
http://www.irma-international.org/chapter/demystifying-corporate-restructuring-strategy-through-digital-transformation/275706
http://www.irma-international.org/chapter/the-transformation-of-payments-industry/265835
http://www.irma-international.org/chapter/ict-in-the-public-administrations/301309

