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ABSTRACT

In the present world, we need a secured human identification system to identify humans. These kinds
of systems will help forensics and the healthcare sector. But with the rapid development of technology
there might have a huge security problem with these kinds of security systems. So, we also need more
highly secured technology to implement this secured system. Because of this concern the authors move
with the blockchain as the main technology area for this application. Also, the authors chose to use DNA
or genome to identify humans as the unique key. Applying DNA binary sequence to the blockchain will
provide multiple problems, which are finding and suitable algorithms. So, in this review, the authors are
providing a systematic literature review (SLR) by focusing on multiple factors which are blockchain and
the DNA using standard eight databases. From these reviews, the authors found the 73 total research
publications, and after reading the title and the abstraction the authors selected the most relevant 10
research papers for this research domain. This paper is discusses the most suitable technology combi-
nations and future works.

DOI: 10.4018/978-1-6684-4755-0.ch005

Copyright © 2023, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.



A Systematic Literature Review on the Application of Blockchain Technology in Biometric Analysis

INTRODUCTION

In 2008, a Bitcoin whitepaper was published by an unknown person called Satoshi Nakamoto (Lemieux,
2013). According to Satoshi Nakamoto’s whitepaper, bitcoin is a cryptocurrency powered by blockchain
technology (Nakamoto, 2008). At the beginning of the blockchain, this technology was used for financial
works and trading transactions. In 2014, Vitalik Buterin published Ethereum blockchain technology in a
whitepaper (Buterin, 2014)and introduced a Smart contract. Then blockchain is used for many systems
outside of finance and trading. Because of the Smart contract technology, blockchain security, and im-
mutability quality, blockchain is used for the healthcare sector (Mettler, 2016), human identification
(Wang et al., 2017), forensic (Brotsis et al., 2019), and product or property tracking (Niya, Dordevic,
Nabi, Mann, & Stiller, 2019) just to name a few. Currently, the blockchain used as a cloud-based data-
base, IPFS, or Interplanetary File System (Ristea, Langford, & Leitner, 2017) is an example. A Smart
contract enables to development of business logic (Bragagnolo, Rocha, Denker, & Ducasse, 2018).
Before inventing blockchain technology, there was a huge issue with financial transactions because of
the finance-based cyber-attack such as denial of server or DOS attacks and ransomware. But after invent-
ing the world’s first decentralized cryptocurrency, it surpassed its original intention (Taylor, Dargahi,
Dehghantanha, Parizi, & Choo, 2020).

DNA or Deoxyribonucleic-Acid is one of the important biometrics in the human body. According to
(Hashiyada, June 20th 2011), the grown human body contains approximately 60 trillion bio cells. Each
bio cells have an exact copy of DNA. DNA is like a blueprint of the human body, and DNA contains the
complete detail of body structure. Each cell contains a full copy of the DNA. Depending on the location
of the cell, only a relevant part of the DNA is activated (Christopher P. Austin, 2022). Even biometric
technology like a fingerprint, face recognition, and iris scanning have been rapidly developed, DNA is
the most reliable way to biometric for identification. Because DNA is intrinsically unique and digital, it
will not change even a person’s afterlife (Hashiyada, June 20th 2011). According to (Wald, Khoshgoftaar,
Napolitano, & Sumner, 2012), Human Genome contains approximately 3 billion base pairs. The base
pair includes four characters: A, C, G, and T. Those letters stand for adenine, cytosine, guanine, and
thymine. This means the human approximately DNA sequence contains more than 12 billion charters.

In this paper, researchers provide the SLR, a systematic way to analyze and discuss the publications
and find the gaps in published manuscripts in domain knowledge. Researchers found there are some
research papers available in the standard databases which are focused on several domain areas like hu-
man identification (Chernomoretz et al., 2020), healthcare (Dambrot, 2018; Mathur, Pandey, & Goyal,
2020; Neto et al., 2020), etc. even though there is some research, researchers found gaps in those areas.

This chapter is organised as follows. Section 2 briefly overviews the blockchain, DNA, and related
research. Section 3 will describe the method of mapping studies. Section 4 will describe the results, and
Section 5 will discuss the results. Finally, Section 6 explains the conclusions and future works.

BACKGROUND

This section briefly discusses the main domain areas in which the researchers plan to conduct the re-
search; Blockchain and DNA.

More succinctly, blockchain is the technology that keeps transaction lists with the help of cryptog-
raphy. A list like this comprises numerous data blocks structured in chronological order, linked, and
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