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ABSTRACT

Under the system of e-commerce, organisations |eave themsel ves open to attack which can have catastrophic consequences.
Recent well-publicised business disruptions to firms such as Northwest Airlines and Ebay have had significant business
impacts. The paper identifies the differences in risk management approaches for older Information Technology systems and
thoserequired for e-commerce. The benefits and the critical successfactorsfor an e-commerce risk management methodol ogy
areidentified and discussed. A literature survey reveal ed the existence of only two methodol ogies with potential suitability for
e-commerce risk management. They are evaluated against the critical success factors. The paper recommends a program of
research to make risk management more dynamic and interactive particularly for the operational aspects of e-commerce.

INTRODUCTION

E-commerceisamulti-faceted businesswhere organisations
sall their productsto consumers, business combine with other busi-
nessesto form virtual enterprises, and supplierslink with partners
inavirtual supply chain. Thedriving force behind the new digital
economy isthe Internet and technol ogies, such asthe World Wide
Web (Web), underpinning this network of networks. The Internet
can be described as anon-hierarchical, democratically structured,
collaborative arrangement entered into by millions of network us-
ers.

Organisations practising e-commerce |leave themselves open
to attack and compromise which can have catastrophic conse-
guences. New forms of crime are developing (e.g. denial of ser-
vice) which have not been experienced before. These inherent in-
securities require that stringent Risk Management (RM) practices
are adopted. However, because of the speed with which network
topologies, services and applications change and the whole inter-
connected nature of the businessworld in an e-commerce environ-
ment, RM systems must operate in a dynamic way. E-commerce
is starting to create a true ‘just-in-time’ economy and RM ap-
proaches need to reflect this.

In this paper we recognise the potential for mayhem in e-
commerce if risk is not adequately managed. We then proceed to
identify the risk areas of e-commerce and compare these with the
traditional forms of IT risk. To cope with the new risk environ-
ment we outline the benefits of using RM methodol ogies and sur-
vey the literature to establish the existence of e-commerce ori-
ented RM methodol ogies and their suitability according to criteria
we established from our analysis of e-commerce risks.

POTENTIAL FOR MAYHEM

Computer systems employed to facilitate e-commerce “ will
become the new form of catastrophic exposure that will replace
earthquakes and hurricanes as the number one form of catastrophic
risk” according to Mullaney of F&D/Zurich (quoted by Hays,
2000). Gow of ACE USA holds a similar view; “If a major
operation’s network is intentionally compromised, it could inter-
rupt adaily revenue in the millions’ (quoted by Hays, 2000) The
major compromises for e-commerce were identified as hacker’s
blackmail, corruption of data, disgruntled employees and
unauthorised acts of system administrators.

There are changestaking place within e-commercethat have
the potential for significant damage. The consequences of some-
one meddling with the Web site can range from mild (e.g. the in-

troduction of a detectable virus) to catastrophic (a prolonged sys-
tem outage leading to the loss of customers). Then there are risk
such as out-of-date information, misinformation and defamation
on the Web site, even if only there for abrief period, that can lead
to lawsuitsand claimsfor damages agai nst the organisation. Added
to this is the uncertainty of jurisdiction since the physical space
has been replaced by the virtual space. “ The velocity and scope of
disastersthat occur in cyberspace haveno real boundaries’ (Davis,
1999). The Internet is being called a‘legal vacuum'.

Negative consequences of using the Internet have been ex-
perienced by organisatons and have been well publicised. Disrup-
tions in e-commerce have led to lawsuits, significant losses and
dissatisfied customers. Table 1 shows recent e-business outages
and the business impact they had.

Table 1 E-Business Outages and their Impacts

Company Industry Disruption Business Impact
TD Financial Extended Significant financial
Waterhouse Services telecommunications and | losses
e-business outage
Ameritrade Financial Multiple system outage | Law suits from online
Services due to technical traders, Significant
architecture weaknesses | financial losses
Northwest Transportation | Multiple system outage | Decline in customer
Airlines satisfaction
Ebay Online Multiple system outage | Significant financial
Auction due to technical losses
architecture weaknesses
Etrade Financial Multiple system outage | Law suits from online
Services due to technical traders. Significant
architecture weaknesses | financial losses
CIHost Internet Extended system outage | Class action lawsuit from
Hosting online customers.
Significant financial
losses. Decline in market
position/ perception.

(Source: Project Management Institute - Risk Management Specific Interest Group,
2000)

CONTRASTING ITSWITH E-COMMERCE RISKS
The most common form of RM takes the approach of risk
reduction. Under this approach, the likelihood or the impact of a
threat isreduced to thelevel considered acceptable for the costs of
implementing the security measure that reduces the threat. With
risk avoidance, the organisation does not accept a threat and does
everything within its power to prevent it from occurring. An ex-
ampleistheinstallation of an emergency power generator to elimi-
natetherisk of being without power should the normal power source
fail. Under risk transfer, the responsibility for the risks and costs
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are passed to another party, such as an insurance firm.

Risk reductionin RM ispractised in many industries (e.g. in
banking during loan approval) including by organsations to pro-
tect their Information Technology and Systems (ITS). They use
RM to determine threats, ITS to be protected and security mea-
sures needed to act against threats. In the case of ITS, the major
assets to be protected consist of the organisation’s valuable infor-
mation resource and the continuity of its business operations. The
dependencies between threats, security response, and resourcesto
be protected in theform of information and performance, are shown
in Figure 1.

Figure 1 The Traditional Processes of I TS Risk Management
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(Adapted from Fink, 1997)

With the introduction of e-commerce, the ITS environment
has changed substantially and businessis no longer conducted ‘ as
usual’. While some of the risks associated with e-commerce are
not new (e.g. hacking, theft of intellectual property), new implica-
tions have arisen because of the far-reaching scope of e-commerce.
Old risks have been given anew twist in an e-commerce environ-
ment. To understand the new risk environment it is necessary to
contrast it with that of the previous I TS environment.

Closed vs open systems

With previous generations of IT, systems were less acces-
sibleand open to attack. For example, damagesto stand alone sys-
tems and local area networks (LANS) are restricted inhouse. E-
commerce systems, on the other hand, provide increasing levels
of connectivity and accessibility to data and networks from out-
side the organisation. L osses duesto prolonged system outage are
potentially much larger sincethey are noticed by the outside world
and will lead to loss of business and custom.

Tangible vsvirtual assets

Traditional TS environments are more tangible and were
easily recognised as data processing centres. With e-commerce,
information and virtual trading communities are more difficult to
track. Intangible assets areimportant and take the form of intellec-
tual property, information and knowledge, trademark, patents, copy-
right. Risks associated with virtual assets (e.g. breach of copy-
right) aredifficult to manage and the courts have been vague about
matters of onlineliability. The absence of physical |ocations com-
plicatesthe RM situation.

Development vs oper ations
Systemsin the past were devel oped in a controlled manner
and released for operations after extensivetesting. They were main-

tained during their life to add new functions and to rectify any
problems. With e-commerce, the need for market responsiveness
reguires that system are developed and operated in a very short
time. Operations have become critical because e-commerce aims
at high transaction rates in order to bring down the costs of trans-
action processing. Greater emphasisistherefore placed on opera-
tional risk management (McEachen, 2000). Any prolonged sys-
tem outage will have severe consequences.

Predictability vsvolatility

In the past, risk and security management could take place
at aleisurely pace and reviews were conducted every couple of
years. The RM culture for traditional ITS is unlikely to be satis-
factory for the e-commerce environment. It was developed in the
early daysof computerswhen | T security could be ensured through
physical measures or through the use of closed networks. With
each development of an e-commerce function, new elements of
risk emerge and uncertainty arises. Examplesof current issuesand
our lack of ability to deal with them efficiently include contractual
issues, legidlation, taxation, liability, financial exposure and re-
porting (see McDonald, 2000) to mention afew.

Compared to the RM processes of older ITS (see Figure 1),
those for e-commerce have become more complex and greater in-
ter-dependencies have to be considered. Furthermore, the nature
of assets to be protected has changed and business continuity has
become critical. The changes are reflected in Figure 2.

Figure 2 The Processes of e-Commerce Risk Management
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RM METHODOLOGIESAND BENEFITS

With the increased complexity of e-commerce, compared to
former generationsof I TS, the need for amethodol ogical approach
to RM has increased. A methodology can be described as a “A
logical and systematic method of identifying, analysing, evaluat-
ing, treating, monitoring and communi cating risks associated with
any activity, function or processin away that enables organisations
to minimise losses and maximise opportunities.” (StandardsAus-
tralia, 1999) For e-commerce it is essential that RM methodolo-
gies build on the generic fundamentals of RM but develop ap-
proaches that meet requirements of the new networked, virtual
environment. These specialised requirements are identified and
outlined in the following section of the paper.

The generic approach to RM is reflected in standards that
have been developed for security management over time. In the
UK, BS7799 provides a code of practice for information security
management. A key component of these standards is the require-



ment that risk assessment is carried out. The standard allows com-
pliant companies to publicly demonstrate that they can safeguard
the confidentiality, integrity and availability of their customers
information. Standards have the potential to become the de facto
‘seal of approval’ in the world of e-commerce.

Similar standards exist in other countries. In Australia, AS
NZS4444 is based on BS7799 and establishes a code of practice
for selecting information security controls (AS/NZS4444.1) and
specifying an information security management system (AS/
NZS4444.2). As does BS7799, both parts of AS/NZ4444 require
that a risk assessment process is used as the basis for selecting
controls (treating risks). If an organisation wantsto trade securely
over the Internet it should ensure that both itself and its partners
have this accreditation.

Whileit may appear that there are overheads associated with
the adoption of aRM methodol ogy, there are a number of signifi-
cant benefits associated with its use.

Stakeholder s participation

Information security isoften seen solely asthedomain of IT
professional swith information security being viewed from atech-
nological aspects, i.e. implementing technological measures such
asfirewalls and encryption. Kelly (1999) refersto this practice as
“point solutions” — quick fixes that can do more harm than good.
Management and users appear rarely involved in the process. With
the increasing integration of ITS in all business activities, as oc-
curs with e-commerce, stakeholders from all areas of the
organisation need to be involved. A methodology can provide the
framework that will ensure representatives from all business op-
erations participate in risk management.

Holistic

“Many security problems are caused by all too human
misperceptions of where dangers actually lie and the ability of
particular measures to avoid them.” (Brewer, 1999) The levels of
security understanding of security threats, exposures, safeguards,
practices and priorities among information users and solution pro-
viders varies widely. Risk management therefore needs to be ap-
proached in a systematic manner so that al perceptions are in-
cluded and evaluated. A RM methodology provides an approach
in which all perceptions, covering all aspects of e-commerce, are
captured, analysed and communicated.

Competitive advantage

RM and security activities are seen as burdensome practices
that create additional work for already stretched resources. They
are often perceived to be only needed when the organisation is
under attack or special circumstances arise. This negative percep-
tion needs to be reversed and instead a perception that RM can
become a competitive advantage to the firm needs to be created.
Security should be seen as an enabler since, by operating safely,
the organisation can take more risks than its competitors. RM has
the obvious advantage of preventing expensive system outages.

CSFSFOR E-COMMERCE RM
METHODOLOGIES

RM for e-commerce is different to RM for older ITS be-
cause of the differences in their risk profiles (see earlier discus-
sion). An e-commerce RM methodol ogy should neverthel essbuild
onthefundamental s of good security management principles. These
can be summarised as follows. “Generally, information security
risk management methods and techniques are applied to complete
information systems and facilities, but can a so be applied to indi-

2001 IRMA International Conference » 141

vidual system components or services where this is practicable,
realistic and helpful. It is an iterative process consisting of steps,
which, when undertake in sequence enabl e continual improvement
in decision making.” (Standards Australia, 1999) Based on these
principles, and the need to consider technol ogy and businessrisks,
a number of Critical Success Factors (CSFs) for an e-commerce
methodology can be identified as follows.

Isthe methodology effective for e-commerce?
Comprehensive
It must cover technical and business scenarios that are part
of the various types of e-commerce (business-to-business, busi-
ness-to-consumer), the phases of the e-commerce devel opment
(from planning to implementation) and thelife cycle of operations
(from ordering to supply and payments).

Inclusive

The methodology must cover all assets, vulnerabilities and
threats. They include technology and business assets, real and vir-
tual, by themselvesaswell astheir interactions. With e-commerce,
technology and business are integrated and work synergistically
together to achieve maximum impact.

Flexible

It must offer avariety of techniquesthat can be applied across
some or all phases of the methodology. Traditionally, an
organisation’s assets and policies may have been static but threats
in e-commerce are mobile and mutable. Threat levels can rise and
fall during asingle day’s operations as new sites come online or a
New virus emerges.

Pro-active

The methodol ogy must be flexible and promote pro-activity
to anticipate changes in the e-commerce environment. It should
encourage pro-active behaviour that uses RM to gain competitive
advantages. To be effective, the methodology should provide a
simple approach suitable for an inherently dynamic environment..

Relevant

RM should lead to the identification and application of se-
curity measures relevant to e-commerce. Security techniques for
e-commerce include the installation of firewalls to separate the
‘untrusted’ outside networks from trusted internal ones, the use of
digital signatures and certificates, encryption, etc.

Will the methodology provide a competitive advantage?
Credibility
The RM methodology should comply with an accepted stan-
dard such as BS7799, and should be supported by acredible vendor
who is able to provide training, support, documentation, updates,
consulting and implementation services. Furthermore, it should of-
fer accreditation by reputable associations and industry bodies.

Value

The cost of the use of the methodology should be covered
by the benefits realised from its use. In the real world, resources
are limited and decisions about trade-offs have to be constantly
made. The RM methodology should be easy to justify in terms of
the advantagesit provides.

Integration
With e-commerce it is imperative that decisions are made
based on both business and technological considerations. Risksin
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the technological domain interact with those in the business do-
main and a RM methodology should cover both types of risk.

Can the methodology be implemented readily?
Systematic
The processes of RM should be structured and systematic to
encourage organic management behaviour, transparency and open
communications. Guidelines should be available for processes to
be followed and the deliverables to be produced for each activity
and phase.

Adaptable

The RM methodology must be able to be customised to the
existing I TS environment, organisational culture and resource con-
straints with the objective of making an uncertain environment
more certain.

Timely

The methodology must be carried out speedily because of
the rapid changesthat can occur for e-commerce. It must therefore
define procedures, deliverables and timelines that can be applied
to small aswell asmajor changes. A speedy implementation of the
methodology is essential so that the fluency and flexibility of e-
commerce is ensured.

Tracking

With increased operational risk emerged the need to mea-
sure and monitor risk factors through risk indicators and metrics.
A risk management methodology should provide the system for
this and ideally produce dollar-at-risk-type figures.

Soonsorship

Itisgenerally accepted that projectsfail if not supported by
senior management. They should therefore be an integral part of
risk and security solutions. The e-commerce sponsor should have
an active involvement in implementing the RM methodol ogy and
be satisfied with risk outcomes before releasing further funding
for the e-commerce project.

SURVEY OF E-COMMERCE RM
METHODOLOGIES

A search of the Web and our university’sonlinelibrary data-
base revealed many papers discussing the nature of e-commerce
risk but very few that addressed the requirements and practices of
RM for theserisks. Theliterature on e-commerce risk appeared to
be dominated by opinions held by the insurance and finance in-
dustries. These industries have long used RM to assess the risk of
their clients and are developing an interest in providing insurance
coverage to organisations with e-commerce activities.

In the absence of suitable methodol ogies on how to manage
the risks associated with e-commerce, it is not surprising that the
increased levels of concern have given rise to reactive approaches
intheform of protective insurance (Hays, 2000). Companieswith
ahigh volume of e-commerce are under pressure from sharehold-
ers to ensure that their operations stay afloat and, according to
Mullaney of F& D/Zurich, will haveto “buy arisk transfer product
or install asolution” (quoted by Hays, 2000).

At present, however, insurance does not provide acomplete
solution to organisations concerned with e-commerce risk. First,
“Traditional insurance companies insure property losses and li-
abilities but not those that arise from e-commerce” (Davis, 1999).
Second, “Currently there are fewer than 10 agencies that offer e-

business insurance” (Davis, 1999). Organisations therefore have
to look to other solutions particularly RM methodol ogies to man-
age e-commercerisk. Our literature search, however, revealed only
two methodologies that were associated with the use of e-com-
merce. They are outlined below.

Active Risk Management (ARM)

The ARM approach appears to be supported by the Project
Management Institute Risk Management Specific Group since it
was outlined in its March 2000 newsletter (www.risksig.com/
signews'Rmnews0003.pdf) whose themewas‘ Continuity in aVir-
tual World'. In the newdletter, Parker (2000) outlines the ARM
methodol ogy which he describes as* adiscipline and environment
of proactive decisions and action to assess continuously what can
go wrong, determine what risks are important, their impact, and
implement a strategy to deal with those risks.”

ARM’s primary aim isto manage risk in a software project,
and its proactive philosophy and methodical approach makes it
potentially useful to e-commerce systems. Parker (2000)
emphasisesthat ARM isan ongoing process and not astatic project
task. It includesthree major phases- risk identification, risk analy-
sis, and risk control. Phase 1 (risk identification) is accompanied
by a questionnaire that narrows the focus on particular aspects of
risksand assistsin identifying risks during aproject in the areas of
reguirements determination, design, code and unit test, integra-
tion and test, and communications and team motivation.

In Phase 2 (risk analysis), risk probability, risk impact, risk
exposure and risk conseguences are ‘quantified’ as best as pos-
sible. Where quantificationisnot possible, qualitative categorisation
is applied. For example, an impact/probability matrix determines
risk exposure asvery high, high, medium, low and very low. Phase
3 (risk control) defines steps to avoid, mitigate or accept for risks
identified in the previous phase.

CCTARISK ANALYSISAND MANAGEMENT
METHODOLOGY (CRAMM)

CRAMM is aformalised, structured security risk analysis
and management methodology developed by the British govern-
ment. It isregarded by many asthe de-facto standard for risk analy-
sis and management. It has been described as “an essential first
step towards BS7799, the standard for information security man-
agement” (Logica) and is consistent with the European IT Secu-
rity Evaluation Criteria (CRAMM User Group). Even though
CRAMM was developed in the early days of computers, it has
undergone changeswith newer versionsreflecting the requirements
of new ITS environments. Version 3.0, released in 1997, isimple-
mented as an interactive software tool for identifying the security
reguirements (Gamma).

A CRAMM review may beundertaken during systemsdevel-
opment or retrospectively for completed systems and proceeds
through three stages: identification and val uation of assets, quantifi-
cation of likely threats and known vulnerabilities, and generation of
countermeasures. CRAMM includes a countermeasures database
which provides three levels of detail: security objectives, detailed
countermeasures descriptions and implementation examples.

At the completion of each stage, formats can be extracted
which can be in redefined and customised. CRAMM enables the
building a model encapsulating asset interdependence and infor-
mation on which parts of the system support which business pro-
cesses. Thisprovidesinsight into operational characteristicswhich
iscritical in an e-commerce environment.

Based on the information we were able to gather, we at-
tempted to evaluate the two methodologies against criteria for a



suitable e-commerce RM methodology we had established (see
earlier section). Table 2 reflects our assessment.

Table 2 Evaluation of e-Commerce RM methodol ogies

CSFs ARM CRAMM
Effectiveness
Comprehensive
Inclusive
Flexible
Pro-active
Relevant
Competitive advantage
Credibility
Value
Integration
Implementation
Systematic
Adaptable
Timely
Tracking
Sponsorship
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CONCLUSIONSAND FUTURE RESEARCH

Our preliminary findingsindicated that both methodol ogies
have strong potential to provide the necessary guidelinesto assist
an organisation reduce therisks of e-commerce. CRAMM appears
to have an advantage over ARM because it offers a countermea-
sure database. We are not familiar with the security and control
measures included in this database but assume that they would
have relevance to e-commerce because the latest version of
CRAMM had been released fairly recently. Asseenin Table 2, we
were not able to draw a conclusion as to the tracking capabilities
of the methodologies or their values because of the lack of de-
tailed information.

Our research is of an exploratory nature and established the
scarcity of RM methodol ogies designed for e-commerce. Ase-com-
merce becomes mainstream, the demand for such products will in-
crease. Our paper identified the benefits and the essential criteriafor
evaluating RM products that may emerge in response to this ex-
pected demand. This should provide useful insight and information
to managers responsible for e-commerce risk and security.

There are anumber of opportunities for researchers to sup-
port the devel opment of e-commerce RM methodol ogies. Asiden-
tified earlier in the paper, e-commerce requires emphasis to be
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placed on operational risk management. To manage operational
risk requires definition and identification of key factors, such a
data collection and communicatons, and key risk indicators and
risk measurement metrics. A risk management methodol ogy should
provide the system for this and ideally produce a dollar-at-risk-
type figure. However as Deborah Williams of Meridien Research
(quoted in McEachern, 2000) points out, few vendor packagesin
the RM domain currently provide such output.

In future, the speed with which new networking and operat-
ing architectures and applications will emerge could outstrip the
ability of management to keep up. If they can't, it will severely
limit the organisation’s ability to exploit new business possibili-
ties. New generations of methodol ogies that automate the process
of RM will be demanded. Researchers should assist in the devel-
opment of RM methodol ogies that are able to scan a network and
produce real-time analyses of vulnerabilities and effective coun-
termeasuresin forms that senior executives can understand.
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