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ABSTRACT

In the internet of vehicles (1oV) field, blockchain technology has been proposed
for durable and trustworthy bookkeeping of the exchanged data. However, block
timestamps assigned by miners are usually delayed with respect to events that generate
the stored data, making them unusable for applications dealing with exact timing,
like traffic law enforcement and insurance accident investigation. To overcome this
shortcoming, the authors propose to add new timestamps to the blockchain, which
are assigned by data originators to represent the valid time of data recorded within
a transaction. The resulting enhanced blockchain data model, named BiTchain, can
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be considered from a temporal database perspective as a bitemporal data model. In
orderto letusers and applications enjoy the potential of BiTchain, they also introduce
an expressive temporal query language, named BiTEQL, defined as a TSQL2-like
temporal extension of the EQL blockchain query language.

INTRODUCTION

Present and future intelligent transportation and autonomous vehicles applications
are using Internet of Vehicles (IoV) (Yang et al., 2014), Flying Ad-Hoc Networks
(FANETSs) (Bekmezci et al., 2013) and Vehicular Ad-Hoc Networks (VANETS)
(Zeadally et al., 2012) as communication infrastructures. In this context, the
Blockchain technology has been proposed for durable and trustworthy bookkeeping
of the exchanged data (Guo et al., 2018; Diallo et al., 2020; Fu et al., 2020; Gupta et
al., 2020; Li et al., 2020a; Narbayeva et al., 2020; Rehman et al., 2020; Javaid et al.,
2021; Uddinetal., 2021; Chondrogiannis et al., 2022; Six et al., 2022). A blockchain
(Noferetal.,2017; Dinh et al., 2018; Zheng et al., 2018; Li et al., 2020b) is a public
distributed ledger that stores committed transactions in an ordered list, or a chain,
of blocks. Such a ledger is maintained by multiple distributed nodes (computers),
which are linked in a peer-to-peer network (i.e., without a server node that has
full control and central authority) and possibly do not trust each other, through a
consensus mechanism (i.e., an agreement among these nodes on the truth of data
stored in the blockchain) and cryptography (essentially hash algorithms and digital
signatures). Notice that the ledger is replicated over all nodes. A transaction is a
sequence of operations applied on some state respecting the ACID properties as in
classical database systems. It cannot be modified once it is recorded in a block of
the blockchain. A block is made up of a block header and a block body: the former
contains, among others, the parent block hash that points to the previous block and
a timestamp; the latter essentially contains transactions.

From a database point of view, a blockchain (Dinh et al., 2018; Mohan, 2018;
Vo et al., 2018; Xu et al., 2019) can be considered as a distributed and replicated
temporal database (Grandi, 2015; Jensen & Snodgrass, 2018a) that stores a large
list of blocks: each timestamped block is replicated over all nodes of the network.
More precisely, since block timestamps cannot be updated and the whole blockchain
is an append-only data structure, a blockchain can be viewed as a transaction-time
(Jensen & Snodgrass, 2018b) database, that is a database where each version of
a time-varying datum (like the salary of an employee or the price of a product) is
stamped with the time when such a version has been inserted in the database.

Among the strengths of blockchain, we find immutability, data integrity,
transparency, distribution, absence of central/intermediary entity, and provision

156



33 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/temporal-blockchains-for-intelligent-

transportation-management-and-autonomous-vehicle-

support-in-the-internet-of-vehicles/313228

Related Content

Formalized Ontology for Representing C2 Systems as Layered Networks

T. J. Grant (2014). Network Topology in Command and Control: Organization,
Operation, and Evolution (pp. 85-124).
www.irma-international.org/chapter/formalized-ontology-for-representing-c2-systems-as-layered-
networks/109734

Certifications in Cybersecurity Workforce Development: A Case Study

Ping Wangand Hubert D'Cruze (2019). International Journal of Hyperconnectivity and
the Internet of Things (pp. 38-57).
www.irma-international.org/article/certifications-in-cybersecurity-workforce-development/241804

Risk Factors to Retrieve Anomaly Intrusion Information and Profile User
Behavior

Yun Wangand Lee Seidman (2009). Breakthrough Perspectives in Network and Data
Communications Security, Design and Applications (pp. 258-271).
www.irma-international.org/chapter/risk-factors-retrieve-anomaly-intrusion/5946

Unsupervised Clustering for Optimal Locality Detection: A Data Science
Approach

Praneet Amul Akash Cherukuri, Bala Sai Allagaddaand Anil Kumar Reddy Konda
(2021). International Journal of Hyperconnectivity and the Internet of Things (pp. 88-
98).
www.irma-international.org/article/unsupervised-clustering-for-optimal-locality-detection/274528

Key Microwave and Millimeter Wave Technologies for 5G Radio

Vojislav Milosevic, Branka Jokanovic, Olga Boric-Lubeckeand Victor M. Lubecke
(2018). Powering the Internet of Things With 5G Networks (pp. 70-104).
www.irma-international.org/chapter/key-microwave-and-millimeter-wave-technologies-for-5g-
radio/185922



http://www.igi-global.com/chapter/temporal-blockchains-for-intelligent-transportation-management-and-autonomous-vehicle-support-in-the-internet-of-vehicles/313228
http://www.igi-global.com/chapter/temporal-blockchains-for-intelligent-transportation-management-and-autonomous-vehicle-support-in-the-internet-of-vehicles/313228
http://www.igi-global.com/chapter/temporal-blockchains-for-intelligent-transportation-management-and-autonomous-vehicle-support-in-the-internet-of-vehicles/313228
http://www.igi-global.com/chapter/temporal-blockchains-for-intelligent-transportation-management-and-autonomous-vehicle-support-in-the-internet-of-vehicles/313228
http://www.irma-international.org/chapter/formalized-ontology-for-representing-c2-systems-as-layered-networks/109734
http://www.irma-international.org/chapter/formalized-ontology-for-representing-c2-systems-as-layered-networks/109734
http://www.irma-international.org/article/certifications-in-cybersecurity-workforce-development/241804
http://www.irma-international.org/chapter/risk-factors-retrieve-anomaly-intrusion/5946
http://www.irma-international.org/article/unsupervised-clustering-for-optimal-locality-detection/274528
http://www.irma-international.org/chapter/key-microwave-and-millimeter-wave-technologies-for-5g-radio/185922
http://www.irma-international.org/chapter/key-microwave-and-millimeter-wave-technologies-for-5g-radio/185922

