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ABSTRACT

With the advancement of network and multimedia technologies in recent years, multimedia data, par-
ticularly picture, audio, and video data, has become increasingly frequently used in human civilization. 
Some multimedia data, such as entertainment, politics, economics, militaries, industries, and education, 
requires secrecy, integrity, and ownership or identity protection. Cryptology, which looks to be a viable 
method for information security, has been used in many practical applications to safeguard multime-
dia data in this regard. Traditional ciphers based on number theory or algebraic ideas, such as data 
encryption standard (DES), advanced encryption standard (AES), and other similar algorithms, which 
are most commonly employed for text or binary data, do not appear to be appropriate for multimedia 
applications. As a result, this research examines effective algorithms for data security.
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INTRODUCTION

Cloud computing paradigms are becoming increasingly popular in the ever-changing technological 
landscape. In order to keep up with the ever-expanding possibilities of modern communications, special 
security measures are needed, particularly for computer networks. As the amount of data being exchanged 
on the Internet grows, so does the importance of network security. Protecting data from misuse and 
unauthorized access necessitates maintaining its confidentiality and integrity. Information hiding has 
grown exponentially as a result. In today’s world, security measures can be broken down into a variety 
of subcategories, such as information concealment (Steganography), data encryption (Cryptography), 
or any combination thereof (Sethi & Sarangi, 2017).

People’s lives have been impacted by digital technologies. Most modern electronic gadgets store their 
data with an external cloud service. In the cloud, people are storing a plethora of media items. A large 
number of individuals all over the world use these media every single second. It is imperative that these 
media are not accessed illegally. The user-end encryption is one of the most vulnerable points for data 
leaks (van Steen & Tanenbaum, 2016).

In the new computing paradigm of cloud computing, various services can be provided on demand 
and at a low cost. Cloud computing’s primary goal is to provide fast, easy-to-use computing and data 
storage services to the masses. Today’s computing model, called “cloud computing,” makes use of a 
decentralized network to deliver a wide range of resources at a low cost and on demand. In addition, 
cloud computing’s primary goal is to provide fast, easy-to-use computing and data storage services in a 
cloud environment (Wu & Buyya, 2015). Although the computing community has mastered the use of 
cloud computing services, some threats and risks do exist in this setting. Numerous techniques, such as 
cryptography, exist to improve the security of cloud computing and data in the cloud. Data or messages 
can be transferred securely while maintaining their privacy, and the cypher text used to encrypt them is 
only visible to the intended recipient. Data encryption, data quality assurance, and data authentication 
are all examples of cryptology. Cryptography provides a wide range of more secure methods that can be 
used to provide these services. Data that must remain private is encrypted and decrypted with the help 
of well-known cryptographic algorithms, such as those found in encryption protocols, digital signatures, 
and hash functions (Symmetric Algorithms, Asymmetric Algorithms, and Hybrid Algorithms). Protec-
tion is a problem for all of the current schemes. Cryptographic key generation, retrieval, data encoding, 
and decryption all take a lot of time in these schemes (Hashizume et al., 2013).

Furthermore, one of the most difficult tasks in cloud computing is safeguarding sensitive and confi-
dential data while it is being transported and stored due to the possibility of various attacks. Using a large 
number of and more complex encryption keys makes the process more difficult (Al-Issa et al., 2019).

To address data security concerns, a wide range of encryption methods have been proposed for mak-
ing better decisions about which encryption method to use for smart systems data security by studying a 
variety of techniques. Execution time, complexity, and maintainability all depend on having a thorough 
understanding of each technique. Some existing cloud computing security models, which use encryption 
algorithms to store and transmit data, have security flaws and privacy violations, which are the focus of 
this paper. Data security and privacy in the cloud computing environment can only be ensured by en-
crypting data in storage and transmission. Security policies are specified and enforced through a model 
used in computer science. Structured access privileges, computation models, distributed computing 
models, or no theoretical grounding at all can be used to build a security system (Qureshi et al., 2022).
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