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Abstract

Agent technologies have grown rapidly in recent years as Internet usage has increased
tremendously. Despite its numerous practical benefits and promises to provide an
efficient way of mitigating complex distributed problems, mobile agent technology still
lacks effective security measures, which severely restricts its scope of applicability.
This chapter analyzes and synthesizes the different security threats and attacks that can
possibly be imposed to mobile agent systems. The security solutions to resolve the
problems and the research challenges in this field are presented.

Introduction

Software agent is a very generic term for a piece of software that can operate autono-
mously and that helps facilitate a certain task. Software agents can communicate and be
intelligent in the way that they have the attributes of proactive/reactive, and have
learning capabilities. In agent-based systems, humans delegate some of their decision-
making processes to programs that are intelligent, mobile, or both (Harrison, Chess, &
Kershenbaum, 1995). Software agents may be either stationary or mobile, such that
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stationary agents remain resident atasingle platform while mobile agents are capable of
suspending activity on one platform and moving to another, where they resume
execution (Jansen, 2000). In most mobile intelligent agent systems, the software agent
travels autonomously within the agent-enabled networks, executes itself in the agent
execution environment, gathers related information, and makes its own decision on
behalf of its owner.

Scope

Currently, distributed systems employ models in which processes are statically attached
to hosts and communicate by asynchronous messages or synchronous remote proce-
dure calls; mobile agent technology extends this model by including mobile processes
(Farmer, Guttman, & Swarup, 1996a). Compared to the client/server model, the mobile
agent paradigm offers great opportunities for performing various attacks because mobile
agent systems provide a distributed computing infrastructure where applications be-
longing to different users can execute concurrently (Bellavista, Corradi, Federici,
Montanari, & Tibaldi, 2003).

A mobile agent is an object that can migrate autonomously in a distributed system to
perform tasks on behalf of its creator. It has the ability to move computations across the
nodes of a wide-area network, which helps to achieve the deployment of services and
applicationsinamore flexible, dynamic, and customizable way than the traditional client-
server paradigm. For instance, if one needs to perform aspecialized search of a large free-
text database, it may be more efficient to move the program to the database server than
to move large amounts of data to the client program. Security issues in regard to the
protection of host resources, as well as the agent themselves, are extremely critical in
such an environment. Apart from that, there is a greater chance for abuse or misuse, and
itisdifficulttoidentify a particular mobile process with a particular known principal and
to depend onthe reference monitor approach to enforce the security policy (Varadharajan,
2000).

Problem Statement

The general lack of security measures in existing mobile intelligent agent systems
restricts their scope of applicability. According to Bellavistaetal. (2003), the widespread
acceptance and adoption of the mobile agent technology is currently delayed by several
complexsecurity problems that still need to be completely solved. Harrison et al. (1995)
identifies security as a severe concern and regards it as the primary obstacle in adopting
the mobile agent systems. Full-scale adoption of mobile agent technology in untrustwor-
thy network environments, for example Internet, has been delayed by several security
complexities. The security risks that can be encountered in mobile agent environments
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