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Abstract

In this chapter, we discuss the business implications, as well as security and privacy
issues, of the widespread deployment of radio frequency identification (RFID) systems.
We first describe, in more detail, the components that make up an RFID system to
facilitate better understanding of the implications of each, and then review the
commercial applications of the RFID. We then discuss the security and privacy issues
for RFID systems and what mechanisms have been proposed to safeguard these. The
topics discussed in this chapter highlight the benefits of using RFIDs for user convenience
in ubiquitous and pervasive commercial services and e-businesses, while maintaining
the integrity of such systems against malicious attacks on the users’ security and
privacy. This is vital for a business establishment to coexist with peers and remain
competitively attractive to customers.

IGI PUBLISHING

This paper appears in the publication, Web Services Security and E-Business







edited by G. Radhaman & G. S. V. Radha Krishna Rao  © 2007, IGI Global

701 E. Chocolate Avenue, Suite 200, Hershey PA 17033-1240, USA
Tel: 717/533-8845; Fax 717/533-8661; URL-http://www.igi-pub.com

ITB14873



58   Wong and Phan

Copyright © 2007, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of Idea Group Inc. is prohibited.

Introduction

Radio frequency identification (RFID) systems are gaining worldwide popularity for
supply-chain management and tracking of goods, as well as for access control in
distributed systems, toll systems, car immobilizations, and so forth. There are ongoing
research and development (R&D) efforts everywhere in integrating RFID into available
technology sectors, including e-business. Some have envisioned that RFID technology
will revolutionize the world that we see today, bringing pervasive and ubiquitous
systems to the forefront of everyday applications (Stanford, 2003).
Cryptologists and security researchers are also predicting the explosive growth of RFID
technology. For instance, Adi Shamir, coinventor of the popular RSA encryption method
(Anderson, 2001; Menezes, van Oorschot, & Vanstone, 1996; Stallings, 1999;) com-
mented on the vast potential of RFIDs during his invited talk (Shamir, 2004) at the
Asiacrypt 2004 conference attended by security researchers around the world.
With the soon to be widespread use of RFID systems, and their seamless integration into
our daily chores, comes the issue of security and privacy. As with other personal data
related applications, for example, Smart-Card, Web-based Transaction, and so forth,
there are doubts on exactly how safe is an RFID system, from the aspect of information
security? To what degree can one entrust his/her personal data, ranging from biodata to
financial information, with RFID-based systems? The contactless nature of RFIDs, which
is the main advantage of the technology, incidentally, is also the largest vulnerability,
where much like the wi-fi technologies, there is no guarantee that the transmission
medium cannot be eavesdropped upon.
The idea of automatic identification has been long established in the commercial sector,
and the usage of bar-code scanning in the point-of-sale system is probably the most
successful example one can openly observe. Consider this scenario: You have decided
to purchase some groceries, so you gather them and bring them, in a basket, to the
checkout point. The cashier scans through the goods using, probably, an infrared
scanner; the price is then automatically displayed in the cash machine. Now, imagine a
different scenario: you are carrying a basket with a tiny LCD display; once you put an
item into the basket, the LCD screen immediately shows you the price of the item and
perhaps a subtotal of your purchase. Once you arrive at the station, you are readily
presented with an invoice, where you just need to acknowledge the transaction (say
signing), and the bill will be automatically debited from your local bank account. The
above scenario might be coming to a local retail branch near you, and the enabling
technology behind this vision is the emerging RFID technology.
However, RFID technology is not new, and it has been in existence for decades. Its profile
has been raised several folds recently, and there are several factors that account for this
change, among which, a major reason is the successful deployment of RFID technology
in the commercial sector. In supply-chain management, RFID tags have been envisioned
by many to replace the bar-code labeling system, which has been in use since the early
1970s, as the new tool for automatic identification. The latter system is now becoming
a bottleneck for big enterprises that have gigantic volumes of transactions. The fact that
RFID is contactless enables the technology to be used in a ubiquitous and pervasive
environment.
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