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Legitimate Non-Traditional Doctorate Programs in Cybersecurity, Engineering, and Technology
ABSTRACT

According tothe US Federal Bureau of Investigations (FBI) the number of complaints
about cyberattacks to their cyber division is up to as many as 4,000 a day. Every
year in the U.S., 40,000 jobs for information security analysts go unfilled, and
employers are struggling to fill 200,000 other cybersecurity-related roles. Colleges and
universities have created certificate, undergraduate, and graduate programs to train
professionals in these job roles. The challenge to meeting the cybersecurity workforce
shortage through degree programs is intensified by the reality of the limited number
of cybersecurity and engineering faculty at colleges and universities. This chapter
explores the essential need to develop more doctorate faculty in technology-related
areas and explains some unique and non-traditional paths to doctoral completion
that allow professionals with significant real-world work experience to complete
a doctorate without career interruption and relocation from highly respected and
established universities in the US and the UK.

INTRODUCTION

According to the US Federal Bureau of Investigations ([FBI] 2021) the number of
complaints about cyberattacks to their Cyber Division is up to as many as 4,000 a
day. That represents 400% increase (FBI, 2021). The hack that took down the largest
fuel pipeline in the U.S. and led to shortages across the East Coast was the result of a
single compromised password, according to a cybersecurity consultant who responded
to the attack (FBI, 2021). According to Newman (2016), the cybersecurity threat
landscape is continually evolving as malicious cyber actors pursue new vectors to
target and capitalize on newly discovered or known vulnerabilities. In 2017 ahacking
group known as the Shadow Brokers, claiming to have breached the NSA-linked
operation known as the Equation Group. The Shadow Brokers provided samples
of the stolen data and attempted to auction off other stolen data (Newman, 2017).

In May of 2017, a strain ransomware virus call WannaCry attacked a series
of public and private organizations including temporarily crippling technology-
driven operations of several hospitals and medical facilities in the United Kingdom
(Newman, 2017). In 2017 there where new revelations about hacking vulnerabilities
cell phones, Windows, and the ability to turn some smart TVs into listening devices
(Newman, 2017). The top industries targeted by cybercriminals are (1) healthcare,
(2) manufacturing, (3) financial services, (4) government, and (5) transportation
(Morgan, 2016). These industries are targeted for sensitive information primarily in
the healthcare and financial services sectors. Researchers are forecasting the global
cost of cybercrime in 2019 to reach over 2 trillion dollars (Morgan, 2016).
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