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ABSTRACT

Financial fraud remains one of the most discussed topics in literature. The financial
scandals of Enron, WorldCom, Qwest, Global Crossing, and Tyco resulted in
approximately460 billiondollars of loss. The detection of financialfraud, therefore, has
become acritical task for financial practitioners. Three factors determine the likelihood
of fraud occurrence, including pressure, opportunity, and rationalization. The core
of these factors lies in people’s beliefs and behaviour. Due to the unpredictability
and uncertainty in fraudsters’ incentives and techniques, fraud detection requires a
skill set that encompasses both diligence and judgment. Big data technologies have
had a huge impact on a wide variety of industries because they tend to be ubiquitous,
starting in the last decade and continuing today.
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Predictive Modelling for Financial Fraud Detection Using Data Analytics
INTRODUCTION

Financial fraud has been a major concern for many organizations across industries
and countries because it causes massive business devastation. Millions of money
are lost each year as a result of financial fraud; for example, Bank of America has
agreed to pay 16.5 billion US dollars to settle a financial fraud case. According to
Ecommerce Fraud Statistics (2021), the fraud management profession is shifting
to a risk intelligence model, a field that relies even more heavily on e-commerce
fraud statistics and defines itself as a business optimization engine rather than a
defensive bulwark. New objectives accompany the new approach. Risk intelligence
professionals, on the other hand, work to reduce friction throughout the purchasing
process while still protecting the enterprise. The goal of proper fraud management
is not to avoid losses but, increasing wins and thereby increase revenue. Hence,
modern risk professionals now apply their decisioning skills and technology across
the entire buying journey. They optimize revenue and have a clear connection to
the enterprise’s top line. The new approach to risk intelligence is made possible by
advances in technology and fraud prevention strategies. Fraud and consumer abuse
prevention that harnesses big data and machine learning allow enterprises to more
accurately make split-second decisions on whether an order is legitimate or fraudulent.

Nevertheless, machine learning algorithms have previously been employed to
analyse all authorised transactions and report suspicious ones. These reports are
investigated by professionals who contact the cardholders to confirmif the transaction
was genuine or fraudulent.

The investigators will then provide feedback to the automated system which is
used to train and update the algorithm to eventually improve the fraud detection
performance over time. Thus far, this is traditional way of detecting debit or credit
card fraud is tedious and takes quite a time as some cards are stolen; or lost or users
threatened. Hence this chapter contributes to the existing methods by building a
Chrome extension that flags “Fraud/suspicious” transactions that will help both
banks and cardholders to know about the fraudulent transactions made and further
develop a “find my card application. This is a new system that the cardholders will
be able to install the “find my card application” and have an opportunity to trace
the whereabouts of their cards if stolen or lost and be able to stop their usage with
the use of their cell phones or computer browsers. Even though detecting financial
fraud is considered a high priority for many organisations, recent literature lacks
updated and comprehensive in-depth reviews that can help organisations with their
decisions for selecting an appropriate data mining method. Therefore, the objective
of this chapter is to apply the gradient boosting decision tree (GBDT) under deep
learning to extract knowledge about the processing of the credit/debit card data to
detect whether a normal transaction of datasets qualified as a novel fraud and finally
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