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Trustworthy
DataSharingin
Collabor ativePervasive
Computing Environments

Stephen S. Yau, Arizona State University, USA

Abstract

Collaborative Pervasive Computing Applications (COPCASs) can greatly
improve the investigative capabilities and productivity of scientists and
engineers. Users of COPCAs usually form groups to collaboratively
perform their tasks using various computing devices, including desktop
computers, pocket PCs, and/or smart phones, over Mobile Ad hoc Networks
(MANET), LAN, and the Internet. These usersusually sharevarioustypes
of data, including resear chideas(documents), experimental and statistical
data (numerical data, graphics, stream audio/video). A very important
issuefor sharing datain Collaborative Pervasive Computing Environments
(COPCEs) istrustworthiness. To support trustworthy data sharing among
groups of users of COPCASs, secure group communication, trustworthy
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shared data discovery, flexible access control mechanisms, effective data
replication, data quality assurance mechanisms, and intrusion detection
mechanisms are needed. I n this chapter, the challenges, current state-of-
the-art, and future research directions for trustworthy data sharing in
COPCEs are presented. In particular, discussions will be focused on
resear chissuesand futureresearch directionsfor trustworthy shared data
discovery andflexibleaccesscontrol inservice-based COPCAs.

| ntroduction

Collaborative Pervasive Computing Applications (COPCAS), suchascol-
|aborativeresearch and devel opment environments, cangreatly improvethe
investigativecapabilitiesand productivity of scientistsand engineersinmany
fields. Usersof COPCAsusually form groups (or teams) to collaboratively
performtheir tasks. Thecollaborationsaresupported by theusers' computing
devices, such asdesktop computers, pocket PCs, and/or smart phones, over
various networks like Mobile Ad hoc Network (MANET), LAN, and the
Internet. Users of COPCAs usually need to share various types of data,
including researchideas(documents), experimental and statistical data(nu-
merical data, graphics, stream audio/video). Data sharing among various
groupsof computing devicesisoneof themost important requirementsfor
COPCAsbecausedatasharingisrequiredfor efficient and effectivegroup
collaboration. For example, the statusof each group member often needstobe
sharedfor group collaboration, and all group membersoften needto sharethe
sameview of certain datawhenthey collaborateon certaintasks.

Duringthepast several years, research on mobileand pervasive datamanage-
ment has generated many useful results for managing and sharing datain
pervasivecomputingenvironments. A significanttrendindesigninglarge-scale
information systemsin heterogeneouspervasive computing environments,
consisting of multipleorganizations, isutilizing Web servicesand emerging
Semantic Webtechnology toimproveinteroperability and greatly enhance
automated datacomposition/integration. However, most research focuseson
how toimprovetheefficiency of discovering, accessing, distributing, and/or
updating shared data. A critical issue, which hasnot attracted much attention,
istrustworthinessof datasharingin COPCEs.

Copyright © 2006, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



15 more pages are available in the full version of this
document, which may be purchased using the "Add to Cart"
button on the publisher's webpage: www.igi-
global.com/chapter/trustworthy-data-sharing-collaborative-

pervasive/31092

Related Content

Implementation Issues on a National Electronic Health Record Network
John McGaha (2011). Ethical Issues and Security Monitoring Trends in Global
Healthcare: Technological Advancements (pp. 50-65).
www.irma-international.org/chapter/implementation-issues-national-electronic-health/52359

Applying Continuous Authentication to Protect Electronic Transactions

Silas Leite Albuguerqueand Paulo Roberto de Lira Gondim (2012). Information
Assurance and Security Technologies for Risk Assessment and Threat Management:
Advances (pp. 134-161).
www.irma-international.org/chapter/applying-continuous-authentication-protect-electronic/61222

Information Systems Security: Cases of Network Administrator Threats
Hamid Jahankhani, Shantha Fernando, Mathews Z. Nkhomaand Haralambos
Mouratidis (2007). International Journal of Information Security and Privacy (pp. 13-
25).

www.irma-international.org/article/information-systems-security/2464

An Intelligent Network Intrusion Detection System Based on Multi-Modal
Support Vector Machines

Srinivasa K G (2013). International Journal of Information Security and Privacy (pp.
37-52).
www.irma-international.org/article/an-intelligent-network-intrusion-detection-system-based-on-

multi-modal-support-vector-machines/111275

Metric Based Security Assessment

James E. Goldmanand Vaughn R. Christie (2008). Information Security and Ethics:
Concepts, Methodologies, Tools, and Applications (pp. 1396-1415).
www.irma-international.org/chapter/metric-based-security-assessment/23165



http://www.igi-global.com/chapter/trustworthy-data-sharing-collaborative-pervasive/31092
http://www.igi-global.com/chapter/trustworthy-data-sharing-collaborative-pervasive/31092
http://www.igi-global.com/chapter/trustworthy-data-sharing-collaborative-pervasive/31092
http://www.irma-international.org/chapter/implementation-issues-national-electronic-health/52359
http://www.irma-international.org/chapter/applying-continuous-authentication-protect-electronic/61222
http://www.irma-international.org/article/information-systems-security/2464
http://www.irma-international.org/article/an-intelligent-network-intrusion-detection-system-based-on-multi-modal-support-vector-machines/111275
http://www.irma-international.org/article/an-intelligent-network-intrusion-detection-system-based-on-multi-modal-support-vector-machines/111275
http://www.irma-international.org/chapter/metric-based-security-assessment/23165

