fiem N IRM PRESS
PRESE 701 E. Chocolate Avenue, Suite 200, Hershey PA 17033-1240, USA 1TB11706
Tel: 717/533-8845; Fax 717/533-8661; URL-http://www.irm-press.com
This chapter appears in the book, Web and Information Security
edited by Elena Ferrari and Bhavani Thuraisingham © 2006, Idea Group Inc.

Chapter X

ChineseWall Security
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on DAC Model

Tsau Young Lin, San Jose State University, USA

Abstract

In 1989, Brewer and Nash (BN) proposed the Chinese Wall Security Policy
(CWSP). Intuitively speaking, they want to build a family of impenetrable
walls, called Chinese walls, among the datasets of competing companies
so that no datasets that are in conflict can be stored in the same side of
Chinesewalls. Technically, theideais: (X, Y) ¢ CIR(= thebinaryrelation
of conflict of interests) if and only if (X, Y) ¢ CIF (= the binary relation
of information flows). Unfortunately, BN's original proof has a major
flaw (Lin, 1989). In thischapter, we have established and generalized the
idea using an emerging technology, granular computing.
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| ntroduction

Recent events, such ase-commerceand homel and security, haveprompted us
torevisittheideaof theChineseWall Security Policy Model (Lin, 2001).“The
Chinesewall policy combinescommercial discretionwithlegally enforceable
mandatory controls...perhaps, assignificant tothefinancial world asBell-
LaPadula spoliciesaretothemilitary” (Bell, 1987, p. 000). Thisisasserted
in the abstract of Brewer and Nash’s (BN'’s) (1989) article. Itisstill valid
today.

Background

Chinese Wall Security Policy (CWSP) M odel

Letusstart withrecallingtheproposal of Brewer and Nash (BN).1n1989, BN
proposed avery intriguing commercial security model, called ChineseWall
Security Policy (CWSP) Model. Intuitively speaking, theideawastobuilda
family of impenetrablewalls, called Chinese walls, among the datasets of
competing companiessothat no datasetsthat arein conflict canbestoredinthe
samesideof Chinesewalls. Theintent of the proposal wasagood one. Intheir
model, BN assumed theset O of corporate datasetscould be partitionedinto
pairwise disjoint subsets, called conflict of interest (CIR) classes. Such a
collectionof pairwisedig oint subsetsisreferredtoinmathemati csasapartition
andisknowntoinduceanequival encerelationandviceversa(seefor example,
Brualdi, 1992). So, BN hasassumed CIRisanequivalencerelationthatisa
reflexive, symmetric, andtransitivebinary relation. Consideringthereal-world
meaning, would conflict bereflexive?Appealingtocommon sense, thereisno
dataset that isself-conflict, so CIRisunlikely anequivalencerel ation. Observ-
ingthisfact,inthesameyear, wepresented amodified model at the Aerospace
Computer Security Application Conference; themodel wascalled Aggressive
ChineseWall Security Policy (ACWSP) model (Lin, 1989b). Inthat paper, we
did not bring out the essential strength of the ACWSP model. A relatively
inactive decade has passed. Due to the recent development of granular
computing, werefined theideaof ACWSP and successfully captured the
intuitiveintention of BN theory and outlineditin COMPSAC and RSCTC
(Lin, 2002a, b). Though the collection of CIR-classesisnot a partition, it
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