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Abstract

Information security and privacy in the context of the World Wide Web
(WMWV) are important issues that are still being investigated. However,
most of the present research is dealing with access control and
authentication-based trust. Especially withthepopularity of WWWasone
of the largest information sources, privacy of individuals is now as
important asthe security of information. In thischapter, our focusistext,
whichisprobablythemost frequently seen datatypeinthe WM. Our aim
is to highlight the possible threats to privacy that exist due to the
availability of document repositories and sophisticated tools to browse
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and analyze these documents. Wefirst identify possiblethreatsto privacy
in document repositories. We then discuss a measure for privacy in
documents with some possible solutions to avoid or, at least, alleviate
these threats.

| ntroduction

I nformation hasbeen publishedinvariousformsthroughout thehistory, and
sharing information has been one of the key aspects of development. The
Internet revolution and World Wide Web (WWW) made publishing and
accessinginformation much easier thanit usedto be. However, widespread
data collection and publishing efforts on the WWW increased the privacy
concernssincemost of thegathered datacontai n privateinformation. Privacy
of individuals on the WWW may be jeopardized via search engines and
browsersor sophisticated text miningtool sthat can dig through mountai nsof
Web pages. Privacy concernsneed to beaddressed sincethey may hinder data
collectioneffortsand reducethenumber of publicly availabledatabasesthat are
extremely important for research purposessuch asinmachinelearning, data
mining, informationextraction/retrieval, and natural languageprocessing.

In this chapter, we consider the privacy issues that may originate from
publishing dataonthe WWW. Sincetext isone of themost frequently and
conveniently used mediuminthe WWW to convey information, our mainfocus
will betext documents. Webasi cally tacklethe privacy problemintwo phases.
Thefirst phase, referredto assanitization, aimsto protect the privacy of the
contentsof thetext agai nst possi bl ethreats. Sanitizationbasically dealswiththe
automaticidentification of named entitiessuch assensitiveterms, phrases,
proper names, and numericvalues(e.g., credit card numbers) inagiventext,
and modification of themwiththe purposeof hiding privateinformation. The
second phase, call ed anonymization, makessurethat theclassificationtools
cannot predict theowner or author of thetext.

Inthefollowing sections, wefirst providethetaxonomy of possiblethreats. In
additiontothat, we proposeaprivacy metricfor document databasesbased
onthenotion of k-anonymity together withadiscussion of themethodsthat can
beusedfor preserving privacy.
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