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Abstract

In this chapter, we describe the motivations for, and development of, a
rule-based policy management system that can be deployed in the open
and distributed milieu of the World Wide Web. We discuss the necessary
features of such a systemin creating a“ Policy Aware” infrastructurefor
the Web and argue for the necessity of such infrastructure. We then show
how the integration of a Semantic Web rules language (N3) with a
theorem prover designed for the Web (Cwm) makes it possible to use the
Hypertext Transport Protocol (HTTP) to provide a scalable mechanism
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for the exchange of rules and, eventually, proofsfor access control onthe
Web. We al so di scuss whi ch aspects of the Policy Aware Web are enabled
by the current mechanism and describe future research needed to make
the widespread deployment of rules and proofs on the Web a reality.

| ntroduction

Inflexible and simplistic security and access control for the decentralized
environment of theWorld WideWeb have hampered theful | devel opment of
the Web as a social information space because, in general, the lack of
sufficiently sophisticatedinformation control sleadsto unwillingnessto share
information. Thisproblemisgreatly exacerbated wheninformation must be
shared between parties that do not have pre-existing information-sharing
policiesandwherethe* granularity” of theinformationtobesharediscoarse—
thatis, whereaccessisgrantedto anentireWeb siteor dataresource because
policy control mechanisms for access at a finer-grained level are not
available. Evenlargeintranetsand controlled-access Websfacethese prob-
lemsastheamount of i nformati onand thenumber of information seekersgrow.
Thus, despiteever-greater amountsof useful informationresidingontheWeb
inamachine-retrieval form, reluctanceto sharethat informationremainsandis
likely toincrease.

In thischapter, wewill argue that anew generation of Policy-Aware Web
technology can hold the key for providing open, distributed, and scalable
information accessontheWorld WideWeb. Our approach providesfor the
publication of declarative access policiesin away that allows significant
transparency for sharingamong partnerswithout requiring pre-agreement. In
addition, greater control over informationrelease can beplacedinthehandsof
theinformationowner, allowingdiscretionary (rather thanmandatory) access
control toflourish.

Thetechnical foundation of our work focuseson devel oping and deployingthe
upper layersof the* Semantic Weblayer-cake” (Figure 1, based on Berners-
Lee, 2000; Swartz & Hendler, 2001) in order to enable Policy-Aware
infrastructure. Theambition of the Semantic Webisto enablepeopleto have
richer interactionswithinformationonlinethrough structured, machine-assisted
integration of datafromall aroundtheWeb (Berners-Lee, Hendler, & Lassila,
2001). Wewill show that itispossibletodeploy rulesinadistributed and open
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