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ABSTRACT

In the internet era, data is considered to be the primary asset, and the host or applications in a net-
work are vulnerable to various attacks. Traditional network architectures have centralized authority to
provide authentication, authorization, and access control services. In this case, there is a possibility of
data mishandling activities from the valuable information available in the given network application. To
avoid this type of mishandling, a new technology came into existence known as blockchain. Implementing
blockchain technology in the internet of things (1oT) will ensure data integrity, stability, and durability.
The authors present a detailed investigation of various loT applications with blockchain implementation.
Blockchain-based mechanisms will improve the security aspects in the traditional network applications
related to 10T like insurance policies claiming, personal identification, and electronic health records.
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Blockchain Technology for lIoT

1. INTRODUCTION

The world recognizes Internet of Things (IoT) in the year 1999 by the British technology pioneer Kevin
Ashton. It is the interconnected device, which is capable of gathering different types of data from various
locations and communicate among themselves. It communicates and transfers data among the things in
peer to peer (P2P) manner. While enriching P2P communication, the workload among the things in the
network will share with its neighbours. Involved devices may have differences in size, memory capacity,
and processing capabilities. The main objectives of Internet-of-Things are 1) To gather valuable infor-
mation from deployed location 2) Transform that information to centralized place without data loss 3)
Above mentioned process is done without human intervention. IoT devices can be any devices that are
capable of collecting and transforming data. For example, Smartwatches, Smartphones, Medical equip-
ment, Environmental monitoring devices, Agricultural equipment, and many more. Communication
among IoT devices is transmitted through a connected network topology.

Figure 1. IoT device example for Home automation
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IoT is not a new technology; it is a combination of various traditional technologies like Wireless
Sensor Network (WSN), Cloud computing, Big data analytics, Radio-Frequency Identification (RFID),
Location-based services, and Automation. Internet of Things mainly deals with constraint devices. So it
is unable to fulfil all the requirements like Storage capacity, Execution speed, Captured data Transferring
capabilities, and Energy. In this case, Cloud computing will play a major part in IoT devices to provide
a huge amount of memory for storage.

Every year millions of devices are connected through IoT across the globe. When thinking about
millions of devices connected over the internet, People has to think about various issues with respect to

1059



24 more pages are available in the full version of this document, which may
be purchased using the "Add to Cart" button on the publisher's webpage:
www.igi-global.com/chapter/blockchain-technology-for-iot/310495

Related Content

Electronic Banking and Information Assurance Issues: Survey and Synthesis

Manish Gupta, Raghav Raoand Shambhu Upadhyaya (2008). Information Security and Ethics: Concepts,
Methodologies, Tools, and Applications (pp. 2075-2094).
www.irma-international.org/chapter/electronic-banking-information-assurance-issues/23209

On Access-Unrestricted Data Anonymity and Privacy Inference Disclosure Control
Zude Liand Xiaojun Ye (2008). International Journal of Information Security and Privacy (pp. 1-21).

www.irma-international.org/article/access-unrestricted-data-anonymity-privacy/2490

A Case Study on the Selection and Evaluation of Software for an Internet Organisation
Pieter van Staaden (2008). Security and Software for Cybercafes (pp. 205-219).
www.irma-international.org/chapter/case-study-selection-evaluation-software/28538

A Framework for Protecting Users' Privacy in Cloud

Adesina S. Sodiyaand Adegbuyi B. (2016). International Journal of Information Security and Privacy (pp.
33-43).

www.irma-international.org/article/a-framework-for-protecting-users-privacy-in-cloud/165105

The Impact of COVID-19 on Financial Market Volatility in Saudi Arabia
Lamia Jamel (2024). Blockchain Applications for Smart Contract Technologies (pp. 127-144).
www.irma-international.org/chapter/the-impact-of-covid-19-on-financial-market-volatility-in-saudi-arabia/344178



http://www.igi-global.com/chapter/blockchain-technology-for-iot/310495
http://www.irma-international.org/chapter/electronic-banking-information-assurance-issues/23209
http://www.irma-international.org/article/access-unrestricted-data-anonymity-privacy/2490
http://www.irma-international.org/chapter/case-study-selection-evaluation-software/28538
http://www.irma-international.org/article/a-framework-for-protecting-users-privacy-in-cloud/165105
http://www.irma-international.org/chapter/the-impact-of-covid-19-on-financial-market-volatility-in-saudi-arabia/344178

