
193

Copyright © 2023, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  12

DOI: 10.4018/978-1-6684-7132-6.ch012

ABSTRACT

Internet of things (IoT) technology plays a vital role in the current technologies because IoT develops a 
network by integrating different kinds of objects and sensors to create the communication among objects 
directly without human interaction. With the presence of internet of things technology in our daily comes 
smart thinking and various advantages. At the same time, secure systems have been a most important 
concern for the protection of information systems and networks. However, adopting traditional security 
management systems in the internet of things leads several issues due to the limited privacy and poli-
cies like privacy standards, protocol stacks, and authentication rules. Usually, IoT devices has limited 
network capacities, storage, and computing processors. So they are having more chances to attacks. 
Data security, privacy, and reliability are three main challenges in the IoT security domain. To address 
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INTRODUCTION

The Internet of Things (IoT) has created a remarkable role in all environments of our daily lives. The 
Internet of Things technology already adopted in several fields to create the flexible environments like 
automobiles, healthcare, entertainments, sports, industries and homes etc. The adoption of IoT technology 
in daily activity environments, makes the life comfortable and easy. The main idea of the IoT technology 
is, all physical objects connected with each other under one network. So that, connected objects analyse 
the data and makes the proper decisions by sharing the information with each other. The IoT technology 
transforms these objects as a smart things by using the several technologies like sensors networks, inter-
net protocols, communication technologies, ubiquitous computing, embedded devices and applications. 
Smart things along with supported technologies perform the tasks while using data analytical models 
and ubiquitous computing services. The complete concept of the IoT technology is, each and every 
connected application has to interact with other independent services to make the proper decisions. For 
example, smart traffic system will enable the vehicles to automatically respond when vehicles met with 
accidents. To get this potential technology and innovation, the traffic system application need to improve 
and growth. Additionally, the vehicles need to be manufactured to match the system requirements and 
robust communication protocols has to be developed for proper communication among different kinds 
of things. With this vision, traditional devices has become autonomous and smart intelligence and de-
veloping technology towards smart cities, smart homes, smart vehicles and smart everything.

The further development of IoT technology is more important to everyday life. This can be rapidly 
grows the evolution of hardware techniques like increasing the bandwidth by integrating the connected 
based networks to address issue of underutilization of bandwidth spectrum. The supporting technologies 
to IoT technology like Cloud computing, Bigdata analytics, Wireless sensor networks and Machine-to-
Machine have now developed rapidly as supporting components for the IoT development. On the other 
hand, the privacy and security issues related to Machine-to-Machine, Cloud computing and Wireless 
sensors networks remain to increasing in the view of challenges in communication protocols with the 
IoT. So, the complete architecture of IoT needs to be robust and secured from several attacks which may 
arise the issues to integrity, privacy and confidentiality of collected data. Still adopting traditional secure 
paradigms in IoT technology which can lead major issues, because IoT is a collection of heterogeneous 
devices and several collections of interconnected computer networks. Additionally, the IoT things have 
sensors which may have limited memory and power. Due to the limited power of sensors, having more 

the solutions for the above issues, IoT technology has to provide advanced privacy and policies in this 
large incoming data source. Blockchain is one of the trending technologies in the privacy management 
to provide the security. So this chapter is focused on the blockchain technologies which can be able to 
solve several IoT security issues. This review mainly focused on the state-of-the-art IoT security issues 
and vulnerabilities by existing review works in the IoT security domains. The taxonomy is presented 
about security issues in the view of communication, architecture, and applications. Also presented are 
the challenges of IoT security management systems. The main aim of this chapter is to describe the im-
portance of blockchain technology in IoT security systems. Finally, it highlights the future directions of 
blockchain technology roles in IoT systems, which can be helpful for further improvements.
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